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Preface 


It  is  widely  agreed  that  effective  civilian  relief,  reconstruction,  and 
development  work  can  help  convince  people  to  support  their  govern¬ 
ment  against  insurgency.  Knowing  this,  insurgents  will  target  such 
work,  threatening  both  those  who  perform  it  and  those  who  benefit 
from  it.  Too  often,  the  result  is  a  postponement  of  efforts  to  improve 
government  and  serve  the  population  until  contested  territory  has  been 
cleared  of  insurgents.  This  can  lead  to  excessive  reliance  on  force  to 
defeat  insurgents — at  best,  delaying  and,  at  worst,  preventing  success. 

Unsatisfied  with  this  general  state  of  affairs,  a  RAND  team  with 
combined  security  and  development  expertise  set  out  to  learn  how 
“civilian  counterinsurgency”  (civil  COIN)  could  be  conducted  more 
safely  in  the  face  of  active  insurgency,  when  it  can  do  the  most  good. 
Thanks  to  a  grant  from  the  Smith  Richardson  Foundation,  matched  by 
support  from  the  U.S.  Department  of  Defense,  the  team  has  completed 
this  inquiry  and  set  out  the  results  in  this  monograph.  Its  findings 
and  recommendations  should  be  of  as  much  interest  to  practitioners, 
policy  leaders,  and  scholars  of  civil  COIN  as  well  as  to  those  involved 
in  security. 

This  research  was  sponsored  by  the  Office  of  the  Secretary  of 
Defense  and  conducted  within  the  International  Security  and  Defense 
Policy  Center  of  the  RAND  National  Defense  Research  Institute,  a 
federally  funded  research  and  development  center  sponsored  by  the 
Office  of  the  Secretary  of  Defense,  the  Joint  Staff,  the  Unified  Combat¬ 
ant  Commands,  the  Department  of  the  Navy,  the  Marine  Corps,  the 
defense  agencies,  and  the  defense  Intelligence  Community. 
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For  more  information  on  RAND’s  International  Security  and 
Defense  Policy  Center,  contact  the  Director,  James  Dobbins.  He  can  be 
reached  by  email  at  James_Dobbins@rand.org;  by  phone  at  703-413- 
1100,  extension  5134;  or  by  mail  at  the  RAND  Corporation,  1200  S. 
Hayes  Street,  Arlington,  VA  22202.  More  information  about  RAND 
is  available  at  www.rand.org. 
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Summary 


The  purpose  of  this  study  is  to  find  ways  to  improve  security  for  civil 
counterinsurgency  (COIN) — essential  human  services,  political 
reform,  physical  reconstruction,  economic  development,  and  indige¬ 
nous  capacity-building — in  the  face  of  insurgent  threats.  It  was  moti¬ 
vated  by  the  authors’  concern  that  postponing  or  curtailing  civil  COIN 
because  of  security  risks  can  deprive  the  overall  COIN  campaign  of  the 
benefits  of  such  efforts  in  weakening  insurgency. 

Before  we  present  the  analysis  and  findings,  clarification  of  some 
basic  concepts  used  in  the  study  is  in  order.  Insurgency  is  an  armed 
internal  challenge  to  a  government  that  appeals  to  and  exploits  the  sup¬ 
port  of  important  segments  of  the  population.  COIN  is  a  government’s 
effort  to  keep  the  contested  population  from  bowing  to  fear  or  embrac¬ 
ing  the  promises  of  the  insurgents.  COIN  has  both  military  and  civil 
sides.  The  former  consists  of  using  force  to  defeat  insurgents  directly 
and  to  show  that  the  government  can  and  will  protect  the  population. 
Civil  COIN  combines  the  direct  provision  of  services  and  the  improve¬ 
ment  of  government  in  order  to  weaken  insurgency’s  appeal  among  the 
population. 

The  United  States  may  support  COIN  abroad  for  two  reasons:  to 
produce  an  outcome  that  is  advantageous  to  U.S.  interests  or  to  leave  in 
place  a  state  that  is  worthy  of  and  acceptable  to  its  people,  thus  less  sus¬ 
ceptible  to  continued  insurgency.  Although  military  and  civilian  lead¬ 
ers  agree  that  COIN’s  civil  side  is  at  least  as  important  as  its  military 
side,  the  situations  in  Iraq  and  Afghanistan  show  that  the  United  States 
is  better  at  the  latter  than  at  the  former. 
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There  are  two  main  problems  with  U.S.  civil  COIN:  lack  of 
resources  and  danger  from  insurgent  violence.  While  acknowledg¬ 
ing  the  first  problem,  this  study  tackles  the  second.  It  proposes  four 
enhancements  to  civil  COIN  under  fire: 

•  a  concept  for  setting  priorities  among  civil  COIN  measures 

•  an  improved  way  to  allocate  security  forces  among  various  civil 
COIN  activities,  as  well  as  between  them  and  other  COIN  secu¬ 
rity  missions  (e.g.,  direct  operations  against  insurgents) 

•  new  integrated  concepts  of  operation  (ICONOPS)  that  military 
and  civilian  leaders  could  employ  during  COIN  campaigns  to 
manage  risk  and  produce  best  results  for  COIN  as  a  whole 

•  general  requirements  for  capabilities  and  corresponding  invest¬ 
ments  to  secure  civil  COIN,  derived  from  ICONOPS. 

These  enhancements  are  based  on  a  network  model  for  securing 
civil  COIN,  which  is  informed  by  three  cases:  Iraq’s  A1  Anbar  province, 
Nord-Kivu  province  in  the  Democratic  Republic  of  Congo  (DRC), 
and  Nangarhar  province  in  Afghanistan.  The  cases  suggest  how  con¬ 
ducting  civil  COIN  during  active  insurgency  can  help  turn  a  popula¬ 
tion  against  insurgents  by  improving  the  effectiveness,  legitimacy,  and 
reach  of  government. 

We  distinguish  among  four  types  of  civil  COIN: 

•  indigenous  capacity -building:  public-sector  reform  and  institution¬ 
building,  civil-service  training,  infrastructure  refurbishment, 
human-capital  development,  and  training  public-service  provid¬ 
ers  (e.g.,  teachers,  doctors) 

•  public-service  gap-filling  (as  indigenous  capacity  is  being  built): 
public  education,  population-security  functions,  public-health 
services,  justice  and  correction  services,  and  administration 

•  emergency  humanitarian-relief  delivery:  supplying  those  in  dire 
need  with  food,  water,  shelter,  sanitation,  and  urgent  medical 
care,  whether  by  international  or  local  agencies 

•  economic  development  to  create  livelihood  opportunities:  job  train¬ 
ing  and  placement  of  ex-combatants,  fostering  direct  investment, 
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and  facilitating  marketplaces,  production  areas,  and  distribution 

links. 

Of  these,  building  capacity  and  creating  livelihood  opportunities 
are  crucial  when  an  insurgency  is  either  young  and  relatively  weak  or 
old  and  relatively  weak.  When  insurgency  is  at  or  near  full  throttle, 
gap-filling  may  be  necessary  if  it  will  take  longer  to  overhaul  the  indig¬ 
enous  government  than  it  will  for  insurgency  to  succeed.  Emergency 
humanitarian  relief  may  be  required  when  order,  safety,  and  govern¬ 
ment  services  collapse  to  the  point  that  large  numbers  of  people  are  at 
risk  of  death  or  displacement. 

Because  civil  COIN  activities  are  distributed  in  order  to  reach 
the  population,  they  are  inherently  vulnerable  and  thus  pose  serious 
security  problems.  This  is  especially  so  because  insurgents  strategi¬ 
cally  target  government  efforts  to  win  over  the  population.  Indeed,  the 
frequency  with  which  insurgents  attack  schools,  government  offices, 
courthouses,  pipelines,  electric  grids,  and  the  like  is  evidence  that  civil 
COIN  threatens  them.  Still,  it  is  important  to  conduct  civil  COIN 
while  insurgents  remain  active  and  dangerous  rather  than  waiting  until 
they  are  defeated  by  force  alone. 

The  reluctance  to  conduct  civil  COIN  in  the  midst  of  active 
insurgency  does  not  reflect  on  the  courage  of  the  civilians  involved. 
Rather,  organizations  and  governments  charged  with  civil  COIN  often 
choose  not  to  place  their  people  at  risk.  Limited  efforts  are  being  made 
to  address  this  problem.  The  use  of  COIN  provincial  reconstruction 
teams  (PRTs),  with  mixed  civilian  and  military  personnel,  is  an  impor¬ 
tant,  if  small,  step  toward  securing  civil  COIN  under  fire.  But  the 
PRT  does  not  encompass  the  facilities,  assets,  government  services,  and 
indigenous  personnel  that  must  be  involved  and  eventually  take  over 
civil  COIN,  much  less  the  access  of  the  local  population  for  whom 
services  are  intended.  To  protect  PRTs  is  to  protect  only  a  thin  crust 
of  the  total  civil  effort,  leaving  unsolved  the  problem  of  securing  civil 
COIN  in  the  large. 

Establishing  priorities  can  help  secure  civil  COIN  by  providing 
a  basis  for  the  allocation  of  security  forces.  Priorities  depend  on  the 
history  and  culture  of  the  country  or  province  under  threat;  the  insur- 
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gency’s  aims,  maturity,  strength,  and  level  of  violence;  the  gravest  defi¬ 
ciencies  in  the  effectiveness,  legitimacy,  and  reach  of  government;  and 
the  services  and  corresponding  capacity-building  efforts  that  ought  not 
be  postponed  until  territory  is  secure.  From  A1  Anbar,  Nangarhar,  and 
Nord-Kivu,  a  number  of  exemplary,  high-priority  civil  COIN  focus 
areas  have  been  identified:  land  reform  and  arbitration,  primary  educa¬ 
tion,  building  and  repairing  roads,  planting  and  operating  orchards, 
creating  industrial  parks,  improving  electricity  service,  and  recon¬ 
structing  justice  services. 

Examination  of  these  areas  reveals  operational  patterns  of  civil 
COIN  that  can  inform  concepts  to  reduce  their  vulnerability.  As  one 
might  expect,  efforts  to  serve  people  with  disparate  needs  throughout  a 
given  territory  tend  toward  a  pattern  of  distributed,  dynamic,  complex 
networks,  consisting  of  the  following: 

•  nodes:  e.g.,  schools,  clinics,  training  sites,  production  spaces, 
administrative  offices,  lower  courts,  and  marketplaces  distributed 
throughout  and  at  the  network’s  periphery 

•  hubs:  e.g.,  universities,  hospitals,  transportation  hubs,  ministries, 
and  higher  courts  at  national  or  provincial  centers 

•  links  and  movements:  e.g.,  personnel  augmentation,  refreshing  of 
supplies,  response  to  unforeseen  needs,  and  special  services. 

Conducting  civil  COIN  in  the  midst  of  insurgency  depends  on 
securing  such  networks,  which  differs  operationally  from  securing 
whole  expanses  of  territory  in  which  these  networks  function.  The  key 
to  this  is  to  integrate  civil  COIN  activities  and  security  measures.  For 
this,  creating  a  vocabulary  common  across  civil  COIN  and  between 
civil  COIN  and  security  is  critical.  Whatever  their  purposes — health, 
education,  economic  enterprise — most  civil  COIN  endeavors  can  usu¬ 
ally  be  stated  in  practical  terms  to  which  security  planners  and  forces 
can  relate:  people,  facilities,  locations,  supplies,  links,  and  movements. 

As  networks,  civil  COIN  can  be  performed  before  securing  an 
area  completely,  by  accepting,  managing,  and  lowering  risk.  Risk  is  the 
product  of  threat,  vulnerability,  and  consequences.  Eliminating  risk 
by  eliminating  insurgent  threats  is  a  purely  military  mission — difficult 
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to  achieve  in  the  absence  of  civil  COIN  and,  in  any  case,  outside  this 
study’s  scope.  The  formula  for  securing  civil  COIN  networks  in  terri¬ 
tory  where  threats  persist  is  to  reduce  risk  by  reducing  the  vulnerability 
of  those  efforts  that  contribute  most  to  the  effectiveness,  legitimacy, 
and  reach  of  the  government.  In  turn,  reducing  the  vulnerability  of  a 
network  of  activities  in  a  territory  is  potentially  easier  than  eliminating 
the  threat  throughout  that  territory,  especially  against  insurgents  who 
are  themselves  networked  and  mobile.  It  can  be  done  through  a  com¬ 
bination  of  adapting  the  way  civil  COIN  is  done  and  tailoring  security 
to  it. 

Because  security  forces  are  likely  to  be  involved  in  other  COIN 
missions  (e.g.,  direct  operations  against  insurgents  and  training  local 
security  forces),  they  should  be  allocated  in  a  way  that  maximizes  the 
payoff  to  COIN  as  a  whole,  taking  into  account  that  effective  civil 
COIN  can  weaken  insurgency  and  dampen  violence.  While  allocating 
forces  across  COIN  missions  is  a  responsibility  of  force  commanders, 
it  must  be  done  in  concert  with  their  civilian  counterparts.  These  chal¬ 
lenges  demand  an  integrated  approach  at  the  operating  level. 

One  way  to  reduce  vulnerability,  and  thus  risk,  is  to  lessen  the 
complexity  of  civil  COIN  by  co-locating  activities  in  nodes — e.g., 
schools,  clinics,  courts,  markets,  and  production  activities — in  the 
same  area  or  compound.  This  will  take  flexibility  and  ingenuity  on  the 
part  of  those  who  plan  and  conduct  civil  COIN.  Of  course,  co-location 
may  attract  threats  because  of  the  concentration  of  services  and  assets. 
Still,  it  can  ease  security  requirements  appreciably. 

Aided  by  co-location,  securing  civil  COIN  requires  protection  of 
local  nodes,  hubs,  and  movements  among  them.  Currently,  only  pro¬ 
tection  of  hubs — i.e.,  activities  centralized  at  the  national  and  provin¬ 
cial  levels — is  adequate.  Local  security  is  especially  demanding  because 
of  the  numbers  and  geographic  distribution  of  nodes  and  the  fact  that 
this  is  where  the  population  is  directly  served  and  at  greatest  risk.  Local 
nodes  can  be  secured  by  stationary  indigenous  police  and  guards  who 
are  backed  by  justice  systems  to  convince  the  population  that  local 
forces  are  governed  by  the  rule  of  law. 

At  the  local  level,  population  security  and  civil  COIN  security  are 
both  needed  and  may  be  closely  connected.  The  former  is  critical  if  the 
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government  is  to  convince  the  people  of  its  ability  and  will  to  protect 
them;  the  latter  is  critical  to  enable  the  same  people  to  get  essential 
services  (e.g.,  health,  schools,  justice,  and  access  to  markets),  the  need 
for  which  does  not  vanish  when  insurgent  threats  exist.  In  the  midst  of 
insurgency,  securing  access  to  essential  services  is  a  way  of  improving 
population  security.  Requiring  people  to  travel  long  distances  to  obtain 
such  services  at  centralized  hubs  is,  generally  speaking,  responsive  nei¬ 
ther  to  their  needs  nor  to  their  safety.  Accordingly,  the  security  of  local 
nodes  must  include  measures  to  protect  the  people  who  enter,  use,  and 
leave  them,  which  may  be  the  hardest  aspect  of  civil  COIN  security. 

Movement  security  may  be  provided  by  fast,  motorized  forces. 
The  complexity  of  movements  can  be  reduced,  and  security  enhanced, 
by  close  coordination  of  travel  and  supplies  across  all  civil  COIN 
activities — like  co-location,  but  in  motion.  Depending  on  the  difficul¬ 
ties  and  risks,  international  forces  may  have  to  provide  for  movement 
security  until  indigenous  forces  can. 

Critical  to  monitoring,  managing,  and  lowering  risk  to  distrib¬ 
uted  civil  COIN  activities  is  a  combination  of  advanced  information 
networking  and  quick-reaction  forces  (QRFs)  to  defeat  unanticipated 
threats  that  exceed  local  security  capabilities.  Information  sensing  and 
sharing  among  civil  and  military  authorities,  both  indigenous  and 
foreign,  is  important  for  the  coordination  of  civil  COIN  movements, 
integration  of  civil  and  security  operations,  alerting  commanders  to 
changes  in  threat  level,  and  calling  in  QRFs.  QRF  capabilities  are  most 
likely  to  be  furnished  by  international  forces,  at  least  initially,  in  that 
they  have  more  advanced  training,  air  mobility,  command  and  control, 
and  readiness.  The  better  the  QRF  and  information  networks,  the  more 
reasonable  the  demand  for  forces  to  secure  nodes  and  movements. 

In  securing  civil  COIN,  standard  ways  of  engaging  and  defeating 
insurgents  and  of  clearing  territory  will  not  suffice.  Implementing  com¬ 
plex  and  dynamic  civil  COIN  activities  in  a  distributed  network  with 
reduced  vulnerability  requires  ICONOPS,  as  noted  earlier.  The  use  of 
embedded  forces,  movement  security  and  QRFs,  the  frequent  interac¬ 
tion  among  such  forces,  their  relationship  to  civil  activities,  the  alloca¬ 
tion  and  adjustment  of  forces  according  to  priorities  and  risks,  and  the 
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response  to  threats  demand  operating  concepts  that  are  not  either  civil 
or  military  but  both. 

In  light  of  the  reliance  of  civil  COIN  on  security,  the  demand  for 
ICONOPS,  and  the  need  to  enhance  certain  capabilities  (e.g.,  informa¬ 
tion  networks  and  QRFs)  for  these  purposes,  the  military  should  clearly 
designate  civil  COIN  security  as  one  of  its  principal  COIN  missions, 
as  opposed  to  an  implicit  collateral  duty.  By  elevating  the  importance 
of  securing  civil  COIN,  the  military  can,  in  turn,  go  a  long  way  toward 
convincing  organizations  and  governments  involved  in  civil  COIN  to 
allow  their  people  to  work  in  dangerous  areas. 

Similarly,  civilian  agencies  involved  in  COIN  ought  to  accept  the 
principle  of  managed  risk  and  adopt  practices  that  facilitate  security. 
Setting  priorities  and  co-locating  services  are  critical  civilian  responsi¬ 
bilities.  Civil  agencies  need  to  work  with  the  military  in  devising  and 
implementing  ICONOPS.  Because  civil  COIN  can  help  end  hostili¬ 
ties,  enabling  it  to  take  place  during  hostilities  is  a  powerful  argument 
for  a  more  integrated  civil-military  approach. 

From  these  findings,  we  recommend  that  the  U.S.  government 
and  others  concerned  with  COIN  consider  adopting  the  following 
principles: 

•  It  is  important  to  conduct  civil  COIN  where  the  population 
resides  and  despite  the  persistence  of  violence. 

•  Civil  COIN  priorities  should  be  based  on  what  contributes  most 
to  the  effectiveness,  legitimacy,  and  reach  of  the  indigenous  gov¬ 
ernment  and  thus  on  the  weakening  of  insurgency  and  reduction 
of  violence. 

•  Population  security  and  civil  COIN  security  should  be  pursued  in 
conjunction  with  one  another. 

•  Civilian  and  military  leaders  should  direct  their  planners  and 
operators  to  develop  ICONOPS  to  manage  and  lower  risks  to  the 
nodes,  hubs,  and  movements  of  civil  COIN  networks. 

•  Civil  COIN  security  should  explicitly  be  made  one  of  the  princi¬ 
pal  missions  of  COIN  security  forces. 
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•  Civil  authorities  should  recognize  the  contribution  of  civil  COIN 
to  reducing  insurgent  strength  and  violence  and  should  pursue 
ways  to  enable  it  to  proceed  despite  risk. 

•  Co-locating  civil  COIN  activities  should  be  explored  by  civil 
agencies  to  facilitate  security. 

•  Allocating  security  resources  among  missions  should  be  done 
by  civilian  and  military  leaders  together  and  should  be  based  on 
where  the  greatest  benefit  to  COIN  as  a  whole  lies. 

•  Capabilities  crucial  to  ICONOPS  but  currently  inadequate  should 
be  enhanced  or  developed. 

•  Information  should  be  openly  shared  among  the  civil  and  mili¬ 
tary,  indigenous  and  international  agencies  responsible  for  secur¬ 
ing  civil  COIN. 

•  Securing  civil  COIN,  like  civil  COIN  itself,  should  be,  and  be 
seen  as,  chiefly  the  responsibility  of  local  government  and  forces, 
especially  at  points  where  the  people  are  being  directly  served. 

Because  this  study  was  only  an  initial  inquiry,  there  is  a  need  for 
additional  research  and  analysis  of  the  following  topics  at  least: 

•  priorities,  patterns,  and  practicalities  of  civil  COIN 

•  feasibility  and  options  for  co-locating  civil  COIN  activities 

•  options  and  requirements  for  local  security,  movement  security, 
and  QRFs 

•  information  requirements,  architecture,  and  infrastructure 

•  the  adequacy  of  U.S.  civilian  and  military  institutions — doctrine, 
organizations,  training,  leader  development  and  education,  and 
personnel  policies — for  ICONOPS. 

We  have  not  tested  this  study’s  proposals  in  specific  cases;  nor 
have  we  specified  ICONOPS  in  detail.  It  is  important  to  work  through 
analytically  how  these  concepts  and  corresponding  capabilities  would 
apply  in  a  given  country,  province,  or  district.  Beyond  that,  it  could  be 
valuable  to  identify  districts  in  Iraq  or  Afghanistan  where  ICONOPS 
may  be  tried  by  U.S.  and  local  civil  and  military  authorities.  Such  exper¬ 
iments  could  follow  the  disciplined  process  of  identifying  civil  COIN 
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priorities;  establishing  a  common  civil-military  practical-operational 
vocabulary;  planning  securing  for  local  nodes,  central  hubs,  and  move¬ 
ments;  creating  integrated  information  networks;  organizing  concerted 
civil-military  decision-making;  and  identifying  gaps  in  capabilities  and 
procedures. 

We  do  not  claim  that  this  study’s  findings  are  the  final  word  on 
security  for  civil  COIN — far  from  it.  Rather,  we  hope  that  they  will 
spur  greater  attention  to  meeting  the  need  for  a  more  integrated,  bal¬ 
anced,  and  effective  way  of  defeating  insurgency. 
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CHAPTER  ONE 


Introduction 


Conceptual  Bearings 

As  its  title  conveys,  this  monograph  presents  a  search  for  ways  to 
improve  security  for  civil  aspects  of  counterinsurgency  (COIN) — 
essential  human  services,  political  reform,  physical  reconstruction, 
economic  development,  and  indigenous  capacity-building — so  that  it 
can  take  place  while  insurgency  is  active  and  dangerous.  The  impor¬ 
tance  of  this  search  lies  in  the  fact  that  civilian  counterinsurgency  (civil 
COIN),  when  combined  with  military  operations,  can  weaken  insur¬ 
gency.  Thus,  COIN  as  a  whole  is  more  likely  to  succeed  if  civil  COIN 
can  be  performed  despite  insurgent  violence.  Alternatively,  delaying 
civil  COIN  until  an  insurgency  has  been  defeated  by  military  action 
alone  may  reduce  the  probability  that  it  will,  in  fact,  be  defeated. 

A  core  premise  of  this  study,  from  observing  Iraq  and  Afghani¬ 
stan  especially,  is  that  there  is  a  large  and  pressing  need  to  improve 
security  for  the  people,  activities,  and  assets  involved  in  civil  COIN. 
A  core  finding  of  the  study  is  that  it  will  take  more  than  marginal 
enhancements  of  familiar  operating  concepts  to  meet  this  need:  It  will 
take  new  thinking  about  how  to  integrate  the  civil  and  military  sides 
of  COIN — new  thinking  of  the  sort  the  study  offers.  As  important, 
we  find,  in  general,  that  the  effort  required  to  provide  security  for  civil 
COIN,  if  done  smartly,  will  be  more  than  repaid  in  civil  COIN’s  con¬ 
tribution  to  weakening  insurgency  and  ending  violence. 

Before  proceeding,  it  may  be  helpful  to  clarify  how  the  authors 
conceive  of  insurgency,  COIN,  and  civil  COIN.  Insurgency  is,  in 
essence,  an  armed  challenge  to  a  government,  from  within  its  jurisdic- 
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tion,  that  seeks  and  capitalizes  on  the  support  of  important  segments  of 
the  population.  It  can  be  thought  of  as  an  attempt  to  win  the  people’s 
allegiance  not  through  lawful,  peaceful  means  but  through  a  combi¬ 
nation  of  fear  and  promise:  fear  that  their  government  cannot  protect 
them  and  promise  that  the  insurgency  offers  a  better  future  than  the 
government  does.1  While  there  may  be  instances  in  which  insurgents 
topple  a  government  with  scant  popular  support,  it  is  clear  that  popu¬ 
lar  sympathy  for  and  cooperation  with  insurgents,  along  with  enmity 
toward  the  government,  can  help  an  insurgency  succeed.2  Insurgents 
exploit  the  people’s  sense  that  their  government  is  ineffective,  illegiti¬ 
mate,  or  both.  Accordingly,  skilled  insurgents  offer  the  population  a 
mix  of  intimidation,  valued  services,  and  vision  for  a  better  life  than 
the  government  provides. 

COIN,  it  follows,  is  a  government’s  effort  to  keep  the  population 
from  bowing  to  the  fears  or  embracing  the  promises  of  the  insurgents. 
Two  factors  are  critical  in  understanding  COIN.  First,  people  must  be 
free  to  choose.  The  population  will  not  side  with  the  government  in 
the  face  of  unchecked  insurgent  danger.3  It  follows  that,  where  insur¬ 
gents  have  control  of  the  population,  the  government  must  contest  that 
control  or  be  defeated.  This  study’s  focus  is  on  contested  areas,  where 
violence  is  a  concern  yet  people  can  still  choose. 


1  Field  manual  (FM)  3-24  (2006,  ^1-2)  defines  insurgency  as  follows:  “Joint  doctrine  defines 
an  insurgency  as  an  organized  movement  aimed  at  the  overthrow  of  a  constituted  govern¬ 
ment  through  the  use  of  subversion  and  armed  conflict  (JP  1-02).  Stated  another  way,  an 
insurgency  is  an  organized,  protracted  politico-military  struggle  designed  to  weaken  the 
control  and  legitimacy  of  an  established  government,  occupying  power,  or  other  political 
authority  while  increasing  insurgent  control.”  In  subsequent  paragraphs,  it  discusses  charac¬ 
teristics  of  insurgencies  not  dissimilar  to  those  in  this  short  description.  (JP  1-02  is  USJCS, 
2001  [2008].) 

2  Although  the  boundaries  are  fuzzy,  insurgency  can  be  distinguished  both  from  revolu¬ 
tion,  which  suggests  a  sudden,  sweeping,  and  not  necessarily  violent  popular  rejection  of  the 
status  quo,  and  from  a  coup  d’etat,  in  which  a  group  of  individuals  seizes  control  of  govern¬ 
ment  extra-constitutionally  without  the  involvement  of  the  population.  Neither  the  demo¬ 
cratic  revolutions  of  eastern  Europe  of  1989  nor  the  ousting  of  Iran’s  shah  in  1979  was  the 
result  of  insurgency. 

3  For  a  detailed  analysis  of  the  effects  of  violence  in  such  conflicts,  see  Kalyvas  (2006). 
Chapter  Seven  of  that  book,  “A  Theory  of  Selective  Violence,”  provides  a  theory  on  when 
violence  is  most  useful  for  all  actors  (government  and  those  who  fight  against  it). 
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Second,  insurgents  need  support  among  the  people  to  function, 
let  alone  succeed.4  As  the  prize  of  the  contest  between  insurgency  and 
COIN,  the  people  must  be  convinced  that  the  future  will  be  better  if 
they  back  the  government  than  if  they  back  the  insurgents.  COIN  thus 
relies  not  only  on  allaying  fear  but  also  on  offering  hope,  contingent 
on  supporting  the  government.5  Insurgents  can  inadvertently  help  the 
government  by  repression,  indiscriminant  violence,  or  alien  ideas  (e.g., 
religious  extremism)  that  sow  doubt  among  the  people  that  the  future 
offered  by  the  insurgency  would  really  be  better.  But  when  insurgents 
avoid  such  excesses,  the  government  may  face  a  stiff  challenge  in  con¬ 
vincing  the  people  that  it  can  redress  their  grievances  and  improve  their 
lives.  After  all,  the  existence  of  broad-based  insurgency  implies  serious 
popular  dissatisfaction  with  governmental  effectiveness  and  legitimacy. 
Conversely,  when  the  population  is  satisfied  with  government  and  with 
the  established  process  by  which  governments  are  replaced  peacefully 
and  constitutionally,  insurgents  will  find  little  traction. 

Because  the  rise  of  insurgency  implies  defective  government — 
corrupt,  inept,  unrepresentative,  arbitrary — it  is  often  necessary  for  the 
government  to  obtain  foreign  backing  (e.g.,  from  the  United  States). 
Such  backing  will  be  forthcoming  when  the  fate  of  the  country  in 
question  and  the  government  at  risk  is  important  to  the  backer.  Thus, 
COIN  is  often  a  combined  indigenous-international  undertaking. 
However,  foreign  support  may  be  conditional  upon  the  government 
improving  itself,  and  foreign  sources  may  provide  assistance,  and  insis¬ 
tence,  to  this  end.  The  foreign  power  that  backs  a  defective  government 
vulnerable  to  broad-based  insurgency  yet  does  not  demand  that  gov¬ 
ernment’s  improvement  may  be  bound  for  disappointment. 


4  The  classic  exposition  of  this  theory  is  found  in  Chapter  One  of  David  Galula’s  Coun¬ 
terinsurgency  Warfare:  Theory  and  Practice  (1964  [2006]).  However,  the  most  compelling 
expositions  of  this — based  largely  on  the  personal  experiences  of  several  insurgents  and 
counterinsurgents  from  World  War  II  (WWII)  and  the  post-war  period  of  anti-colonial 
revolutions — can  be  found  in  Hosmer  and  Crane  (1962  [2006]). 

5  To  be  complete,  we  should  note  that  insurgencies  can  also  be  defeated  through  brutal 
means  available  to  authoritarian  governments  but  not  to  democracies.  These  methods  will 
not  be  discussed  here. 


4  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


For  the  United  States,  the  vantage  point  from  which  this  study 
was  done,  the  aim  in  engaging  in  COIN  is  normally  two-fold:  to  pro¬ 
duce  an  outcome  that  advances  U.S.  interests  and  to  leave  in  place  a 
state  that  is  worthy  of  and  acceptable  to  its  people  and  thus  less  suscep¬ 
tible  to  insurgency.  Backing  ruthless,  weak,  or  corrupt  regimes  for  per¬ 
ceived  strategic  reasons  often  ends  badly  for  the  United  States.  (Think 
of  Cuba’s  Batista,  Nicaragua’s  Somoza,  Iran’s  Shah,  Zaire’s  Mobutu, 
South  Vietnam’s  Diem,  and  Palestine’s  Fatah  regimes.)  By  the  same 
token,  the  United  States  cannot  back  with  treasure  and  troops  every 
worthy  government  that  faces  insurgents:  It  must  have  ample  interest 
in  the  outcome.  While  the  two  U.S.  purposes  in  COIN  could  be  in 
tension,  they  usually  are  not.  In  general,  the  United  States  has  a  stake 
in  the  improved  governments,  especially  friendly  and  important  ones, 
that  are  challenged  by  insurgency.  Legitimate  and  effective  states  tend 
to  make  able,  more-reliable,  and  more-lasting  allies. 

If  this  is  COIN,  from  a  U.S.  viewpoint,  then  what  is  civil  COIN? 
Customarily,  COIN  is  viewed  as  having  two  sides:  military  and  civ¬ 
il.6  The  first  consists  of  using  security  forces,  indigenous  or  foreign, 
to  defeat  the  insurgents  directly  and  to  allay  the  people’s  fear  for  their 
safety,  thus  demonstrating  the  government’s  ability  and  commitment 
to  protect  them.  The  military  component,  which  indicates  an  emphasis 
on  the  security  tasks  and  so  may,  in  some  circumstances,  also  include 
law  enforcement  and  intelligence,  is  an  indispensable  response  to  insur¬ 
gent  violence.  But  even  as  government  and  foreign  security  forces  are 
used  to  fight  insurgents  and  safeguard  the  population,  popular  discon¬ 
tent  with  the  government  and  support  for  the  insurgents  may  persist. 
Moreover,  if  the  government  commits  violence  not  only  against  insur¬ 
gents  but  also  against  the  population,  this  may  feed  the  insurgency. 
Intimidation  may  be  a  good  insurgent  tactic  because  it  exposes  the 


6  It  is  often  said  the  effective  COIN  is  80  percent  civil  and  20  percent  military  (accred¬ 
ited  to  General  Chang  Ting-chen  of  Mao  Zedong’s  insurgent  movement — see,  for  example, 
FM  3-24,  2006,  ^1-123).  In  Iraq  and  Afghanistan,  these  proportions  are  roughly  reversed, 
owing  to  inadequate  resources  for  civil  COIN  and  the  reluctance  to  pursue  civil  COIN  while 
fighting  persists.  It  is  also  asserted  (by  David  Kilcullen,  Australian  adviser  to  GEN  David 
Petraeus)  that,  in  fact,  COIN  is  100  percent  military  and  100  percent  political.  There  is 
much  truth  in  this  perspective  as  well. 
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inability  of  the  government  to  provide  protection,  but  it  is  generally 
not  a  good  government  tactic.  In  any  event,  the  general  consensus  on 
COIN  seems  to  be  that  the  military  component  is  usually  needed  but 
is  seldom  enough  to  defeat  insurgents.7 

This  indicates  a  need  to  combine  military  operations  with  politi¬ 
cal  and  economic  development  as  part  of  a  single  campaign  to  convince 
the  people  that  the  government  is  their  better  option.  Insurgents  are  in 
the  enviable  position  of  being  able  to  promise  a  better  future  without 
having  a  record  of  performance  for  which  to  answer.8  In  contrast,  the 
government  does  have  a  record — perhaps  a  badly  blemished  one,  given 
the  existence  of  broad-based  insurgency.  Thus,  while  the  insurgents  are 
competing  with  the  government,  the  government  must  compete  with 
its  own  image  in  the  eyes  of  the  population.  Consequently,  the  govern¬ 
ment  must  compete  by  demonstrating  that  it  can  meet  the  needs  of  its 
people  and  is  reforming  itself.  Governments  that  lack  effectiveness  and 
legitimacy  yet  show  no  improvement  in  the  face  of  insurgency,  perhaps 
relying  entirely  on  a  harsh  response,  may  become  more  vulnerable,  not 
less,  as  the  insurgency  gains  strength  and  popular  support,  or  fear. 

How,  then,  should  civil  COIN  be  pursued?  On  this,  one  can  find 
three  schools  of  thought,  which  are  not  mutually  exclusive: 

•  “carrots  and  sticks” 

•  “hearts  and  minds” 

•  transformation.9 


7  In  the  annals  of  COIN,  those  campaigns  inevitably  cited  as  most  successful — the  Brit¬ 
ish  in  Malaya  and  Kenya,  for  instance — involve  balanced  and  integrated  military  and  civil 
COIN.  Good  short  summaries  of  these  conflicts  can  be  found  in  Chapters  46  and  52,  respec¬ 
tively,  of  Robert  Asprey’s  War  in  the  Shadows:  Guerrillas  in  History  (1975  [1994]).  In-depth 
analysis  of  how  the  British  structured  their  Malayan  effort  is  provided  in  Robert  Komer,  The 
Malayan  Emergency  in  Retrospect:  Organization  of  a  Successful  Counterinsurgency  Effort  (1972). 
Perhaps  the  best-known  general  exposition  of  the  British  method  is  Sir  Robert  Thompson’s 
Defeating  Communist  Insurgency:  The  Lessons  of  Malaya  and  Vietnam  (1966). 

8  When  insurgents  have  formerly  governed,  their  own  lack  of  legitimacy  and  effectiveness 
can  haunt  them.  The  Taliban,  for  example,  have  virtually  no  support  in  Afghanistan  outside 
of  Pashtun  tribal  lands  because  of  fresh  memories  of  their  excessively  strict  and  not  especially 
efficient  rule. 

9  See  Gompert,  Gordon,  et  al.  (2008,  Chapter  Five,  pp.  87-122). 
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The  first  way,  as  the  expression  implies,  is  to  manipulate  the  provi¬ 
sion  of  services  and  resources  of  the  government  and  its  foreign  back¬ 
ers  to  reward  those  in  the  population  who  support  them  and  penalize 
those  who  support  the  insurgency.  The  aim,  obviously,  is  to  get  more 
and  more  of  the  population  to  reject  insurgents  and  cooperate  with  the 
government — thus,  to  enjoy  the  carrot  and  avoid  the  stick.  The  second 
way  is  to  earn  the  allegiance  of  the  population  as  a  whole  by  offering, 
more  or  less  unconditionally,  better  services  and  safety  than  the  insur¬ 
gents  do.  The  third  way,  briefly  put,  is  to  build  a  better  state. 

There  may  be  tactical  or  situational  advantages  in  the  first  approach 
insofar  as  offering  material  benefits,  conditionally  or  not,  wins  popu¬ 
lar  favor.  However,  the  view  taken  here  is  that  transformation  is  the 
most  profound  and  valid  approach  to  COIN:  It  is  not  enough  to  buy 
the  allegiance  of  the  population — it  must  be  earned  by  correcting  the 
government’s  salient  defects  and  addressing  reasonable  grievances  of 
the  population.  Where  both  carrots  and  sticks  and  hearts  and  minds 
depend  mostly  on  providing  services,  transformation  stresses  political 
reform,  economic  development,  state  capacity-building,  and  the  foster¬ 
ing  of  civil  society.  It  is  meant  to  treat  the  root  causes  of  insurgency  and 
make  clear  that  the  government  will  be  more  worthy  of  popular  sup¬ 
port.  For  the  United  States,  transformation  of  ineffective  and  illegiti¬ 
mate  states  is  part  of  a  larger  strategy  to  lessen  both  state  and  non-state 
violence  in  the  global  system.10 

If  the  embattled  government  is  unwilling  or  unable  to  improve 
itself,  its  foreign  backers  may  have  to  provide  the  resources,  prodding, 
and  guidance  to  induce  such  change.  While  transformation  is  under 
way,  pressing  needs  of  the  population  must  be  met — if  not  by  the  gov¬ 
ernment,  then  by  its  foreign  backers.  Broadly  speaking,  then,  civil 
COIN  is  a  combination  of  the  direct  provision  of  services  and  an  effort 
to  overhaul  government. 

In  sum,  civil  COIN  is  the  way  a  government’s  capability  and 
character  can  be  improved  in  order  to  weaken  and,  in  combination 


10  The  advent  of  this  or  a  similar  approach,  called  transformational  diplomacy  under 
George  W.  Bush’s  secretary  of  state,  Condoleezza  Rice,  is  likely  to  survive  and  even  flourish, 
by  that  or  another  name,  with  the  change  of  U.S.  administrations. 
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with  military  COIN,  defeat  an  insurgent  challenge  for  the  population’s 
allegiance.  The  ability  to  conduct  civil  COIN  during  hostilities  can 
help  bring  hostilities  to  an  end. 


The  Nature  and  Importance  of  Civil  COIN 

Having  explained  these  concepts,  the  rest  of  this  monograph  relies  on 
a  short-hand  formulation  to  capture  the  qualities  of  government  that 
make  it  resistant  to  insurgency  and  successful  in  COIN:  legitimacy, 
effectiveness,  and  reach  (meaning  geographic  coverage  of  legitimate  and 
effective  government).11  Insurgencies  may  arise,  persist,  and  prevail 
because  of  government  injustice,  abuse,  or  indifference  that  causes  seg¬ 
ments  of  the  population  to  regard  the  government,  and  reject  it,  as 
illegitimate  or  because  government  ineffectiveness  allows  insurgents  to 
operate.  The  combination  of  government  illegitimacy  and  ineffective¬ 
ness  enables  an  insurgency  to  exploit  popular  discontent  and  obtain 
support  for  its  operations,  such  as  by  furnishing  sanctuary,  supplies, 
funding,  intelligence,  and  recruits.12  Reach  matters  because  a  govern¬ 
ment  that  is  effective  and  legitimate  only  in  its  capital  and  some  prov¬ 
inces  can  be  highly  vulnerable  to  insurgency  elsewhere.  Reach  may  be 


11  Several  COIN  references  use  similar  concepts.  For  example,  the  Army’s  Counterinsur¬ 
gency  field  manual  (FM  3-24,  2006,  5^1-112— 1-120)  talks  about  legitimacy  as  the  main 
objective  and  makes  clear  in  the  discussion  of  legitimacy  that  it  is  linked  to  the  effectiveness 
of  governance.  Reach  simply  indicates  that  the  government  must  be  legitimate  and  effective 
throughout  the  country. 

12  In  Understanding  Proto-Insurgencies:  RAND  Counterinsurgency  Study — Paper  3,  Daniel 
Byman  (2007)  identifies  the  following  as  the  primary  indicators  of  the  potential  for  (Islamic) 
insurgency:  current  degree  of  unrest  and  violence,  state  weakness  or  illegitimacy,  level  of 
anti-Western  sentiment,  identification  with  the  global  Muslim  nation,  and  strength  of  local 
insurgency  potential.  In  a  list  of  indicators  of  the  likelihood  of  insurgency,  he  includes  how 
flexible  the  government  is  regarding  the  grievance  the  group  seeks  to  exploit,  whether  the 
government  recognizes  the  need  to  meet  some  of  the  grievances  being  advanced,  how  capable 
the  administration  and  bureaucracy  are,  whether  they  can  deliver  services,  whether  they  can 
collect  taxes,  the  level  of  corruption,  the  level  of  popular  faith  in  the  bureaucracy  and  the 
police,  whether  the  government  is  willing  and  able  to  distinguish  between  peaceful  oppo¬ 
nents  and  violent  ones,  and  whether  its  policies  allow  moderate  politicians  to  flourish.  See 
also  Gompert,  Gordon,  et  al.  (2008,  pp.  431-438). 
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gained  by  extending  the  central  government’s  writ  or  by  having  legiti¬ 
mate  and  effective  provincial,  district,  and  local  government. 

Together,  the  qualities  of  effectiveness,  legitimacy,  and  reach  cor¬ 
respond  to  genuinely  strong  states,  which  control  their  territory  not  by 
coercion  but  by  the  cooperation  of  those  they  govern  and  serve.13 

In  contrast,  governments  that  exclude  or  mistreat  certain  ethnic, 
sectarian,  regional,  or  economic  groups,  or  that  exploit  those  groups  to 
benefit  favored  groups,  may  find  that  opposition  mobilizes  and  turns 
violent.  Governments  that  permit  infrastructure  to  decay,  that  fail  in 
their  stewardship  of  state  resources,  and  that  sneer  at  the  rule  of  law 
are  handing  insurgents  the  means  and  space  to  function.  As  we  will 
see,  in  such  cases  as  the  Democratic  Republic  of  Congo  (DRC),  gov¬ 
ernment  failure  is  so  comprehensive  that  warlords,  gangs,  militias,  and 
even  military  units  of  the  state  exploit  opportunities  for  gain,  with  or 
without  any  ambition  to  govern.14 

Because  insurgencies  depend  on  governmental  failings,  successful 
COIN  must  include  measures  to  improve  the  capability,  performance, 
accountability,  and  thus  public  acceptance  of  the  government  against 
which  insurgency  has  formed.15  Lacking  such  civil  measures,  COIN  is 
reduced  to  a  form  of  attrition  warfare,  which  may  be  lost  if  fought  on 
behalf  of  an  unfit  government  against  an  enemy  with  expanding  sym¬ 
pathy  among  the  people.16  Armed  forces  can  fight  an  insurgency  that 
results  from  the  failures  of  government,  but  they  cannot  remedy  those 
failures.  While  force  may  be  needed  against  a  full-blown  insurgency, 


13  Strong  states  should  not  be  confused  with  autocratic  ones.  A  state’s  true  strength  depends 
not  only  on  the  ability  of  its  government  but  on  the  allegiance  and  energy  of  its  people — 
typical  of  democracies  but  not  of  autocracies.  See  Ullman  (undated)  for  a  particularly  cogent 
analysis  of  what  constitutes  state  strength. 

14  There  are  also  cases,  like  Somalia  today,  in  which  ideologically  motivated  insurgents  com¬ 
pete  with  or  cooperate  with  purely  materialist  and  opportunistic  elements. 

15  This  key  proposition  is  borne  out  by  the  vast  majority  of  COIN  studies,  recent  U.S.  and 
allied  experience  in  Afghanistan  and  Iraq,  and  an  assessment  of  factors  determining  outcomes 
in  some  90  COIN  campaigns  since  WWII  (Gompert,  Gordon,  et  ah,  2008,  pp.  373-396). 

16  The  failure  of  the  United  States  and  the  Iraqi  government  to  win  over  the  Sunni  popula¬ 
tion  from  2003  to  2007  resulted  in  COIN — if  one  can  even  call  it  that — that  consisted  pre¬ 
dominantly  of  military  operations  against  an  insurgency  that  enjoyed  wide  public  support. 
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it  is  rarely  sufficient  and  may  even  fan  insurgency  if  not  combined 
with  efforts  to  redress  government  deficiencies  that  provided  insurgents 
their  motivations  and  opportunities  in  the  first  place.  France  in  Indo- 
China  and  in  Algeria,  the  Soviet  Union  in  Afghanistan,  and  the  United 
States  in  Indo-China  could  not  prevail  despite  superior  force,  at  least 
partly  because  the  governments  lacked  legitimacy,  wide  public  support, 
and  nationwide  reach.17  Even  backed  by  foreign  powers,  regimes  “on 
the  wrong  side  of  history”  are  more  vulnerable  to  insurgency  and  to 
defeat. 

History  suggests  that  the  potency  of  insurgency  is  inversely  related 
to  the  quality  and  accountability  of  government.  Of  some  89  insurgen¬ 
cies  since  the  end  of  WWII,  significant  patterns  can  be  observed:18 
Autocratic  and  colonial  regimes  are  more  likely  than  democratic  ones 
to  be  challenged  by  insurgencies.  While  insurgencies  waged  against 
democracies  consistently  fail,  those  waged  against  autocratic  (or  colo¬ 
nial)  governments  succeed  as  often  as  not.  While  insurgencies  against 
popular  and  competent  governments  usually  fail,  those  against  unpop¬ 
ular  or  incompetent  ones  usually  succeed. 

For  this  study,  we  maintain  that  government  legitimacy  and  effec¬ 
tiveness  offer  resistance  to  insurgency.19  To  the  extent  that  democratic 
states  can  be  considered  legitimate  and  that  government  competence 
can  be  equated  with  effectiveness,  it  can  be  inferred  that  legitimacy 
and  effectiveness  do  indeed  work  against  insurgency.  It  is  also  note¬ 
worthy  that  insurgencies  are  as  likely  to  fail  as  to  succeed  in  the  event 
of  direct  foreign  intervention,  implying  that  such  intervention  does 


17  The  French  colonial  government  in  Algiers,  the  Soviet-backed  government  in  Kabul,  and 
a  series  of  U.S. -backed  governments  in  Saigon  had  two  things  in  common:  poor  performance 
and  a  widespread,  well-deserved  perception  of  being  puppets. 

18  Gompert,  Gordon,  et  al.  (2008,  pp.  373-396).  The  success  and  failure  of  insurgencies  are 
correlated  with  numerous  factors,  including  those  mentioned  here. 

19  This  does  not  mean  that  effective  and  legitimate  governments  are  invulnerable  to  insur¬ 
gency,  or  that  ineffective  or  illegitimate  ones  are  bound  to  face  insurgency;  rather,  it  means 
that  government  effectiveness  and  legitimacy  tend  to  be  antidotes  to  insurgency. 
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not  necessarily  compensate  for  a  government’s  lack  of  effectiveness  and 
legitimacy.20 

In  considering  the  qualities  of  government,  it  is  important  not  to 
be  limited  to  the  national  level  or  to  formal  Western  concepts.  Because 
of  geography,  history,  ethnicity,  or  culture,  many  countries  and  soci¬ 
eties  do  not  lend  themselves  to  centralized  rule.  Central  governments 
may  lack  physical  or  political  reach — e.g.,  nationwide  infrastructure 
or  authority — making  them  less  responsive  and  thus  less  relevant  to 
much  of  the  population  than  provincial,  district,  or  local  tiers  of  gov¬ 
ernment  may  be.  In  COIN,  it  is  the  entire  governing  structure  that  will 
be  viewed  by  the  population  as  legitimate  and  effective  or  not.21 

When  people  look  to  entities  other  than  central  government  for 
essential  functions,  unofficial  authorities  (e.g.,  tribal  and  village  elders) 
may  be  the  best  bulwark  against  insurgency.  Often,  attempts  to  expand 
and  exert  central-national  control  may  not  work  and  may  even  back¬ 
fire — Sunni  and  Kurdish  Iraq,  the  eastern  DRC,  and  much  of  Afghan¬ 
istan  being  cases  in  point.  The  central  government  may  be  viewed  as  an 
unwelcome  outsider — even  foreign.  While  we  are  certainly  not  advo¬ 
cating  decentralized  government  everywhere,  striking  the  right  bal¬ 
ance  among  levels,  in  keeping  with  particular  historical  and  cultural 
patterns,  may  be  crucial  in  reducing  the  potential  for  insurgency. 

The  basic  purposes  of  civil  COIN  are,  or  ought  to  be,  to  make  weak 
states  stronger  and  bad  states  better.  Effective  civil  COIN  can  make  it 
harder  for  insurgents  to  motivate  their  fighters,  find  new  recruits,  and 
gain  the  population’s  political  and  material  support.  Civil  COIN  that 
repairs  infrastructure  can  improve  the  workings  of  government,  the  live¬ 
lihood  and  commerce  of  the  population,  and  the  operations  of  COIN 
security  forces.  Better  census  and  personal-identification  systems  can 
help  tell  insurgents  from  law-abiding  citizens.  Access  to  communica¬ 
tion  infrastructure  can  weaken  insurgents’  monopoly  over  information 


20  Gompert,  Gordon,  et  al.  (2008,  pp.  242-243)  examine  the  likelihood  of  successful  COIN 
as  a  function  of  the  scale  of  foreign  military  intervention  and  finds,  if  anything,  a  negative 
correlation. 

21  This  does  not  preclude  altering  existing  governing  and  political  structures  to  improve 
effectiveness  and  legitimacy  as  part  of  an  effort  to  forestall  or  defeat  insurgency. 
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and  ideas.  Efficient  and  fair  justice  systems  can  ensure  that  innocent 
persons  are  not  detained,  that  threatening  persons  are  detained  legally, 
and  that  citizens  can  trust  the  police.  Inclusive  politics  and  represen¬ 
tative  government  can  offer  non-violent  recourse  to  the  aggrieved  and 
discontented. 

In  spite  of  the  strong  case  for  civil  COIN,  experience  in  Afghani¬ 
stan  and  in  Iraq  reveals  that  the  United  States  is  far  better  at  using  force 
against  insurgents  than  at  addressing  government  failures  that  give  rise  to 
insurgencies.  Civil  measures  to  improve  government — reconstruction, 
development,  capacity-building,  and  reform — remain  the  weakest  part 
of  COIN  as  practiced  by  the  United  States.22  This,  despite  the  fact  that 
COIN  analysts  and  practitioners — proponents  and  critics,  civilians 
and  military  officers — agree  that  civil  COIN  is,  if  anything,  the  more 
important  side  of  COIN.  In  Afghanistan,  the  greatest  advantage  the 
government  and  its  Western  allies  have  over  the  Taliban,  in  the  view  of 
a  top  U.S.  commander,  is  not  firepower  but  the  potential  to  improve 
the  lives  of  the  people.23 

Beyond  the  fact  that  turning  bad  governments  into  good  ones  is 
just  plain  hard,  there  are  two  main  reasons  for  weak  civil  COIN: 

•  shortage  of  deployable  civilian  capability  for  this  purpose 

•  dangers  posed  by  insurgent  violence. 

A  spate  of  studies  and  appeals  has  lately  dealt  with  the  shortage 
of  civil  talent  and  resources.24  This  study  is  not  intended  to  add  to 
that  work.  Rather,  it  deals  with  the  second  cause  of  inadequate  civil 
COIN:  insurgent  violence.  Its  purpose  is  to  discover  ways  to  perform 
civil  COIN  despite  violence — to  achieve  “reconstruction  under  fire.” 


22  See,  for  example,  Bowen  (2009)  for  a  detailed  exposition  of  U.S.  failures  in  concept  and 
practice  in  civil  COIN.  Gompert,  Gordon,  et  al.  (2008)  assess  U.S.  civil  COIN  capabilities 
as  severely  short  of  personnel  and  funding. 

23  Comments  shared  with  author,  Afghanistan,  February  2008. 

24  See,  e.g.,  Hunter,  Gnehm,  and  Joulwan  (2008)  and  Project  on  National  Security  Reform 
(2008). 
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To  isolate  analytically  the  problem  of  insecurity,  the  study  assumes 
that  adequate  civil  capabilities  will  be  available.25  For  that  matter,  better 
security  for  civil  COIN  could  help  make  available  more  resources  for 
it.  In  Afghanistan,  there  is  significant  U.S.  and  European  civil  COIN 
capacity  in  the  country  that  is  not  deployed  where  it  could  do  the  most 
good  because  of  safety  concerns.  For  example,  German  civilian  police 
trainers  do  not,  as  a  matter  of  policy,  go  into  dangerous  areas  where 
Afghan  police  most  need  training.26  In  Iraq,  there  has  been  great  reluc¬ 
tance  on  the  part  of  the  United  Nations  (UN)  agencies,  the  World 
Bank,  and  European  countries  to  commit  personnel  (and,  thus,  aid 
resources),  for  fear  of  civilian  casualties.27  A  RAND  study  found  that 
there  is  more  or  less  sufficient  capacity-in-being  to  meet  current  civil 
COIN  needs  among  the  United  States,  its  major  partners,  and  interna¬ 
tional  institutions  but  that  insurgent  violence  inhibits  the  deployment 
of  this  capacity.28 

In  sum,  civil  COIN  is  critical  both  for  refuting  insurgent  claims 
and  addressing  popular  perceptions  that  the  government  in  place  is 
illegitimate  and  ineffective  throughout  its  territorial  jurisdiction.  To 
be  genuinely  and  lastingly  successful,  civil  COIN  must  do  more  than 
appeal  to  popular  affection  and  manipulate  popular  choices:  It  must 
remedy  the  failings  of  government  that  spawn  and  feed  insurgencies. 


Civil  COIN,  Violence,  and  Risk 

Insurgents  use  violence  over  a  continuum  of  conditions  that  fall  between 
their  firm  control  of  territory  and  government’s  firm  control  of  territo- 


25  That  this  study  does  not  belabor  the  problem  of  inadequate  deployable  civil  COIN 
resources  does  not  mean  that  the  authors  do  not  see  it  as  a  very  large  problem. 

26  According  to  senior  U.S.  officers  in  eastern  Afghanistan  (conversations  with  author, 
2008). 

27  While  insurgent  violence  was  at  its  worst  in  Iraq,  it  took  the  approval  of  the  World  Bank 
Board  of  Governors  for  staff  to  serve  in  the  country,  and  then  the  World  Bank  sent  only  one 
staff  member;  author  interactions  with  World  Bank  staff  in  Iraq,  2006—2007. 

28  Gompert,  Gordon,  et  al.  (2008,  pp.  249-277). 
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ry.29  At  the  one  end  of  the  continuum,  violence  may  be  used  to  tighten 
the  insurgent  grip  on  power  (e.g.,  the  Maoist  approach  to  population 
control).  At  the  other  end,  violence  may  consist  of  discrete  actions  (e.g., 
bombings  or  assassinations)  meant  to  shake  people’s  confidence  in  their 
government  (e.g.,  al  Qaeda  in  Iraq’s  market  bombings  in  Shi’ite  neigh¬ 
borhoods).  In  between  these  two  extremes,  insurgents  and  government 
security  forces  vie  for  control.  Just  as  insurgents  may  operate  anywhere 
along  this  continuum,  so  must  government  and  its  international  allies 
be  able  to  carry  out  basic  functions  and  services  across  as  much  of  the 
spectrum  as  possible,  despite  insurgent  threats. 

It  is  true  that  conducting  civil  COIN  is  virtually  impossible  if 
insurgents  have  control.  Yet,  to  conduct  civil  COIN  only  if  govern¬ 
ment  has  control  and  violence  has  ended  is  to  deny  the  population 
the  benefits  of  government  because  of  unsecure  conditions  and,  in 
turn,  to  sap  public  confidence  in  government.  The  reason  for  this  is 
simple:  Humans  have  basic  needs — for  decent  medical  treatment,  pri¬ 
mary  schools,  local  markets  to  buy  food  and  sell  goods,  able  and  honest 
administration — that  do  not  vanish  just  because  insurgent  violence 
makes  it  more  difficult  and  risky  for  those  needs  to  be  met.  Failure 
to  provide  basic  services  can  compound  the  loss  of  confidence  in  gov¬ 
ernment  brought  about  by  insurgent  attacks.  Therefore,  meeting  those 
needs  even  where  and  when  violence  exists  can  earn  the  government 
the  people’s  cooperation  against  insurgents.  Conducting  civil  COIN  in 
contested  areas  and  in  violent  times  forces  insurgents  to  face  simultane¬ 
ously  the  physical  power  of  security  forces  and  the  political  power  of 
government  that  is  increasingly  able  and  worthy  of  popular  support. 

Civil  COIN  can  be  risky  not  only  for  its  providers  but  also  for 
the  people  who  are  served  by  it.  This  latter  risk  is  the  more  important 
of  the  two  from  the  perspective  of  succeeding  in  COIN.  Providing 
sufficient  security  to  permit  inhabitants  to  risk  going  to  schools,  mar¬ 
kets,  work,  health  clinics,  and  the  like  is  a  prerequisite  for  any  effort  to 
win  their  allegiance.  Our  contention  is  that,  with  the  right  approach, 


29  A  good  description  of  this  spectrum  of  contested  violence  and  the  purposes  of  violence 
across  it  can  be  found  in  Kalyvas  (2006).  Developing  a  theory  of  purposeful  violence  in  such 
circumstances  is  the  major  theme  of  the  book. 
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these  services  can  be  provided  and  people  can  avail  themselves  of  them 
prior  to  a  given  area  being  entirely  secured.  This  means  that  being  able 
to  manage  risk  to  the  population  and  to  the  civil  COIN  providers  is 
essential. 

Risk  is  a  function  of  threat,  vulnerability,  and  consequences.30 
Risk  increases  when  any  one  of  these  three  variables  increases  while 
holding  the  other  two  constant  and  is  zero  if  any  one  of  them  is  zero. 
Performing  a  civil  COIN  activity  that  is  not  vulnerable,  not  threat¬ 
ened,  or  unimportant  has  little  risk.  These  circumstances  would  occur, 
for  example,  in  areas  of  a  country  where  the  insurgents  do  not  operate 
(low  threat),  where  government  security  forces  have  firm  control  of  an 
asset  (low  vulnerability),  or  in  the  case  of  efforts  that  are  of  little  value 
(low  consequences).  Managing  risk  is  a  function  of  setting  priorities 
that  permit  an  efficient  allocation  of  resources  to  achieve  COIN  goals, 
with  a  clear  understanding  of  risks  to  be  managed.  This  requires  an 
understanding  of  the  components  of  risk — threat,  vulnerability,  and 
consequences — but  also  of  what  is  to  be  gained  by  taking  risks.  For 
example,  consider  the  following: 

•  Building  and  running  a  school — an  important  service — may  be 
vulnerable  but  worth  doing  if  the  threat  is  low. 

•  Even  if  the  threat  is  high,  offering  job  training  at  a  defensible  site 
may  be  justified  (low  vulnerability). 

•  For  the  same  level  of  vulnerability  and  threat,  building  and  oper¬ 
ating  a  hospital  may  be  more  worthy  than  opening  a  soccer  sta¬ 
dium,  as  the  consequences  may  be  similar  for  the  two  projects  in 
terms  of  monetary  or  human  losses,  but  the  gains  to  be  achieved 
in  terms  of  legitimacy  and  effectiveness  may  be  higher  with  the 
hospital  than  the  soccer  stadium. 

Unlike  the  concept  of  eliminating  risk  in  a  given  territory  by  elim¬ 
inating  the  threat,  the  concept  of  “civil  COIN  under  fire”  requires  the 


30  The  risk  literature  in  some  places  uses  this  formulation  (see,  for  example,  Willis  et  al., 
2005,  pp.  5-11,  for  a  technical  exposition  of  this  approach)  and,  in  other  places,  views  risk 
as  a  function  of  threat  and  vulnerabilities.  As  discussed  here,  the  issue  of  consequences  is 
central  to  our  problem  and  so  is  included. 
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managing  of  risk  despite  threats  within  that  territory.  A  premise  of  this 
study  is  that  risk  to  civil  COIN  can  be  not  only  managed  but  substan¬ 
tially  reduced  by  focusing  primarily,  though  not  exclusively,  on  reduc¬ 
ing  vulnerabilities.  By  analyzing  which  civil  COIN  measures  provide 
the  greatest  benefits  in  terms  of  legitimacy,  effectiveness,  or  reach  and 
should  therefore  be  given  highest  priority,  and  then  allocating  secu¬ 
rity  assets  to  reduce  the  vulnerability  of  those  measures  and  to  the 
people  who  rely  on  them,  risk  is  managed  and  COIN  goals  furthered 
by  enabling  the  most-beneficial  activities  to  proceed  despite  insurgent 
threats.  Further,  if  this  approach  is  successful,  it  will  lead  to  reduced 
threats  as  the  population  turns  away  from,  and  hopefully  against,  the 
insurgents. 

An  alternative  to  reducing  risk  by  reducing  vulnerability  is  to 
seek  to  decrease  threats  through  a  sequential  approach  that  first  secures 
an  area  then  conducts  civil  COIN.  Current  U.S.  COIN  doctrine  is 
derived  from  a  theory  that  views  COIN  in  stages  whereby,  simply  put, 
troops  make  an  area  safe  for  civilians  to  address  the  needs  of  the  popu¬ 
lation  for  essential  services  and  better  government.31  While  intuitively 
appealing,  sequential  COIN  has  a  serious  flaw  that  becomes  appar¬ 
ent  as  the  essence  of  insurgency  is  contemplated.  Treating  COIN  in 
stages  leads  to  concentrating  civil  measures  in  areas  where  insurgents 
have  been  weakened  (or  were  never  strong).  Yet,  the  need  to  contest 
insurgent  appeal  and  influence  may  be  greatest  where  insurgents  are 
most  active  and  thus  dangerous.  To  delay  efforts  to  improve  a  govern¬ 
ment’s  responsiveness  to  its  citizens  until  insurgents  are  defeated  mili¬ 
tarily  is  to  forfeit  the  advantages  of  citizens’  cooperation  in  trying  to 
defeat  insurgents — e.g.,  by  denying  insurgents  sanctuary  and  provid¬ 
ing  information  to  the  government. 

In  the  field,  U.S.  military  and  civil  authorities  do  not  apply  the 
sequential  theory  strictly  and  inflexibly  by  delaying  all  attempts  at  civil 
COIN  until  a  territory  is  risk-free.  This  reflects  their  appreciation  of  the 
importance  of  civil  COIN  in  gaining  public  support  and  strengthening 


31  FM  3-24  (2006,  f  J5-51-5-80). 
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security.32  It  also  reflects  pressures  to  address  the  needs  of  the  people 
despite  danger.  U.S.  commanders  in  Iraq  and  Afghanistan  have  favored 
attempts  to  deliver  essential  services  and  build  local  capacity  before 
fighting  ends.33  While  this  judgment  is  correct,  it  leaves  serious  risks 
to  civil  COIN  personnel  and  activities  of  the  sort  that  this  study  seeks 
ways  to  alleviate.  Herein  lies  the  dilemma:  If  strictly  applied,  sequen¬ 
tial  COIN  reduces  the  risk  to  civil  COIN  but  also  delays  it  and  hence 
reduces  its  value  in  defeating  insurgency.  Yet,  conducting  civil  COIN 
measures  while  insurgents  are  active  and  dangerous  increases  the  risk 
to  those  who  implement  and  benefit  from  these  measures.  This  study 
develops  an  alternate  way  of  thinking  about  this  problem — resolving 
this  dilemma — that  seeks  to  secure  service  networks,  rather  than  ter¬ 
ritory,  thus  managing  risk  to  civil  COIN  differently  and,  we  contend, 
more  effectively. 

Before  returning  to  the  discussion  on  reducing  vulnerabilities,  we 
must  recognize  that  military  forces  also  perform  other  tasks  besides 
securing  civil  COIN,  such  as  operations  against  insurgents  and  train¬ 
ing  indigenous  forces.  That  this  study  is  concerned  with  security  for 
civil  COIN  does  not  imply  that  other  military  missions  are  any  less 
important.  There  is  thus  a  need  to  balance  all  military  missions  in  allo¬ 
cating  forces  so  that  the  net  payoff  to  the  overall  COIN  campaign  is 
maximized. 

These  ideas — managing  risk,  setting  civil  COIN  priorities,  reduc¬ 
ing  vulnerability,  and  optimizing  benefits  for  COIN  as  a  whole — thread 
through  this  study  and  lead  in  subsequent  chapters  to  new  operating 
concepts  and  capability  requirements. 

If  current  practice  may  not  adequately  address  vulnerability  to 
civil  COIN,  how  could  it  be  done  differently?  Answering  this  ques¬ 
tion  requires  looking  at  both  the  way  in  which  civil  COIN  activities 
are  conducted  and  how  they  can  be  secured.  There  are  several  ways 


32  Among  the  most  articulate  proponents  of  this  approach  is  GEN  Peter  Chiarelli,  who,  as 
the  commanding  general  of  the  1st  Infantry  Division  and  of  the  Multi-National  Corps-Iraq, 
tried  to  implement  these  approaches.  See,  for  example,  Chiarelli  and  Michaelis  (2005). 

33  This  observation  is  based  on  the  lengthy  experience  of  one  of  the  authors  as  an  official 
assigned  to  the  U.S.  embassy  in  Baghdad. 
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that  vulnerability  could  theoretically  be  reduced.  One  principal  way 
is  to  develop  an  integrated  civil-military  approach — at  the  operating 
level — to  permit  civil  contributions  to  COIN  while  territory  is  still 
contested  and  dangerous.  This  is  not  to  deny  that  there  may  be  levels  of 
insurgent  violence  or  control  that  preclude  civil  COIN  measures:  There 
is  a  threshold  of  risk,  specific  to  each  conflict,  above  which  civil  COIN 
cannot  and  should  not  proceed.  However,  reducing  the  vulnerability 
of  high-priority  civil  COIN  efforts  would  improve  the  overall  effective¬ 
ness  and  results  of  COIN.  To  this  end,  the  study  seeks  ways  to  com¬ 
bine  COIN’s  civil  and  security  efforts  through  what  we  call  integrated 
concepts  of  operations  (ICONOPS).  As  the  term  implies,  ICONOPS 
entail  altering  approaches  to  both  civil  COIN  and  military  COIN  so 
that  the  latter  can  improve  the  security  of  the  former  and  the  former 
can,  in  turn,  contribute  to  security. 

This  will  not  be  easy.  There  is  a  natural  tension  between  efficacy 
and  security  of  civil  COIN.  Because  they  tend  to  require  extensive,  reg¬ 
ular,  direct  contact  with  the  population,  civil  measures — done  right — 
are  often  exposed  to  danger.  Preoccupation  with  security  may  restrict 
civil  activities  and  contacts  with  the  population  to  the  point  that  much 
of  their  value  is  lost.  The  creation  of  citadels  within  which  the  deliver¬ 
ers  of  civil  COIN  services  are  protected  comes  at  the  expense  of  those 
who  need  the  services.  Moreover,  because  security  forces  have  other 
missions  as  noted  earlier,  only  limited  forces  are  likely  to  be  available  to 
protect  civil  COIN  from  insurgent  threats. 

Recognizing  these  trade-offs  between  security  and  civil  COIN, 
the  aim,  once  again,  should  be  to  manage  and  reduce  risk  and  thus  to 
optimize  COIN  on  the  whole.  This  will  involve  adjusting,  and  com¬ 
promising,  both  customary  ways  of  carrying  out  civil  COIN  and  cus¬ 
tomary  security  operations  for  the  sake  of  getting  the  greatest  benefit 
to  the  over-arching  goal  of  winning  the  struggle  for  the  population’s 
support.34 


34  In  the  language  of  management  science,  we  are  looking  for  solutions  on  the  efficiency  fron¬ 
tier  of  the  civil-security  feasible  set.  That  is,  those  solutions  which  are  best  in  the  sense  that 
no  other  solutions  are  better  in  terms  of  both  security  and  civil  COIN. 
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Context 

It  is  important  to  recognize  that  the  challenge  of  civil  COIN  exists 
in  a  wider  context,  some  aspects  of  which  bear  consideration  before 
addressing  the  challenge.  First  is  the  recognition  that  actions  taken 
in  the  course  of  a  COIN  campaign,  including  foreign  intervention, 
are  not  politically  neutral.  Providing  forces  for  security,  building  infra¬ 
structure,  offering  public  services,  and  other  COIN  efforts  may  ben¬ 
efit  certain  areas  over  others,  certain  leaders  over  others,  and  certain 
groups  over  others.  Political  judgment,  inherently  subjective,  will  influ¬ 
ence  what  efforts  are  conducted,  where,  when,  and  for  whose  benefit. 
Instead  of  trying  to  account  for  possible  partiality  in  examining  how 
to  secure  civil  COIN,  we  assume  that  the  responsible  local  and  interna¬ 
tional  authorities  duly  and  reasonably  weigh  these  considerations. 

Second,  while  the  methods  of  this  study  are  focused  on  the  deliv¬ 
ery  of  needed  services  or  creation  of  desirable  conditions  in  a  given 
location  within  a  given  nation,  many  of  the  challenges,  as  well  as  the 
effects,  will  be  beyond  the  control  of  local  commanders  and  civilian 
leaders.  For  example,  improving  the  livelihood  of  farmers  in  Nangar- 
har  province,  Afghanistan,  requires  addressing  irrigation  issues  there, 
which,  in  turn,  requires  working  out  water  rights  issues  with  Pakistan. 
This  is  something  that  cannot  be  done  by  the  provincial  governor,  local 
military  commander,  or  civil  COIN  personnel  on  the  ground.  Fur¬ 
thermore,  water  used  in  Nangarhar  would  not  be  available  to  other 
Afghan  provinces,  so  coordination  with  other  actors  inside  of  Afghani¬ 
stan  would  also  be  needed.  Much  as  with  political  implications,  the 
assumption  here  is  that  leaders  on  the  ground  are  aware  of  these  trans¬ 
national  and  regional  issues  and  will  address  them  properly. 

Third,  the  term  civil  COIN  notwithstanding,  it  is  possible — in 
fact,  quite  common — for  such  efforts  to  be  undertaken  by  military 
forces.  U.S.  armed  forces,  in  particular,  are  both  well-resourced  and 
resourceful.  They  possess  both  “can-do”  culture  and  “can-do”  versa¬ 
tility,  as  well  as  abundant  resources.  They  are  more  accustomed  and 
better  equipped  than  civilians  to  operate  in  the  presence  of  insurgent 
violence.  Because  of  the  shortage  of  civilian  resources,  the  military  reg¬ 
ularly  conducts  civil  COIN.  In  any  given  campaign  or  territory,  U.S.  or 
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other  military  forces  may  be  present  sooner  and  on  a  much  greater  scale 
than  civil  agencies.  Obviously,  the  problem  of  “civil  COIN  under  fire” 
is  substantially  removed  if  not  done  by  civilians  when  security  condi¬ 
tions  are  such  that  they  could  be  harmed.  If  that  were  a  satisfactory 
approach,  this  study  could  end  here. 

As  a  general  rule,  however,  reliance  on  military  forces  to  perform 
inherently  civilian  work  is  not  satisfactory.  For  one  thing,  military  per¬ 
sonnel  are  not  as  proficient  or  productive  at  civil  tasks  as  civilian  profes¬ 
sionals  are.  Moreover,  the  U.S.  military  is  now  faced  with  an  expand¬ 
ing  range  of  military  missions,  so  saddling  it  with  civilian  work  can 
be  a  serious  drain  on  forces.  In  Iraq  and  Afghanistan,  it  is  estimated 
that  20-25  percent  of  the  time  of  U.S.  troops  is  consumed  by  civilian 
work.35  The  chronic  reliance  of  the  U.S.  government  on  military  forces 
to  do  inherently  civilian  tasks  has  undermined  efforts  to  increase  fund¬ 
ing  of  non-military  agencies — e.g.,  the  U.S.  Department  of  State  and 
the  U.S.  Agency  for  International  Development  (USAID) — for  civil 
COIN.  Finally,  using  military  forces,  particularly  foreign  ones,  for  civil 
COIN  is  not  a  good  way  to  bolster  the  effectiveness  and  legitimacy  of 
indigenous  civilian  government,  in  fact  or  in  the  people’s  eyes. 

The  use  of  military  forces  to  perform  civil  COIN  must  not  be 
excluded.  The  military  is  often  a  viable  option — in  some  cases,  the  only 
option.  Insurgent  threats  may  be  so  severe  that  certain  essential  services 
can  be  performed  only  by  troops.  However,  just  as  the  availability  of 
military  forces  for  civil  COIN  should  not  deflect  the  United  States 
from  building  adequate  civilian  capabilities,  neither  should  it  deflect  its 
interest  in  making  it  safer  for  civilians  to  conduct  civil  COIN  despite 
the  risk  of  violence. 

Government  organizations,  be  they  military  or  civilian,  are  not 
the  only  actors  that  are  likely  active  in  a  country  torn  by  insurgency. 
Non-governmental  organizations  (NGOs)  are  often  working  in  coun- 


35  Based  on  author  discussions  with  senior  U.S.  officers  in  Iraq,  Afghanistan,  and  Washing¬ 
ton,  2008.  This  number  is  not  arrived  at  scientifically,  except  insofar  as  the  estimates  of  these 
officers  clustered  in  this  range.  The  estimate  conforms  with  work  done  by  one  of  the  authors 
and  Adam  Grissom  that  bases  the  requirement  for  civil  COIN  on  the  largely  successful  civil 
operations  and  revolutionary  development  support  (CORDS)  campaign  of  the  United  States 
in  Vietnam  (see  Gompert,  Gordon,  et  ah,  2008,  Chapter  Five). 


20  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


tries  beset  by  insurgency,  as  they  are  in  other  sorts  of  crises  and  con¬ 
flicts.  The  reasons  for  and  utility  of  NGO  involvement  go  beyond  this 
study;  their  relationships  with  indigenous  and  intervening  governments 
are  complex — politically  neutral,  formally  arm’s  length,  operationally 
overlapping,  sometimes  harmonious  and  sometimes  tense.  This  raises 
the  questions  of  whether  government  efforts  to  secure  civil  COIN 
should  encompass  the  operating  patterns  and  needs  of  NGOs.36  For 
purposes  of  this  study,  even  though  government  security  does  not  nec¬ 
essarily  or  formally  extend  to  NGOs,  neither  should  it  exclude  NGOs 
that  need  and  want  security.  Efforts  to  protect  governmental  COIN 
may  also  afford  better  security  for  NGOs.  Thus,  NGOs  can  be  within 
the  security  umbrella  if  their  activities  are  helpful,  if  they  so  request, 
and  if  they  conform  to  that  framework — and  otherwise  not. 

In  sum,  the  study  assumes  that  civil  COIN  is  managed  in  a  fair¬ 
handed  way  such  that  transnational  aspects  are  addressed,  civil  work 
is  done  by  civilians  rather  than  troops,  and  NGOs,  while  not  a  formal 
responsibility  of  government,  benefit  from  better  security. 

Although  the  setting  for  this  study  of  security  for  civil  measures 
is  COIN,  the  concepts  and  requirements  may  be  relevant,  with  some 
adjustments,  to  other  sorts  of  complex  operations  in  which  civilian  per¬ 
sonnel  and  projects  may  need  to  function  despite  security  threats.  Res¬ 
cuing  failed  states,  post-war  rebuilding,  peace  operations,  and  humani¬ 
tarian  intervention  all  may  involve  hostilities  yet  also  require  similar 
civil  measures  to  those  associated  with  COIN:  building  indigenous 
capacity,  filling  service  gaps  in  the  meantime,  creating  conditions  for 
industry  and  commerce  to  develop,  and,  when  necessary,  providing 
emergency  relief. 


36  We  refer  here  to  NGOs  operating  independently,  as  opposed  to  those  operating  under 
government  contract,  in  which  case  they  would  be  presumably  be  afforded  the  same  security 
as  government  employees. 
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Method  and  Organization  of  the  Monograph 

To  inform  the  analysis  of  civil  COIN  under  fire,  we  examine  three 
cases,  summarized  in  the  next  chapter: 

•  Nord-Kivu  in  eastern  DRC 

•  A1  Anbar  in  western  Iraq 

•  Nangarhar  in  eastern  Afghanistan. 

In  these  cases,  civil  measures  to  meet  public  needs  and  gain  popular 
support  should  help  isolate  and  weaken  insurgency.  Yet,  in  all  three, 
violence  has  endangered  and  restricted  civil  COIN,  which,  in  turn,  has 
impaired  efforts  to  improve  security. 

The  cases  were  examined  with  three  questions  in  mind: 

•  How  important  is  civil  COIN? 

•  What  areas  of  civil  COIN  are  priorities? 

•  How,  in  practical  terms,  should  civil  COIN  be  conducted? 

These  question  bear  on  efforts  to  make  civil  COIN  secure.  The 
importance  of  civil  COIN  is  what  justifies  the  allocation  of  security 
assets  to  permit  it  to  happen  despite  the  danger  of  violence.  Priorities 
are  important  in  determining  which  efforts  to  secure.  And  the  practical 
implementation  is  important  in  order  to  devise  new  concepts  of  opera¬ 
tion  and  capabilities  to  provide  security. 

These  cases  are  not  meant  to  apply  or  validate  the  concepts  identi¬ 
fied  in  this  study.  Rather,  they  are  to  provide  a  real-world  feel  for  why 
and  how  civil  COIN  is  done  and  how  insurgent  threats  might  endanger 
the  people  and  activities  involved  in  it.  Informed  by  the  cases  and  other 
knowledge  of  COIN,  this  study  offers  a  flexible,  general  architecture 
for  conducting  civil  COIN  in  the  presence  of  threats.  That  architec¬ 
ture  calls  for  integrated  civil-military  operating  concepts,  from  which 
specific  security  techniques  and  capability  requirements  are  identified. 
Although  our  findings  have  not  been  thoroughly  tested,  we  exposed 
them  to  workshops  of  knowledgeable  practitioners  and  analysts,  who 
found  them  to  be  generally  sound. 
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As  for  the  structure  of  this  monograph,  Chapter  Two  summa¬ 
rizes  the  cases  and  identifies  civil  COIN  priorities,  expressing  them  in 
practical  and  operational  terms  that  facilitate  integration  with  security. 
Chapter  Three  lays  out  a  general  architecture  and  ICONOPS.  Chap¬ 
ter  Four  delves  more  deeply  into  security  techniques  and  capabilities. 
Chapter  Five  offers  findings  and  recommendations. 


CHAPTER  TWO 


Three  Cases 


Objectives  and  Criteria 

New  concepts  are  needed  to  enable  effective  civil  COIN  under  fire.  At 
the  same  time,  concepts  that  are  informed  by  experience  are  more  likely 
to  work  than  those  that  are  not.  Therefore,  before  considering  options 
for  securing  civil  COIN,  we  examined  three  actual  cases  of  large-scale 
and  protracted  insurgency  with  a  view  to  gaining  a  better  understand¬ 
ing  of  civil  COIN  purposes,  priorities,  and  modalities.  Though  infor¬ 
mation  and  insights  about  civil  COIN  from  these  cases  are  neither 
exhaustive  nor  definitive,  we  consider  them  indicative  and  thus  useful 
for  analysis  of  operating  concepts  and  capabilities. 

The  chosen  cases  involve  significant  violence  and  government  fail¬ 
ings.  In  all  three,  ethnic  and  regional  tensions  are  at  work.  In  two  of 
them  (Nangarhar  and  A1  Anbar),  religion  (fundamentalist  Islam)  is 
also  a  factor  in  insurgent  motivations.  In  the  same  two  cases,  substan¬ 
tial  U.S.  and  allied  forces  have  been  engaged  in  military-COIN  opera¬ 
tions  and  in  building  up  indigenous  security  forces.1 

In  each  case,  civil  COIN  priority  focus  areas  are  identified  (nine 
in  all),  which,  if  handled  well,  could  increase  the  effectiveness,  legiti¬ 
macy,  and  reach  of  government,  thus  earning  the  population’s  support 


1  In  the  third  country,  the  DRC,  a  substantial  UN  peacekeeping  force  is  present.  However, 
its  role  is  not  that  of  an  active  participant  in  the  way  in  which  U.S.,  NATO,  and  coalition 
forces  have  been  in  Afghanistan  and  Iraq. 
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and  reducing  both  the  motivations  and  opportunities  for  insurgency.2 
Because  the  civil  COIN  focus  areas  chosen  are  important  to  this  study, 
we  want  to  be  clear  about  the  method  by  which  they  were  judged  to 
be  of  high  priority.  The  case  experts,  with  both  specific  held  experience 
and  general  knowledge  of  COIN,  were  each  asked  to  recommend  three 
civil  measures  that  would  have  particularly  strong  effects  on  public  per¬ 
ceptions  of  government  responsiveness  to  their  needs  and  to  their  hopes 
for  a  better  future.  While  there  could  well  be  other  high-potential 
focus  areas  for  each  of  the  three  provinces,  the  authors  accepted  these 
on  their  merits  and  because,  taken  together,  they  seem  to  be  broadly 
representative  of  civil  COIN.3 

In  order  to  integrate  civil  and  security  measures,  it  is  necessary 
to  examine  them  on  the  operational  level.  For  each  of  the  focus  areas, 
we  examine  bow  civil  COIN  is  or  should  be  carried  out.  For  exam¬ 
ple,  providing  more-accessible  primary  education  involves  building 
or  repairing  structures  (schools),  training  people  (teachers),  delivering 
supplies  (books),  and  providing  routine  service  (classes).  Similarly,  cre¬ 
ating  and  operating  marketplaces,  energy  plants,  or  production  facili¬ 
ties  requires  improving  physical  infrastructure,  training  workers,  fur¬ 
nishing  equipment,  distributing  materials  and  goods,  and  providing 
accessible  services. 


2  We  do  not  assert  that  these  are  the  most  important  focus  areas  for  counterinsurgents  to 
address.  Such  an  assertion  would  require  more  detailed  understanding  of  the  current  situa¬ 
tion  and  insights  into  the  counterinsurgent’s  priorities  than  we  can  claim.  Importantly,  such 
an  assertion  can  be  properly  made  only  by  those  senior  officials  responsible  for  efforts  in  these 
places.  Furthermore,  as  conditions  have  significantly  changed  in  at  least  one  of  our  three 
areas  (A1  Anbar)  since  we  began  this  research,  the  dynamic  nature  of  these  assertions  must 
be  acknowledged.  However,  we  do  assert  that  the  focus  areas  put  forward  for  analysis  here  are 
important  and  would  contribute  to  the  counterinsurgents’  goal  of  establishing  effectiveness, 
legitimacy,  and  reach.  In  addition,  focus  areas  were  coordinated  among  authors  to  allow  a 
rich  exploration  of  the  ICONOPS  discussed  in  Chapters  Three  and  Four. 

3  Of  $13  billion  in  funds  obligated  under  the  Iraq  Relief  and  Reconstruction  Fund  through 
2008  (excluding  funds  for  security  capabilities),  the  sectors  corresponding  to  our  chosen 
focus  areas — justice,  electricity,  oil,  transport,  private  enterprise,  and  education — consti¬ 
tuted  about  80  percent.  This  suggests  that  the  focus  areas  from  our  cases  are  representative  of 
civil  COIN.  See  Bowen  (2009,  p.  24). 
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While  the  purposes  of  such  objects  and  activities  are  crucial  to 
the  success  of  COIN,  it  is  their  practical  nature  that  forms  the  basis 
for  providing  security.  For  instance,  providing  basic  health  services 
requires  local  clinics  and  trained  doctors;  the  corresponding  security 
problems  may  include  protecting  buildings  from  attack  and  enabling 
people  to  transit  safely  to  and  from  training  sites.  From  the  standpoint 
of  planning  and  providing  security,  it  is  not  essential  to  know  whether 
a  building  is  a  clinic  or  a  courthouse  or  whether  the  people  entering 
and  leaving  are  doctors  or  judges. 

Although  vulnerability  is  not  very  different  from  one  building  to 
the  next,  the  threat  might  be  different  and  could  change  the  security 
challenge.  Insurgents  consider  some  buildings,  activities,  or  people  to 
be  more  important  targets  than  others  because  of  their  potential  effects 
on  the  population’s  loyalties.  For  example,  schools  that  foster  principles 
at  odds  with  the  insurgent  ideology,  or  teach  what  insurgents  think 
should  not  be  taught,  may  be  at  greater  risk  of  attack  than  a  hospital 
that  provides  all  with  equal  access  to  treatment.4  Yet,  the  fact  that  like 
structures,  objects,  and  activities,  in  practical  terms,  lend  themselves  to 
like  security  measures  greatly  simplifies  the  otherwise  complex  chal¬ 
lenge  of  securing  civil  COIN. 

In  addition  to  understanding  the  “nuts  and  bolts”  of  civil  COIN 
measures,  it  is  important  to  understand  how  they  may  be  organized  and 
performed  operationally  to  achieve  the  desired  results.  Each  focus  area 
involves  a  different  pattern  of  centralized,  decentralized,  and  mobile 
activities,  people,  and  assets.  For  example,  in  overhauling  a  flawed  jus¬ 
tice  system,  judges  may  be  trained  in  the  national  capital,  courtrooms 
may  be  built  in  towns,  materials  to  build  courthouses  may  be  shipped, 
higher  courts  may  be  situated  in  provincial  capitals,  and  judges  and 
attorneys  may  move  among  courthouses.  At  the  end  of  this  chapter,  we 
mine  the  focus  areas  for  indications  about  the  organization  and  opera¬ 
tion  of  civil  COIN. 


4  Frequent  attacks  on  local  schools  in  Afghanistan  suggest  that  the  Taliban  find  them  espe¬ 
cially  abhorrent  or  threatening  to  their  cause,  both  because  of  what  is  taught  and  because 
they  signify  government  presence  and  authority. 
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Each  of  the  three  cases  involves  analysis  of  the  causes  and  nature 
of  insurgency  in  a  given  region  or  province  in  order  to  identify  civil 
COIN  measures  that  would  make  an  appreciable  contribution  to  the 
effectiveness,  legitimacy,  and  reach  of  the  government.5  For  this,  we 
first  review  the  background,  causes,  and  conditions  of  each  conflict. 
This  provides  insights  into  the  needs  of  the  population  that  motivate 
and  may  be  exploited  by  the  insurgents,  as  well  as  the  government’s 
weaknesses  that  provide  insurgents  with  opportunities  to  acquire  the 
means  and  freedom  to  operate.  From  this,  it  is  possible  to  identify  civil 
COIN  focus  areas  of  priority  concern.  Improvements  in  these  areas 
would  improve  the  population’s  view  of  the  government’s  effectiveness, 
legitimacy,  and  reach;  undercut  the  insurgency’s  cause  and  ability  to 
operate;  and,  potentially,  improve  security. 

Accordingly,  each  case  follows  a  standard  analytic  sequence: 

•  background  (history,  geography,  resources,  demographics) 

•  context  (social,  economic,  and  political  indicators) 

•  threat  (insurgent  ends,  ways,  means,  and  threats) 

•  focus  areas. 

The  descriptions  that  follow  are  summaries  of  more-extensive  exposi¬ 
tions  that  will  be  available  in  a  forthcoming  companion  volume. 


Nord-Kivu,  DRC 

Background 

Despite  having  bountiful  natural  resources,  the  DRC  has  the  attributes 
of  a  failed  state:  dysfunctional  government,  rampant  corruption,  ethnic 
tensions,  chronic  violence,  abusive  security  forces,  and  severe  under¬ 
development.  These  conditions  have  both  fostered  and  been  perpetu¬ 
ated  by  conflict  that  has  claimed  more  than  3  million  lives.6  The  logical 


5  This  analysis  is  based  on  a  review  of  appropriate  literature.  Of  particular  importance  in 
developing  this  method  were  FM  3-24  (2006);  Kaufmann,  Kraay,  and  Mastruzzi  (2008); 
and  Fund  for  Peace  (2008). 

6  Freedom  House  (2007). 
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case  study  for  insurgency  in  the  DRC  is  Nord-Kivu,  which  exemplifies 
the  conditions  listed  and  is  the  epicenter  of  the  current  insurgency. 

Situated  in  the  north-east  part  of  the  DRC,  Nord-Kivu  borders 
Uganda  and  Rwanda  (Figures  2.1  and  2.2).  The  region  consists  pri¬ 
marily  of  fertile  land  that  is  excellent  for  farming  and  pasturing,  as 
well  as  mineral-rich  forests.  Nord-Kivu  is  relatively  isolated  from  Kin¬ 
shasa  because  the  Congo’s  jungles,  mountains,  rainfall,  and  poor  roads 
make  long-distance  travel  difficult.  Due  to  its  proximity,  Nord-Kivu 
has  strong  political,  ethnic,  and  economic  ties  to  Kampala  and  Kigali. 

The  ethnic  makeup  of  Nord-Kivu’s  4  million  inhabitants  is  pre¬ 
dominantly  Nande  (approximately  50  percent)  and  Hutu  (approx¬ 
imately  30  percent).  The  remaining  20  percent  of  the  population  is 

Figure  2.1 
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Figure  2.2 
Nord-Kivu 


RAND  MG870-2.2 


primarily  Hunde,  Nyanga,  or  Tutsi.7  There  are  historical  tensions 
among  the  Banyarwandans8  and  Nord-Kivu’s  “indigenous”  population 
that  were  sparked  by  the  Banyarwandans’  migration  to  Nord-Kivu  in 
colonial  times.9  These  ethnic  tensions  in  Nord-Kivu  were  further  exac¬ 
erbated  by  Mobutu  Sese  Seko’s  “divide  and  rule”  strategy.  Tensions 
within  the  Banyarwandans  between  Hutus  and  Tutsis  were  ignited 
during  the  Rwandan  genocide,  when  millions  of  Rwandan  refugees 
fled  to  the  DRC.  Among  them  were  perpetrators  of  the  genocide,  who 
united  with  Hutu  militia  in  the  DRC  and  Mobutu’s  army  to  attack  local 
communities  and  Tutsis  perceived  to  be  supportive  of  the  Rwandan 


7  ICG  (2007). 

8  Banyarwandans  are  people  from  Rwanda,  and  the  term  applies  to  both  Hutus  and 
Tutsis. 

9  This  migration  flow  was  not  uncommon  prior  to  colonization;  however,  it  was  heightened 
under  the  colonial  administration  during  the  early  20th  century. 
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Patriotic  Front  that  was  seizing  power  in  Kigali.  Local  militias,  known 
as  Mai-Mai,  formed  to  protect  themselves.  Other  groups  formed  under 
the  pretense  of  protection  but  aimed  primarily  to  loot. 

Rwanda  and  Uganda  have  both  had  troops  on  Congolese  soil, 
allegedly  to  hght  Rwandan  and  Ugandan  rebel  groups,  but  some  argue 
that  they  were  also  there  to  steal  Congolese  natural  resources.  In  addi¬ 
tion,  the  DRC  has  the  largest  UN  peacekeeping  mission,  much  of  which 
is  committed  to  Nord-Kivu.  Its  mandate  has  evolved  from  enforcing 
the  cease-hre  to  implementing  a  program  on  disarmament,  demobi¬ 
lization,  repatriation,  resettlement,  and  reintegration  (DDRRR)  and 
facilitating  credible  elections.10 

Context 

The  DRC  ranks  sixth  on  the  Fund  for  Peace’s  2008  Failed  States 
Index,* 11  indicating  that  its  social,  economic,  and  political  situation  is 
one  of  the  most  challenging  in  the  world.  The  DRC  has  remained  at 
or  below  the  lowest  10th  percentile  rank  for  each  of  the  World  Bank’s 
Worldwide  Governance  Indicators  for  the  past  decade.12 

Social  Indicators.  Nord-Kivu  has  a  long  history  of  massive  immi¬ 
gration  flows.  There  are  an  estimated  800,000  internally  displaced  per¬ 
sons  and  more  than  300,000  refugees  from  elsewhere  (mainly  Rwanda) 
in  Nord-Kivu  alone — more  than  one-quarter  the  size  of  the  province’s 
overall  population.  Persistent  violence  continues  to  displace  the  local 
population,  and  more  than  200,000  Congolese  were  estimated  to  have 
left  their  homes  between  August  2007  and  August  2008. 13  The  conflict 
and  mass  population  movements  have  created  a  complex  emergency 
and  left  a  strong  legacy  of  group  grievance  and  ethnic  tensions.  More 
than  10  percent  of  the  deaths  in  eastern  Congo  are  related  to  malnutri¬ 
tion,  and  less  than  70  percent  of  eligible  children  are  enrolled  in  pri- 


10  United  Nations  Mission  in  DR  Congo  (undated). 

11  Fund  for  Peace  (2008). 

12  World  Bank  (2008b). 

13  USAID  (2008). 
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mary  school.14  Teenage  boys  who  are  not  in  school  make  up  an  attrac¬ 
tive  manpower  pool  for  militant  groups  in  the  area.  In  addition  to  the 
persistent,  complex  emergency,  episodic  escalation  in  violence  leads  to 
acute  humanitarian  crises.  For  example,  violence  that  started  in  August 
2008  displaced  an  estimated  250,000  people — including  many  who 
had  previously  been  displaced — who  generally  lack  shelter,  food,  and 
potable  water  and  are  at  risk  of  a  cholera  outbreak.15 

Economic  Indicators.  Both  the  Nande  and  the  Tutsis  enjoyed 
periods  of  greater  economic  opportunities  and  land  access  in  Nord- 
Kivu  than  did  other  ethnic  groups.  Mobutu’s  allocation  of  a  significant 
portion  of  the  land  to  the  Banyarwandas  in  1972  and  then  his  seizure 
of  it  in  1983  left  a  strong  legacy  of  resentment  and  uneven  economic 
development.  A  crippling  economic  crisis  in  the  1970s  and  the  govern¬ 
ment’s  poor  response  deepened  the  unequal  distribution  of  resources 
along  ethnic  lines.  Furthermore,  the  “ethnicization”  of  local  power 
resulted  in  various  sub-groups  (such  as  Tutsi  businessmen  in  Goma) 
receiving  greater  economic  opportunities.  These  people  are  concerned 
about  losing  these  economic  advantages. 

Political  Indicators.  Throughout  Congo’s  history,  the  government 
has  manipulated  ethnic  groups  to  maintain  power.  The  provincial  gov¬ 
ernment  in  Nord-Kivu  has  historically  shifted  from  one  ethnic  group 
to  another  depending  on  the  needs  of  Kinshasa  and  has  been  a  source 
of  controversy.  The  police  force  in  Nord-Kivu  was  largely  taken  over 
by  local  militias  during  the  civil  war  in  the  late  1990s.  Corruption  is 
rampant;  an  estimated  60  to  80  percent  of  customs  revenue  is  embez¬ 
zled,  and  “a  quarter  of  the  national  budget  was  not  properly  accounted 
for.”16  Traditional  authorities  and  local  warlords  often  provide  services 
ranging  from  security  to  justice  to  health  care.  Civil  servants  are  gen¬ 
erally  not  paid  on  a  regular  basis,  and  many  civil-servant  salaries  are 
below  the  poverty  line.17  The  conflict  in  Nord-Kivu  has  involved  mas- 


14  IRIN  (2007). 

15  UNICEF  (2008). 

16  ICG  (2006). 

17  ICG  (2006,  p.  ii). 
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sive  human  rights  violations,  often  conducted  by  the  military  itself. 
Often,  these  attacks  appeared  to  be  ethnically  motivated.18 

Threat 

Laurent  Nkunda  has  led  the  primary  insurgency.19  Nkunda  fought 
with  the  Rwanda  Patriotic  Front  to  stop  the  genocide  in  Rwanda  and 
was  commander  of  the  Rwandan-backed  Rally  for  Congolese  Democ¬ 
racy  (RCD).  He  claims  to  be  influenced  by  evangelicalism  and  is  well 
educated.  Nkunda’s  stated  goal  is  the  protection  of  Tutsis.  However, 
remaining  in  this  area  also  allows  Nkunda  to  control  natural  resources 
and  economic  opportunities. 

Nkunda’s  forces  attack  non-Tutsi  civilians  and  are  known  for  the 
systematic  rape  of  women.20  Nkunda  established  a  political  party — the 
National  Congress  for  the  Defence  of  the  People  (Congres  national 
pour  la  defense  du  peuple,  or  CNDP) — in  2006.  This  permits  him 
to  participate  in  politics  in  parallel  with  his  campaign  of  violence. 
Nkunda  effectively  subverts  the  provincial  government;  members  of 
the  civil  and  traditional  administration,  the  police  force,  and  the  intel¬ 
ligence  services  are  loyal  to  him.  At  the  same  time,  through  violence 
and  propaganda,  he  intimidates  those  in  his  areas  who  are  not  loyal. 
He  uses  the  existing  schools  and  radio  stations  to  promote  his  ideology, 
which  he  claims  has  roots  in  religion  and  human  rights.  He  controls 
the  limited  road  network  through  checkpoints  and  uses  them  to  col¬ 
lect  “taxes”  on  traders  using  the  roads.  He  redistributes  land  to  his 
allies  to  consolidate  power.21  These  measures  permit  Nkunda’s  forces 
to  directly  prevent  government  officials  from  operating  and  to  deter 
NGO  activities. 

Nkunda  has  thousands  of  heavily  armed  fighters.  He  initially 
enjoyed  support  from  the  Rwandan  government,  and  this  may  still  be 
the  case.  He  controls  approximately  1,200  square  miles  in  eastern  Con- 


18  AI  (2005). 

19  Nkunda  was  captured  by  Rwandan  forces  as  this  document  was  finalized.  The  implica- 
tions  of  this  for  insurgency  in  Nord-Kivu  have  not  been  analyzed  here. 

20  ICG  (2007). 

21  World  Bank  (2008b). 
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go.22  Nkunda  finances  the  insurgency  through  taxation  and  control  of 
the  province’s  resources  and  tourist  industry.23 

Other  insurgency-related  threats  include  undisciplined  elements 
of  the  military,  Mai-Mai  warlords,  and  Rwandan  rebel  groups.  These 
other  groups  are  not  striving  to  create  parallel  political  and  administra¬ 
tive  systems.  They  are,  however,  disruptive  and  will  attack,  bribe,  and 
threaten  local  citizens. 

Focus  Areas 

In  Nord-Kivu,  the  effectiveness  and  legitimacy  of  government  are 
diminished  by  land  grievances  and  underdevelopment.  We  have 
selected  three  illustrative  focus  areas  of  particular  importance  in  either 
the  motivation  of  or  opportunity  for  insurgency.24  Each  focus  area  is  at 
risk  of  being  targeted  by  Nkunda’s  forces. 

•  Conduct  land  arbitration. 

•  Provide  primary  education. 

•  Build  roads. 

1.  Conduct  Land  Arbitration.  Land  tenure  has  been  a  principal 
cause  of  the  conflict.  Past  abuses  have  significantly  damaged  the  gov¬ 
ernment’s  legitimacy.25  There  remains  considerable  confusion  over  who 
owns  land.  There  is  almost  no  land  reform  or  arbitration  in  Nord-Kivu. 
What  does  occur  is  led  by  respected  community  members  and  tradi¬ 
tional  leaders  and  is  irregular,  has  unclear  jurisdiction,  and  is  not  con¬ 
nected  with  formal  government.  There  are  very  few  courts.  Land  arbi¬ 
tration  needs  to  be  based  on  established  law  and  policy,  conducted  by 
unbiased  officials,  and  done  in  secure  places  that  are  accessible  to  the 


22  Cooper  (2006). 

23  Bavier  (2008);  de  Merode  (2008). 

24  In  the  full  analysis  developed  for  this  study,  each  case  study  includes  discussion  of  not 
only  what  focus  areas  would  best  provide  legitimacy,  effectiveness,  and  reach  for  the  govern¬ 
ment  but  also  the  best  way  to  deliver  this  service,  as  well  as  which  type  of  service  provider  is 
most  appropriate  for  each  task  (e.g.,  civilian  versus  military,  indigenous  versus  international). 
These  can  be  found  in  the  companion  volume  to  this  monograph. 

25  Vlassenroot  and  Huggins  (2005). 
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parties  involved  in  the  dispute.  In  addition,  decisions  reached  by  the 
arbitration  process  need  to  be  enforced. 

2.  Provide  Primary  Education.  The  large  number  of  young  men 
who  are  not  in  school  provides  a  pool  of  potential  recruits  for  Nkunda. 
Those  who  are  in  school  are  subject  to  his  information  campaigns 
carried  out  by  School  Committees  of  Social  Integration.  Low  school 
attendance  is  likely  due  to  a  combination  of  factors,  including  inad¬ 
equate  infrastructure,  a  lack  of  trained  teachers,  teacher  absenteeism 
due  to  low  pay  or  unpaid  salaries,  the  use  of  children  as  soldiers,  and 
the  need  for  children  to  contribute  to  household  activities.  There  are 
some  efforts  under  way  to  improve  the  status  of  the  primary-education 
system  in  Nord-Kivu,  including  limited  school  construction,  delivery 
of  kits  of  school  supplies,  and  teacher  training.  Most  of  these  activities 
focus  on  addressing  the  needs  of  internally  displaced  persons  (IDPs). 
Effective  primary  education  needs  to  be  based  on  an  appropriate  cur¬ 
riculum  that  is  taught  by  adequately  trained  instructors  in  an  environ¬ 
ment  that  is  conducive  to  learning  (e.g.,  protected  from  the  elements 
and  with  appropriate  supplies)  and  easily  accessed  by  the  children. 

3.  Build  Roads.  The  inadequate  road  network  simplifies  Nkunda’s 
efforts  to  control  the  population  and  extort  commercial  interests  and 
hinders  the  government’s  ability  to  fight  the  insurgents  and  provide 
public  services.  Building  and  repairing  roads  would  provide  a  tangible 
indication  of  the  government’s  effectiveness  and  facilitate  economic 
activity.  Although  most  towns  are  connected  to  a  nearby  city  and,  ulti¬ 
mately,  Goma,  these  roads  are  generally  in  a  state  of  disrepair.  A  better 
transportation  infrastructure  could  improve  economic  opportunities 
by  facilitating  the  movement  of  goods  to  the  markets  and  reduce  the 
insurgents’  ability  to  “tax”  businesses  that  use  the  road  network.  It 
would  also  improve  government  access  to  remote  areas. 


Nangarhar,  Afghanistan 

Background 

Nangarhar  province  in  eastern  Afghanistan  serves  as  a  regional  hub 
of  trade  and  commerce  due  to  its  location  between  Kabul  and  Paki- 
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stan  and  shares  a  porous,  disputed  border  with  the  Federally  Adminis¬ 
tered  Tribal  Area  (FATA)  of  Pakistan  (see  Figure  2.3).  It  provides  the 
only  regional  platform  for  higher  education,  vocational  training,  and 
advanced  health  care  in  the  east.  Its  population  has  a  history  of  sup¬ 
porting  insurgent  leaders,  so  its  battle  with  the  decision  to  grow  poppy 
and  poppy’s  increasing  ties  to  the  Taliban  make  keeping  Nangarhar 
stable  and  supportive  of  the  government  critical  to  President  Hamid 
Karzai’s  administration  and  the  international  community.  The  politi¬ 
cal  balance  between  old  warlords,  new  political  players,  and  transferred 
power  brokers  also  contributes  to  make  this  province  a  good  case  study. 

Nangarhar  is  approximately  the  size  of  Delaware  (see  Figure  2.4). 
The  southern  border  is  lined  by  a  huge  mountain  range,  the  Spin  Ghar, 
which  provides  a  natural  barrier  to  Pakistan,  but  also  by  passages  that 

Figure  2.3 
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Figure  2.4 
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are  used  to  smuggle  goods  and  persons.  The  center  of  the  province 
turns  into  plains  that  are  fed  by  two  powerful  rivers,  the  Kabul  and  the 
Kunar,  which  converge  west  of  Jalalabad.  The  land  in  this  area  is  con¬ 
sidered  some  of  the  most  fertile  in  Afghanistan;  however,  roads,  canals 
and  karezes  are  in  disrepair  due  to  30  years  of  neglect.26  Minimal  tech¬ 
nical  expertise  exists  due  to  the  exodus  of  skilled  farmers  during  the 
years  of  fighting.  Pakistani  farmers  supply  fruit  to  the  local  markets, 
making  local  competition  difficult.  Agricultural  methods  and  technol¬ 
ogy  are  outdated  due  to  prolonged  lack  of  interaction  with  the  outside 
world. 

There  are  two  ethnic  groups  in  Nangarhar.  Pashtuns  make  up  the 
bulk  of  the  population,  and  Pashai  are  a  minority  group  located  mostly 
in  the  north.  The  tribal  system  serves  as  a  local  survival  mechanism 
that  enables  the  population  to  live  within  a  rule-bound  society  and 
does  not  rely  on  a  functional  central  government.  Three  decades  of  war 
have  damaged  the  system,  but  it  still  remains  the  most  functional  gov- 


26 


A  kareze  is  a  sloped  tunnel  that  uses  gravity  to  bring  groundwater  to  the  surface. 
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ernance  structure  at  a  sub-provincial  level.  This  has  significant  impli¬ 
cations  for  the  Afghan  government’s  goal  of  extending  its  reach  and 
power;  if  actions  are  taken  without  tribal  support,  an  opportunity  for 
those  opposing  the  government  is  created. 

The  most  remote  areas  of  the  province  along  the  southern  border 
with  Pakistan  are  the  most  difficult  for  the  government  to  establish  its 
authority.  Due  to  the  historically  poor  transportation  and  communica¬ 
tion  systems,  the  government  has  been  unable  to  maintain  a  significant 
presence  in  these  areas.  Furthermore,  the  tribes  in  this  area  are  fiercely 
independent.  They  welcome  government  services  (e.g.,  schools,  roads, 
clinics)  but  otherwise  want  the  government  to  leave  them  alone.  Their 
lands  are  the  largest  poppy-growing  area  in  Nangarhar  and  contain  most 
of  the  opium-processing  labs.  Nangarhari  farmers  grow  poppy  because 
it  is  easy  to  cultivate  and  store  and  provides  a  good  income.  Most  use  a 
method  called  inter- cropping,  in  which  the  poppy  crop  is  interspersed 
with  crops  the  families  use  to  sustain  themselves  throughout  the  year. 
Because  of  the  poppy  industry,  many  U.S.  and  Afghan  National  Army 
operations  take  place  in  this  area,  and  some  have  resulted  in  the  deaths 
of  civilians,  causing  major  protests  by  the  population. 

Afghanistan’s  primary  licit  trade  route  with  Pakistan,  ITighway  1, 
runs  through  Jalalabad.  The  Afghan  Investment  Support  Agency  is 
building  an  industrial  park  east  of  Jalalabad  along  ITighway  1  to  help 
foster  economic  growth.  Additionally,  Nangarhar  has  mineral  wealth 
in  marble  and  gems.  Marble  miners  usually  take  the  slabs  extracted  in 
Nangarhar  to  Pakistan  for  processing  because  of  the  lack  of  available 
power  in  the  province. 

Context 

Afghanistan  ranks  seventh  on  the  2008  Failed  States  Index,27  indicat¬ 
ing  that  its  social,  economic,  and  political  situation  is  one  of  the  most 
challenging  in  the  world.  According  to  the  World  Bank’s  Governance 
Indicators  for  Afghanistan,  it  has  remained  at  or  below  the  lowest  10th 
percentile  rank  for  each  indicator.28  Nangarhar  is  one  of  the  most  devel- 


27  Fund  for  Peace  (2008). 

28  World  Bank  (2008a). 


Three  Cases  37 


oped  provinces  in  the  country,  but  the  nation’s  larger  challenges  have 
not  bypassed  the  province’s  citizens. 

Social  Indicators.  Afghanistan  is  experiencing  rapid  population 
growth  due  to  a  high  birth  rate  and  returning  refugees.  Based  on  anec¬ 
dotal  evidence,  Jalalabad  itself  has  seen  a  sharp  increase  of  young  Nan- 
garharis  and  returnees  moving  to  the  city  in  the  hopes  of  finding  jobs. 
In  the  southern  part  of  the  province,  there  are  incidents  of  humani¬ 
tarian  needs  in  the  winter  due  to  the  freezing  temperatures  and  lack 
of  access  because  of  poor  roads.  Flash  floods  have  destroyed  valuable 
farmland  and  taken  lives. 

Economic  Indicators.  Uneven  development  between  rural  and 
urban  areas  results  in  imbalanced  income  distribution.  Despite  the 
massive  influx  of  foreign  aid  and  economic  growth,  90  percent  of  the 
population  earned  an  average  of  $130  per  month  in  2007,  far  below 
other  regions,  including  the  FATA.29  Corruption  is  another  factor  com¬ 
plicating  the  disparity  of  wealth.30  Nangarhar  is  one  of  Afghanistan’s 
wealthier  provinces  due  to  its  fertile  land,  location  as  a  transporta¬ 
tion  and  business  hub,  and  diverse  industries;  however,  the  reports  of 
border  and  customs  police  exacting  funds  in  the  service  of  government- 
employed  power  brokers  undermines  the  government’s  credibility. 

Political  Indicators.  Nangarhar  is  a  partial  exception  to  the  per¬ 
ception  that  the  Afghan  government  is  losing  credibility.  Nangarhar 
Governor  Gul  Agha  Sherzai  has  worked  hard  to  improve  the  basic 
infrastructure  of  the  province  and  is  an  effective  politician  who  chan¬ 
nels  the  frustrations  of  the  population  in  a  way  that  keeps  the  province 
calm  even  during  the  most  challenging  times.  Although  there  are  con¬ 
cerns  about  corruption,  most  Nangarharis  feel  that  he  is  working  for 
them.  Additionally,  the  police  in  Nangarhar  seem  to  be  more  effective 
and  respected  than  police  in  most  of  the  country.  Finally,  the  Taliban 
did  not  focus  on  the  province  until  2008.  Aside  from  the  Taliban’s  new 


29  According  to  the  2004  United  Nations  System  Common  Country  Assessment  for  the  Islamic 
Republic  of  Afghanistan,  a  farmer  can  bring  in  $4,000  per  year  growing  illicit  crops  on  the 
same  plot  of  land  that  would  yield  $500  per  year  for  a  legal  crop  (United  Nations  System  in 
Afghanistan,  2004,  p.  42). 

30  Fund  for  Peace  (2007). 


38  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


front  in  Nangarhar,  the  political  challenges  result  from  southern  tribes 
that  want  to  run  matters  in  their  tribal  lands  without  government 
involvement.  That  said,  these  tribes  do  not  want  to  overthrow  the  gov¬ 
ernment  and  will  welcome  development  that  benefits  the  population. 

Threat 

As  of  March  2008,  there  were  two  major  insurgent  groups  operating  in 
Nangarhar:  Hezb-e-Islami  Gulbuddin  (HIG)  and  the  Taliban.  For  the 
purposes  of  this  study,  we  focus  only  on  the  Taliban,  as  it  presents  the 
more  significant  threat. 

The  Taliban  wants  to  return  to  power.  Within  Nangarhar,  the 
Taliban’s  strategy  is  to  slowly  gain  a  foothold  in  the  province  district 
by  district,  as  it  has  done  in  Afghanistan’s  southern  provinces.  It  tar¬ 
gets  remote  outposts  that  can  be  overrun,  taking  government  officials 
hostage  for  ransom  or  as  bargaining  chips.  It  does  not  have  to  take  over 
areas  and  hold  them  to  win;  it  instead  focuses  on  nuisance  operations 
that  make  the  government  look  ineffective  or  illegitimate.  It  uses  vio¬ 
lence  and  fear  to  establish  control.  It  will  likely  target  the  most  remote 
areas  of  the  province  in  the  southern  mountains. 

The  Taliban  funding  sources  include  revenues  derived  from  the 
poppy  industry  in  southern  Afghanistan,  where  the  Taliban  forces 
“taxes”  on  local  farmers  in  the  areas  in  which  it  has  freedom  of  move¬ 
ment.31  The  Taliban  recruits  from  Afghan  refugee  camps  in  Pakistan 
and  from  within  Afghanistan  itself,  as  well  as  using  other  foreign  fight¬ 
ers.32  It  has  also  created  alliances  with  other  groups. 

The  poppy  industry  is  the  single  greatest  threat  to  COIN  efforts 
in  Nangarhar.  Historically,  Nangarhar  has  been  one  of  the  country’s 
most  prolific  poppy-production  areas,  and  much  of  Afghanistan’s 
poppy  processing  takes  place  in  the  province.  In  the  2004  planting 
season,  Nangarhar’s  population  voluntarily  chose  not  to  plant  poppy, 
at  the  request  of  President  Karzai,  which  resulted  in  a  96-percent  drop 
in  cultivation  for  the  2005  harvesting  season.33  Although  production 


31  Walsh  (2008). 

32  Lampert  (2007). 

33  United  Nations  Office  on  Drugs  and  Crime  (2005). 
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has  grown  slightly  in  the  intervening  years,  the  2008  crop  appears  to  be 
as  small  as  it  was  in  2005,  by  the  farmers’  choice.34  The  close  relation¬ 
ship  between  poppy  cultivation  and  the  Taliban  that  exists  in  southern 
Afghanistan  has  not  yet  begun  in  eastern  Afghanistan.  The  Taliban 
may  try  to  develop  a  similar  protection  relationship  with  Nangarhar 
farmers  in  the  south.  The  Taliban’s  level  of  support  in  Nangarhar  is 
unclear.  As  it  stands  now,  the  Afghan  government  is  working  hard  to 
maintain  Nangarhar ’s  current  low  poppy-production  figures.  It  is  also 
working  toward  interdiction,  with  the  destruction  of  labs  and  the  arrest 
of  traffickers.  However,  there  is  an  opportunity  in  the  southern  tribal 
areas  for  the  Taliban  to  gain  a  foothold.  These  are  the  highest  poppy- 
producing  areas  of  the  province  and  are  the  most  remote  and  the  most 
independent  of  government. 

There  are  many  other  threats  to  increasing  government  effective¬ 
ness,  legitimacy,  and  reach  in  Nangarhar.  These  include  the  large  crim¬ 
inal  organizations  that  operate  in  this  region  and  over-intervention  by 
foreign  states.  For  clarity  of  exposition,  we  focus  on  the  poppy  industry 
and  the  Taliban,  while  recognizing  that  implementers  on  the  ground 
would  need  to  look  at  the  broader  array  of  threats. 

Focus  Areas 

The  preceding  discussion  indicates  the  importance  of  offering  economic 
opportunity  other  than  poppy  production  and  access  to  remote  areas 
of  Nangarhar  for  the  counterinsurgents’  efforts.  Improving  economic 
opportunity  and  access  would  address  root  causes  of  the  insurgency 
and  opportunities  for  the  insurgents  while  providing  access  for  the 
counterinsurgents.  Progress  in  each  would  undermine  the  ability  of  the 
Taliban  to  harm  the  government’s  effectiveness,  legitimacy,  and  reach. 
Given  this,  we  chose  the  following  three  focus  areas  for  analysis. 

•  Build  roads. 

•  Build  an  industrial  park. 

•  Facilitate  the  planting  and  operating  of  orchards. 


34  Interview  with  U.S.  Embassy  counternarcotics  officer  in  Nangarhar  province,  via  phone, 
February  21,  2008. 
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1.  Build  Roads  into  the  Tribal  Areas.  The  isolation  of  the  southern 
tribal  areas  cuts  off  portions  of  the  province  from  trade  and  government 
influence  during  the  winter  and  spring  months  and  all  but  yields  these 
areas  to  the  Taliban.  Good  asphalt  roads  would  significantly  increase 
the  effectiveness  and  reach  of  the  government.  The  Nangarhar  gov¬ 
ernment  has  built  roads  in  some  parts  of  the  province,  but  new  roads 
are  needed  in  the  border  districts.  This  will  be  a  significant  challenge 
because  the  Khogiani  tribal  areas  (southwestern  Nangarhar)  have  tra¬ 
ditionally  been  an  area  for  Taliban  attacks  on  the  Afghan  government 
and  aid  organizations,35  and  because  the  Shinwari  tribal  areas  (south- 
central  and  -eastern  Nangarhar)  produce  and  process  poppy.  Building 
roads  in  these  areas  would  be  dangerous. 

2.  Build  Nangarhar  Industrial  Park  (building  infrastructure).  An 
industrial  park  would  provide  the  resources  necessary  to  add  value  to 
products  inside  Nangarhar  rather  than  in  Pakistan  (e.g.,  marble  pro¬ 
cessing;  storage  of  high-value,  labor-intensive  crops  that  have  a  market 
in  Afghanistan)  and  create  jobs.36  By  providing  a  space  for  Nangarharis 
and  other  regional  businesses  to  operate  within  Afghanistan,  the  popu¬ 
lation  will  reap  economic  benefits  rather  than  exporting  its  goods — 
and  associated  jobs — for  processing  to  Pakistan.  A  park  of  this  size 
would  provide  many  local  jobs.  The  government,  with  World  Bank 
funding,  would  provide  the  infrastructure  (e.g.,  access  roads,  protective 
walls,  water  and  sewage,  power  supply,  maintenance  of  roads,  internal 
streets,  common  areas,  parking  lots).37  Once  the  basic  infrastructure 
is  in  place,  business  owners  would  construct  their  facilities  inside  the 
park. 

3.  Construct  Orchards  in  the  Southern  Tribal  Areas.  An  alternative 
crop  to  poppy  that  can  provide  sustainable  income  and  labor  oppor- 


35  “Security  Fears  Prompt  Aid  Agencies  to  Suspend  Work  in  East  Afghan  District”  (2006); 
“Taliban  Claim  Responsibility  for  Killing  Senior  Officials  in  Afghan  District”  (2006). 

36  The  Afghanistan  Investment  Support  Agency  (AISA)  is  establishing  a  large  park  in  Nan¬ 
garhar.  Located  22  km  east  of  Jalalabad  on  the  main  highway  between  Pakistan  and  Kabul, 
720  hectares  (2.77  square  miles)  have  been  identified  for  the  site  of  the  industrial  park 
(Afghanistan  Investment  Support  Agency,  undated  [b]). 

37  Information  based  on  what  is  currently  offered  at  other  industrial  parks  managed  by 
AISA  in  Afghanistan  (Afghanistan  Investment  Support  Agency,  undated  [a]). 
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tunities  would  help  protect  Nangarhar  from  the  Taliban’s  exploitation 
of  the  poppy  industry.  Orchards  provide  a  long-term  solution.  After 
the  trees  have  grown,  they  shade  the  ground,  making  it  hard  to  grow 
poppy  by  intercropping.  The  southern  tribal  areas  are  the  most  pro¬ 
lific  poppy-producing  areas  of  the  province  and  should  be  targeted  for 
this  program.  Establishing  orchards  is  a  complex  technical-economic 
process  with  a  variety  of  components,  including  assessment  and  iden¬ 
tification  of  appropriate  villages  and  farmers,  site  survey,  plantation 
design,  transporting  and  planting  saplings,  and  training  farmers  in 
orchard-management  techniques.  For  the  purposes  of  demonstrat¬ 
ing  the  methodology  for  this  study,  we  look  at  just  two  aspects  that 
have  not  been  addressed  in  previous  focus  areas:  the  transportation 
and  planting  of  saplings  and  training  farmers  in  orchard-management 
techniques.38 


Al  Anbar,  Iraq 

Background 

Soon  after  the  initial  invasion  of  Iraq  in  2003,  coalition  forces  led  by 
the  United  States  operated  in,  and  eventually  occupied,  Al  Anbar  prov¬ 
ince.  The  province  is  approximately  the  size  of  North  Carolina  and 
home  to  1.2  million  people,  nearly  100  percent  of  whom  are  Sunni.  A 
full  80  percent  of  Al  Anbar ’s  population  lives  in  the  45 -mile  corridor 
between  the  provincial  capital,  Ramadi  (roughly  70  miles  due  west  of 
Baghdad),  east  to  Al  Fallujah  (see  Figures  2.5  and  2.6).39  The  rest  of  the 


38  USAID  is  currently  funding  an  Alternative  Livelihoods  Program  in  Nangarhar  that 
includes  an  orchard  construction  component.  This  focus  area  is  designed  to  analyze  how  to 
extend  the  existing  program  into  the  more  dangerous,  remote,  and  vulnerable  parts  of  the 
province. 

39  Kagan  et  al.  (2008). 
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Figure  2.5 
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Figure  2.6 
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population  lives  in  smaller  towns  that  dot  the  Euphrates  River  valley, 
west  toward  Syria,  with  which  A1  Anbar  shares  a  porous  border  and  tra¬ 
ditional  trade  and  smuggling  routes.  The  province  also  borders  Jordan 
and,  to  the  south  in  A1  Anbar’s  vast  desert,  Saudi  Arabia. 

The  expanse  and  borders  of  A1  Anbar  have  presented  problems 
for  securing  the  country  and  made  the  province  a  gateway  for  terrorists 
and  weapons  flowing  in  and  refugees  flowing  out.  A1  Qaeda  in  Iraq 
(AQI)  established  safe  havens  within  the  province,  as  did  anti-coalition 
former  regime  elements  and  criminals.  The  tide  turned  against  AQI 
in  2007,  in  no  small  part  because  of  the  decisions  of  many  mid-level 
sheikhs  to  form  the  Anbar  Awakening  movement.40 

A1  Anbar,  though  primarily  desert,  was  one  of  the  first  urbanized 
areas  in  the  country.  The  area  can  be  described  by  four  geographic  areas: 
Fallujah  and  environs,  Ramadi  and  environs,  the  western  cities,41  and 
the  remaining  vast  desert.42  A1  Anbar’s  history  affects  Anbaris’  world¬ 
view.  Tribal  and  family  relations  are  powerful  and  reach  beyond  the 
borders  of  the  province  and  country,  and  the  province  provided  a  good 
share  of  Ba’athists  and  military  officers  during  the  Saddam  regime — 
many  of  those  prominent  people  retired  to  A1  Anbar. 

A1  Anbar’s  citizens  have  a  keen  awareness  of  national  politics, 
though  almost  all  of  them  boycotted  national  elections  in  2005,  as 
did  many  Sunnis.43  New  political  structures,  primarily  in  the  form  of 
the  now-political  movement  Sahawa  al-Iraq  (SAI),  have  evolved  in  A1 
Anbar.  As  of  this  writing,  Anbaris  are  hopeful  that  provincial  elections, 
scheduled  for  early  2009,  will  allow  them  the  chance  to  elect  their 
chosen  government. 

From  2003  to  2007,  an  unstable  security  situation  and  a  new 
Shi’a-led  government,  coupled  with  Anbar’s  lack  of  natural  resources 
(primarily  petroleum  products),  resulted  in  an  environment  with  little 


40  For  a  full  treatment  on  the  Awakening  movement,  see  Long  (2008). 

41  Principally  A1  Habbaniyah,  Rawah/Anah,  Hit,  A1  Hadithah,  Al-Qa’im,  and  Ar  Rutbah. 

42  There  is  one  population  center  in  southwestern  A1  Anbar,  Ar  Rutbah,  that  is  an  important 
waypoint  for  people  and  goods  traveling  to  and  from  Jordan. 

43  In  contrast,  Sunnis  participated  actively,  as  candidates  and  voters,  in  the  provincial  elec¬ 
tions  of  January  2009  and  were  rewarded  with  strong  results,  especially  for  secular  parties. 


Three  Cases  45 


economic  opportunity  and  few  basic  services,  which  provided  insur¬ 
gents  with  a  cause  and  opportunities  to  succeed.  On  the  civil  side,  more 
economic  opportunity  and  access  to  basic  services  would  improve  the 
legitimacy  of  A1  Anbar’s  provincial  government  and,  hopefully,  the 
national  government  as  well. 

Context 

In  June  2007,  Iraq  was  ranked  fifth  on  the  2008  Failed  States  Index.44 
Many  Anbaris  had  little  confidence  in  the  power  of  the  national  gov¬ 
ernment.  Moreover,  few  Iraqis  had  faith  in  the  central  government,  in 
part  because  the  prime  minister — until  spring  2008 — had  not  acted 
decisively  against  violent  militias  controlled  by  other  prominent  Iraqis, 
such  as  Muqtada  al-Sadr.  However,  this  recently  changed  due  to  the 
perception  of  the  prime  minister’s  and  the  Iraqi  Security  Forces’  (ISF) 
performance  in  the  A1  Basrah,  Sadr  City,  and  Mosul  operations  of 
spring  and  summer  2008,  which  significantly  enhanced  his  standing 
with  Iraqis.45 

At  the  provincial  level,  one  major  problem  is  that  access  to  justice 
is  limited.  There  is  only  one  functioning  courthouse  in  the  entire  prov¬ 
ince.  Though  security  has  improved  and  the  AQI  threat  has  dimin¬ 
ished,  for  long-term  stability,  A1  Anbar  will  need  to  ensure  that  people 
do  not  take  justice  into  their  own  hands.  Additionally,  the  provincial 
government’s  ability  to  function  has  been  hindered  by  the  violence 
from  2003  to  2007  and  political  exclusion  at  the  national  level. 

Social  Indicators.  De-Ba’athification  reform  is  one  of  the  most 
important  issues  in  A1  Anbar  and  one  of  the  most  polarizing  in  Iraq. 
Options  for  reform  and  implementation  of  de-Ba’athification  involve 
competing  concepts  of  identity,  justice,  accountability,  reconciliation, 
and  economic  compensation.  The  recommendations  of  the  Iraq  Study 
Group,  emphasizing  the  need  for  reintegration  of  former  Ba’athists  and 
Arab  nationalists  into  civic  life,  are  especially  true  today. 


44  Fund  for  Peace  (2008). 

45  The  Multi-National  Force-Iraq  refers  to  all  Iraqi  military  and  law-enforcement  entities 
collectively  as  the  ISF. 
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Economic  Indicators.  Although  the  areas  along  the  Euphrates 
River  valley  can  sustain  agricultural  development,  the  majority  of  the 
province  is  desert.  Though  the  Akkas  natural-gas  field  in  western  A1 
Anbar  may  provide  a  revenue  stream  at  some  future  date  for  Anbaris, 
A1  Anbar  will  remain  without  viable  natural  resources  from  which  to 
derive  revenue  for  the  next  several  years.  Iraq’s  oil  fields  and,  to  a  lesser 
extent,  the  refining  facilities  in  Iraq  are  concentrated  in  the  Kurd-  and 
Shi’a-dominated  provinces.  For  now,  Anbaris  will  likely  continue  to 
earn  revenue  primarily  in  their  role  as  trade  facilitators  for  transporting 
goods  from  Baghdad  to  Syria  and  Jordan. 

Political  Indicators.  Historically,  an  agreement  between  the  tribes 
of  A1  Anbar  and  the  Ba’athist  central  government  had  placed  Anbaris 
in  noteworthy  positions  within  the  national  government.  This  helped 
the  central  government  maintain  control  of  the  province.46  Because  of 
fundamental  disagreements  with  Iraq’s  political  trajectory  and  terrorist 
threats  of  violence  at  the  polls,  as  few  as  2  percent  of  A1  Anbar ’s  Sunni 
Arabs  voted  in  the  2005  elections.  This  allowed  the  Iraqi  Islamic  Party 
(IIP),  which  has  little  appeal  in  A1  Anbar,  to  win  most  of  the  important 
provincial  government  positions.  From  the  onset  of  the  Anbar  Awak¬ 
ening  in  2006,  tribal  leaders  have  disputed  the  HP’s  right  to  govern  A1 
Anbar.  Moreover,  the  Awakening  members  have  formed  the  political 
entity  SAI,  now  called  Mutammar  Sahwat  al-Iraq  (MSI),  and  intend  to 
run — and  win — in  the  January  2009  provincial  elections. 

Threat 

The  province  has  calmed  greatly  since  2006,  when  AQI  was  at  its 
strongest.  Then,  AQI  established  the  seat  of  its  caliphate  in  Ramadi 
and  aimed  to  expel  coalition  forces  and  to  topple  Iraq’s  central  govern¬ 
ment.  The  now-diminished  AQI  was  comprised  of  about  90  percent 
Iraqis  and  10  percent  foreigners,  a  small  portion  of  whom  tended  to 
occupy  leadership  posts  and  the  rest  to  conduct  the  preponderance  of 
suicide  attacks  so  common  from  2005  to  2007.  Although  the  coalition 
and  Awakening  tribes  drove  hard-core  AQI  members  from  A1  Anbar 


46  From  the  1960s  up  until  the  year  2000,  many  Iraqi  ministers  came  from  A1  Anbar.  These 
tribal  entities  did  not  organize  in  time  for  2005  provincial  elections. 
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while  turning  tepid  members,  AQI  has,  in  the  past,  been  resilient  and 
may  maintain  supporters  within  the  community. 

A1  Anbar  has  been  the  home  of  other  insurgent  groups  that 
have  turned  against  AQI.  Many  of  these  groups’  members  have  been 
absorbed  into  such  paramilitary  organizations  as  the  Awakening  move¬ 
ment,  or  into  the  ISF.  Many  may  still  reject  the  Shi’a-led  government. 
These  Sunni  nationalists  and  Islamist  should  not  be  discounted  as  a 
viable  threat  if  they  reject  reconciliation  with  other  factions  in  Iraq  and 
seek  to  return  Sunnis  to  power.  In  addition,  there  are  large  criminal 
enterprises  that  operate  in  A1  Anbar,  as  well  as  unhelpful  foreign  influ¬ 
ences.  The  following  analysis,  however,  focuses  on  AQI. 

A1  Qaeda’s  goal  is  global,  and  AQI  had  been,  until  mid-2007,  its 
most  successful  franchise.  AQI’s  goal  in  Iraq  had  been  to  create  a  politi¬ 
cal  entity  from  which  to  build  a  caliphate — though  it  may  still  hope 
to  reach  this  goal,  its  capability  has  been  significantly  degraded.  None¬ 
theless,  AQI  as  a  political  entity  would  enshrine  strong  social  beliefs 
and  ideologies — specifically,  the  institution  of  Shari’a  law  and  other 
extreme  measures. 

AQI’s  initial  ways  were  brutal  and  indiscriminant.  In  some  ways, 
its  leaders  have  softened  their  approach  in  an  attempt  to  gain  back  sup¬ 
port  of  the  local  population.  “The  group’s  leadership  is  now  jettisoning 
some  of  its  past  tactics  to  refocus  attacks  on  American  troops,  Sunnis 
cooperating  closely  with  U.S.  forces,  and  Iraq’s  infrastructure.”47  AQI 
continues  to  use  information  operations  and  the  Internet  to  sell  its  story 
and  to  gather  support.  It  is  likely  that  AQI  maintains  an  underground 
of  supporters. 

Like  other  salafist-jihadist  groups,  AQI  depends  on  suicide  bomb¬ 
ers,  both  foreign  and  local.  AQI  still  maintains  a  presence  in  Iraq  and 
may  be  able  to  wait  out  the  coalition’s  departure. 

Besides  the  diminished  threat  from  AQI  and  other  insurgent 
groups,  criminality  and  corruption  both  pose  significant  threats  in  A1 
Anbar.  In  2006,  the  World  Bank  listed  Iraq  as  a  country  with  few 
corruption  controls,  and  Transparency  International  ranked  it  the 
second-worst  country  in  the  world  for  perceived  corruption.  Many 


47 


Paley  (2008). 
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Sunni  tribal  sheikhs  accuse  the  IIP  of  blatant  corruption  and  nepo¬ 
tism.  Also,  as  stated  by  Stuart  Bowen,  the  Special  Inspector  General  for 
Iraq  Reconstruction  (SIGIR),  in  his  testimony  to  Congress  in  March 
2008,  “corruption  in  Iraq  is  a  second  insurgency  because  it  directly 
harms  the  country’s  economic  viability  .  .  .  and  potentially  aids  insur¬ 
gent  groups  reportedly  funded  by  graft  derived  from  oil  smuggling  or 
embezzlement.”48 

Focus  Areas 

The  combination  of  Sunni  political  disaffection  and  economic  dislo¬ 
cation  following  the  liberation  of  Iraq,  along  with  the  appeal  of  reli¬ 
gious  fundamentalism,  suggests  a  need  for  wide-ranging  civil  COIN. 
Of  many  possible  priorities,  we  select  three  for  analysis: 

•  Improve  access  to  justice. 

•  Restore  economic  opportunity. 

•  Provide  electricity. 

1.  Improve  Access  to  Justice.  Better  access  to  justice  would  address 
the  issue  of  corruption  and  reliance  on  Shari’a  courts  and  would  build 
the  legitimacy  and  effectiveness  of  the  government.  It  would  address 
the  grievances  of  many  Anbaris.  Following  recent  improvements  in 
security,  the  next  effort  should  be  rehabilitating  the  judiciary  system  to 
establish  the  legitimate  rule  of  law.  A  fully  functioning  legal  and  jus¬ 
tice  system  does  not  yet  exist  in  A1  Anbar,  nor  in  Iraq  more  generally. 
Efforts  to  professionalize  the  police  force  in  A1  Anbar  have  progressed, 
but  there  is  only  one  courthouse  in  the  province,  and  few  criminals  are 
tried  and  convicted.  Additionally,  an  evidence-based  system  of  justice 
is  not  resident  in  today’s  Iraq.  The  appeals  court  has  historically  been 
located  in  Baghdad,  and,  until  judicial  infrastructure  is  established  and 
personnel  trained,  the  majority  of  the  appeals  workload  will  take  place 
there.  This  causes  delays  in  trials  and  hearings.  Justice  is  not  easily 
accessible,  nor  has  it  been  served  quickly  or  fairly  in  A1  Anbar. 


48 


Bowen  (2008). 
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2.  Restore  Economic  Opportunity.  Historically,  Anbaris  relied  on 
jobs  in  government  agencies  or  state-owned  industries.  Today,  much  of 
A1  Anbar  lacks  long-term  employment  opportunities.  IDPs  as  well  as 
returning  refugees  will  be  more  likely  to  support  criminal  opportunists 
and  insurgent  groups  in  order  to  earn  money  if  employment  opportu¬ 
nities  are  not  provided.  Since  the  decline  of  major  violence  in  A1  Anbar, 
there  have  been  more  economic  opportunities;  however,  much  of  this 
has  been  in  providing  local  security.49  Those  who  have  been  paid  to 
provide  local  security  now  need  long-term  employment  opportunities 
to  insulate  them  from  terrorist  or  insurgent  manipulation  and  criminal 
opportunities,  as  well  as  improve  to  their  support  of  the  Iraqi,  Anbari, 
and  local  governments. 

Oil  exports  account  for  approximately  90  percent  of  Iraq’s  eco¬ 
nomic  output.  A1  Anbar  derives  almost  no  money  from  this  industry 
and  has  no  usable  natural  resources  to  sell.  This,  coupled  with  a  Shi’a- 
led  centralized  government  instead  of  the  Ba’athist,  Saddam-led  gov¬ 
ernment  that  provided  patronage  to  al  Anbar ’s  Sunnis,  could  pose  a 
serious  problem  for  Al  Anbar  in  the  future.  However,  geologists  believe 
that  Al  Anbar  has  significant  oil  and  gas  reserves  yet  to  be  explored. 
Specifically,  the  Akkas  natural-gas  field  in  western  Al  Anbar  allegedly 
has  very  significant  stores  of  natural  gas,  and  the  geological  structures 
that  contain  large  oil  and  gas  resources  in  the  Persian  Gulf  states  and 
southern  Iraq  extend  into  Al  Anbar,  indicating  the  potential  for  sig¬ 
nificant  discoveries.  If  these  fields  are  explored  and  do  contain  large 
amounts  of  oil  and  natural  gas,  Anbaris  would  have  many  employment 
opportunities.  Though  it  employs  a  few  hundred  people,  Al  Anbar’s 
one  refinery,  K-3,  is  small,  and  it  lacks  pipeline  access  to  the  Bayji  oil 
facility,  which  is  the  largest  facility  outside  of  southern  Iraq.  In  this 
focus  area,  we  considered  modernization  of  the  K-3  refinery  to  illus¬ 
trate  our  approach. 

3.  Provide  Reliable  Electricity.  Electricity  and  the  associated  criti¬ 
cal  infrastructure  required  for  industry  and  for  long-term  employment 


49  Anbar’s  Awakening  spread  to  other  provinces,  which  adopted  such  monikers  as  Sons  of 
Iraq  and  Concerned  Local  Citizens,  some  of  whom  are  now  being  paid  by  the  Shi’a-led  Min¬ 
istry  of  Interior.  In  Al  Anbar,  many  Awakening  members  have  joined  the  ISF. 
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opportunities  are  critical  to  stability  in  A1  Anbar.  Reliable  electricity 
is  key  to  successfully  implementing  all  focus  areas  and  promoting  sta¬ 
bility  in  A1  Anbar.  The  chief  of  staff  to  the  prime  minister,  Tariq  al- 
Abdullah,  summed  this  up  by  noting  that, 

When  the  electricity  supply  is  restored,  we  will  be  able  to  oper¬ 
ate  some  of  the  factories  that  require  electricity.  This  will  lead  to 
employing  a  large  number  of  unemployed  people.  Furthermore, 
we  are  in  the  process  of  maintaining  the  pipeline  for  petroleum 
by-products  from  Bayji  to  al  Anbar  to  help  operate  electricity  sta¬ 
tions  and  a  modem  refinery.  When  the  crude  oil  pipeline  starts 
to  operate,  it  will  also  help  operate  a  modem  refinery,  which  in 
turn  helps  provide  petroleum  by-products  to  the  people  of  the 
governorate.50 

While  providing  reliable  electricity  service  would  increase  the 
effectiveness,  legitimacy,  and  reach  of  the  government  in  and  of  itself, 
we  focus  here  on  the  smaller  task  of  providing  reliable  electricity  for 
one  well-defined  location,  such  as  a  small  town  or  factory. 


Summary  Observations  and  Analysis 

The  three  cases  just  summarized  underscore  the  importance  of  govern¬ 
ment  effectiveness,  legitimacy,  and  reach  in  countering  insurgency.  For 
the  people  of  Nord-Kivu,  the  DRC  government  in  Kinshasa  matters 
little  and  does  even  less.  This  is  because  the  DRC  government,  which 
is  not  very  effective  even  close  to  the  national  capital,  has  essentially  no 
reach — transport,  communications,  civil  authority,  political  influence, 
economic  relevance — to  Nord-Kivu.  To  think  that  Nord-Kivu’s  people 
can  be  won  over,  and  its  insurgents  defeated,  by  extending  the  author¬ 
ity  and  improving  the  services  of  Kinshasa  is  to  ignore  the  physical 
and  political  geography  of  one  of  the  world’s  least  developed  and  most 
sprawling  “nation-states”  (to  use  the  term  generously).  While  provin¬ 
cial  and  district  governments  in  Nord-Kivu  are  also  weak,  corrupt,  and 


5°  Al-Azzuni  (2008). 
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lacking  in  popular  support,  they  at  least  have  some  potential  by  virtue 
of  proximity. 

Despite  all  that  has  happened  in  Afghanistan  since  the  Soviet 
invasion  of  1979,  there  is  nothing  fundamentally  new  about  the  rela¬ 
tionship  between  Kabul  and  the  tribes  of  the  “Pashtun  Belt”  in  which 
Nangarhar  lies.  Afghan  national  governments  have  rarely  had  much 
authority  over  or  acceptance  among  most  Pashtuns,  and  attempts  to 
gain  control  tend  to  provoke  resistance.  Apart  from  poor  transport  and 
communications,  two  factors  make  national  government  problematic. 
First,  tribal  relationships  are  deep  in  the  fabric  of  Afghan  politics,  and 
local  governments  are  largely  tribal,  informally  if  not  formally.  Second, 
Afghans  are  typically  preoccupied  with  their  immediate  lives — fam¬ 
ily  well-being,  getting  farm  goods  to  market,  settling  problems  with 
neighbors — partly  as  a  result  of  a  terrain  that  tends  to  isolate.  Conse¬ 
quently,  their  allegiances  are  based  mainly  on  who  provides  practical 
help.  As  U.S.  military  officers  and  civilian  officials  in  the  province  have 
come  to  understand,  it  is  the  effectiveness  and  legitimacy  of  local  and 
district  authorities  that  will  prevent  people  in  the  towns  and  farms  of 
Nangarhar  from  yielding,  or  turning,  to  the  Taliban.  Reach  should  be 
measured  not  by  the  long  arm  of  the  government  in  Kabul  but  by  the 
responsiveness  of  local  and  provincial  authorities. 

A1  Anbar  province  had  been  the  heart  of  Sunni  Iraq’s  rejection 
of  the  country’s  post-Saddam,  Shi’a-dominated  national  government. 
Although  the  performance  of  the  national  government  leaves  much  to 
be  desired,  especially  for  Sunnis,  the  issue  is  not  only  one  of  ineffective¬ 
ness  but  also  one  of  illegitimacy.  There  are  different  ways  of  addressing 
this  problem  politically,  from  turning  Iraq  into  a  loose  confederation 
to  institutionalizing  power-sharing  at  the  national  level.  For  years,  U.S. 
diplomats  and  commanders  have  tried  to  help  broker  the  latter.  In  any 
case,  civil  COIN  measures  to  meet  the  needs  and  earn  the  support  of 
the  people  of  A1  Anbar  will  necessarily  be  skewed  toward  local  pro¬ 
vincial  government.  Just  as  the  tribal  chiefs  and  political  leaders  of  A1 
Anbar  have  been  instrumental  in  opposition  to  Shi ’a  elements  control¬ 
ling  the  national  government,  they  are  the  key  to  ensuring  that  opposi¬ 
tion  is  not  violent. 
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All  three  cases  show  how  the  failings  of  government  can  motivate 
people  to  tolerate,  if  not  support  or  join,  an  insurgency,  especially  where 
the  reach  of  government  is  weak.  In  Nord-Kivu,  insurgency  and  other 
forms  of  violence  can  be  explained  mostly  as  a  matter  of  opportunity. 
Government  in  what  was  already  a  backward  province  suffered  badly 
under  the  rule  and  then  the  collapse  of  a  kleptocratic  national  regime, 
was  invaded  by  multiple  forces  from  neighboring  states,  and  has  been 
pillaged  by  every  force,  internal  and  external.  Enrichment,  rape,  and 
revenge  provide  as  much  motivation  for  violence  as  political  causes  do. 
Nord-Kivu  reveals  what  is  as  much  a  case  of  comprehensive  and  violent 
state  failure  as  it  is  a  case  of  insurgency.  But  it  is  no  less  crucial  to  con¬ 
duct  civil  measures  to  remedy  government  weakness  and  thus  lessen 
the  opportunity  and  propensity  for  violence — measures  that  cannot 
wait  for  Nord-Kivu  as  a  whole  to  be  made  secure. 

Nangarhar  illustrates  how  both  insurgent  motivations  and  oppor¬ 
tunities  can  result  from  the  lack  of  government  effectiveness,  legitimacy, 
and  reach.  The  Taliban  exploit  Pashtun  dissatisfaction  with  national, 
provincial,  and  district  government.  Physical  and  political  conditions 
prevent  the  province  from  realizing  its  productive  potential,  deepening 
dependence  on  growing  poppy,  facilitated  and  exploited  by  the  Taliban. 
And  because  insurgents  depend  less  on  infrastructure  than  government 
agencies  and  forces  do,  they  are  at  an  advantage  when  infrastructure  is 
as  poor  as  it  is  in  Nangarhar. 

In  A1  Anbar,  the  post-invasion  breakdown  in  authority,  public 
service,  and  population  security  fueled  resentment  toward  a  national 
government  that  is,  in  any  case,  viewed  as  unrepresentative  if  not  inim¬ 
ical  to  Sunnis  and  the  Sunni  concept  of  Iraq,  enabling  insurgents  to 
appeal  for  support  on  patriotic  and  sectarian  grounds.  The  same  break¬ 
down  allowed  insurgents  to  operate  with  impunity  and  to  attack  offi¬ 
cial  structures  and  symbols.  The  A1  Anbar  insurgency  was  motivated 
by  opposition  to  the  new  national  order  and  occupation  by  a  foreign 
power  and  made  possible  by  the  weakness  of  the  Iraqi  government. 

The  chosen  focus  areas  of  A1  Anbar,  Nangarhar,  and  Nord-Kivu 
also  illustrate  where,  how,  and  by  whom  civil  COIN  measures  should 
be  carried  out,  which  bears  on  how  to  provide  security  for  them.  Just 
as  each  focus  area  was  chosen — and,  in  the  real  world,  should  be 
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chosen — according  to  the  COIN  goal  of  improved  government  effec¬ 
tiveness,  legitimacy,  and  reach,  the  manner  in  which  each  is  carried  out 
should  also  reflect  this  goal.51  Usually,  proximity  to  the  population  is 
critical  for  the  effectiveness  and  legitimacy  of  civil  structures  and  activ¬ 
ities,  such  as  delivery  of  services  of  value  to  most  ordinary  inhabitants 
and  creation  of  opportunities  for  markets,  enterprise,  and  employment. 
This  suggests  a  prevalence  of  decentralized  civil  COIN  measures.  At 
the  same  time,  some  civil  COIN  functions  can  and  should  be  cen¬ 
tralized,  such  as  training  those  who  deliver  public  services,  maintain¬ 
ing  equipment  for  reconstruction,  and  building  institutional  capacity 
for  ministries  of  the  state.  Additionally,  the  mobility  of  people  and 
things  to  and  from  the  center  and  periphery,  and  around  the  periph¬ 
ery,  is  important,  if  not  essential.  While  this  may  seem  obvious,  it  has 
major  implications  for  ICONOPS:  Securing  decentralized  activities 
and  movements  among  them  presents  very  different  challenges  than 
securing  centralized  locations. 

Analysis  of  civil  COIN  focus  areas  provides  decision-makers  with 
options  for  how  to  address  government  shortcomings,  e.g.,  centralized, 
mobile,  or  decentralized.  The  method  we  present  is  most  useful  when 
there  are  choices,  because  a  key  aspect  of  securing  civil  COIN  is  the 
trade-offs  between  the  best  approaches  from  the  perspective  of  improv¬ 
ing  effectiveness,  legitimacy,  and  reach,  and  how  to  use  limited  security 
resources.  For  example,  roads  can  be  built  in  essentially  one  way.  From 
the  standpoint  of  integrated  security  and  civil  planning,  the  choice 
boils  down  to  building  them  or  not.  The  proposed  method  does  not 
add  much  to  this  decision,  though  identifying  roads  as  a  key  contribu¬ 
tor  to  the  COIN  effort  remains  important.  In  contrast,  health  care 
can  be  provided  in  a  variety  of  ways — decentralized,  centralized,  or 


51  Note  that  this  goal  is  important — while  improving  the  services  might  help  this  goal,  how 
services  are  improved  will  be  important  to  changing  this  perception.  For  example,  if  the 
government  provides  services,  this  would  likely  have  a  better  effect  than  if  a  foreign  NGO 
does.  In  this  analysis,  our  goal  is  success  at  COIN,  not  maximizing  humanitarian  assistance. 
So,  we  would  choose  the  less  effective  government  provision  of  service  over  a  more  effective 
foreign  NGO  if  the  former  contributes  more  to  the  COIN  effort  of  improving  effectiveness, 
legitimacy,  and  reach  of  the  government.  The  goal  is  to  improve  the  COIN  effort,  not  the 
delivery  of  a  service.  They  are  related,  but  not  identical. 
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mobile — which  provides  choices  and  therefore  can  benefit  more  from 
the  concepts  suggested  here. 

Informed  by  but  not  limited  to  the  three  cases,  we  have  identi¬ 
fied  for  each  of  the  exemplary  civil  COIN  focus  areas  (a)  types  of  civil 
COIN  activities,  (b)  implementation  options  for  these  activities,  and 
(c)  likely  or  preferred  implementing  actors.  Types  of  activities  consist 
of  such  commonplace  efforts  as  constructing  facilities,  training  ser¬ 
vice  providers,  shipping  materials,  and  delivering  services  to  the  people. 
Implementation  approaches  are  categorized  as  decentralized ,  in  which 
the  service  is  located  near  the  recipients;  centralized,  in  which  the  recip¬ 
ients  come  to  a  central  location  for  the  service;  and  mobile,  in  which 
providers  bring  a  service  temporarily  to  the  recipients.  Of  course,  most 
activities  combine  these  approaches,  with  varying  emphasis.  Each 
approach  has  distinct  security  implications,  which  will  be  discussed  in 
the  next  two  chapters. 

Since  the  goal  is  to  improve  the  effectiveness,  legitimacy,  and 
reach  of  the  government,  the  issue  of  who  implements  the  activity  can 
have  a  major  impact.  For  example,  foreign  military  forces  may  be  able 
to  provide  inoculations  to  children  in  a  remote  village,  though  this 
can  spotlight  the  indigenous  government’s  inability  to  do  so  and  can 
be  exploited  by  insurgent  propaganda.  It  may  be  that  some  function 
or  service  is  so  important  and  time  sensitive  that  it  must  be  done  by 
foreign  actors,  but  it  would  contribute  more  to  the  effectiveness,  legiti¬ 
macy,  and  reach  of  the  government  to  train  indigenous  actors  to  per¬ 
form  the  needed  function. 

Against  the  backdrop  of  the  three  cases,  each  focus  area  was  ana¬ 
lyzed  from  an  operational  standpoint  for  the  purpose  of  better  under¬ 
standing  the  patterns  of  civil  COIN  and  thus  how  to  provide  security. 
This  is  summarized  in  Table  2.1. 

Several  generalizations  can  be  made  about  these  focus-area  assess¬ 
ments  that  bear  importantly  on  securing  civil  COIN.  First,  among 
what  would  seem  to  be  a  representative  set  of  civil  COIN  endeavors,  we 
find  a  high  reliance  on  decentralized  activities  and  on  movement  among 
locations.  In  addition,  we  find  that  civil  COIN  tends  to  involve  a  com¬ 
bination  of  indigenous  and  foreign  actors,  with  the  former  typically, 
and  preferably,  prominent  in  direct  delivery  of  services  and  the  latter  in 
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training,  other  capacity-building,  and  technical  assistance.  Generally 
speaking,  the  importance  of  government  legitimacy,  in  the  eyes  of  the 
population,  argues  for  a  “light  footprint”  of  foreign  assistance. 

Finally,  we  find  that  high-priority  civil  COIN  activities  can 
make  attractive  targets  for  insurgents,  not  only  because  of  their  impor¬ 
tance  in  the  struggle  for  the  people’s  allegiance  but  also  because  they 
are  inherently  vulnerable.  Their  distributed  character  and  reliance 
on  mobility — both  of  which  are  crucial  for  the  effectiveness  of  civil 
COIN — compound  their  vulnerability  and  the  challenge  of  securing 
them.  In  other  words,  given  the  need  to  reach  out  to  and  provide  access 
to  the  population,  civil  COIN — done  right — is  indeed  risky.  This  con¬ 
firms  this  study’s  premise  that  it  will  take  major  improvements  in  the 
way  civil  COIN  is  protected  to  enable  it  to  contribute  fully  to  defeat¬ 
ing  insurgent  threats.  These  observations,  and  whatever  general  pat¬ 
terns  appear,  will  have  a  major  bearing  on  the  task  of  conducting  civil 
COIN  under  fire  and,  specifically,  in  developing  ICONOPS  in  the 
next  chapter. 


Table  2.1 

Focus-Area  Analysis 


Preferred 

Implementation  Security 

Focus  Area  Importance  Types  of  Activities  Approach  Primary  Implementer  Considerations 


Land  Land  disputes  are 

reform  and  a  major  source  of 

arbitration  discontent  and 

conflict. 


Create  government 
arbitration  centers. 
Train  officials.  Hear 
arbitration  cases. 


Mainly  distributed 
and  mobile,  with 
training  centralized 


Indigenous 
arbitration  officials 
and  services,  with 
foreign  training  and 
advisory  support 


Primary 

education 


Severe  lack  of  schools 
for  children  weakens 
society,  economy, 
and  respect  for 
government. 


Build  or  repair 
schools.  Train 
teachers.  Conduct 
classes. 


Highly  distributed,  Indigenous  teachers, 
with  some  with  centralized 

centralized  teacher  foreign  official  or 

training  and  mobility  NGO  support 


Building  roads  Lack  of  roads  sustains 
poverty,  discredits 
government,  and 
hampers  COIN 
operations. 


Repair  roads.  Create 
construction  sites. 
Ship  equipment  and 
materials.  Provide 
technical  assistance. 


Distributed  and 
mobile,  with  key 
nodes 


Indigenous  agencies 
and  business,  with 
foreign  support 


Orchards 


Provides  alternative 
enterprise  to  poppy. 


Provide  training.  Ship 
materials  and  goods. 
Encourage  local 
planting,  growing, 
and  harvesting. 


Highly  distributed 
and  mobile 


Indigenous  farmers, 
business,  and 
government,  with 
foreign  technical 
support 


Insurgents  prey  on 
land  disputes  and 
related  violence. 
However,  with  little 
chance  to  steal  or 
extort,  threat  is 
moderate. 

Symbolism  of  schools 
makes  them  inviting 
targets,  especially  if 
they  teach  contrary  to 
insurgent  ideology. 

Insurgents  are  highly 
motivated  to  attack 
construction  sites  or 
key  road-network 
nodes  (e.g.,  bridges). 

Orchards  themselves 
are  vulnerable,  but 
each  one  may  not  be 
a  high-value  target. 
Distribution  may  be  a 
more  inviting  target. 
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Table  2.1 — Continued 


Focus  Area 

Importance 

Types  of  Activities 

Preferred 

Implementation 

Approach 

Primary  Implementer 

Security 

Considerations 

Industrial 

parks 

Local  economic 
enterprise 
strengthens 
resistance  to  Taliban 
and  gives  population 
a  stake  in  supporting 
government. 

Set  up  construction 
sites.  Build 
connectors  (road 
and  utility).  Deliver 
supplies  and  ship 
goods.  Provide 
technical  assistance. 

Centralized  (e.g.,  at 
district  level)  and 
mobile 

Indigenous  workers, 
government,  and 
businesses,  with 
foreign  support 

High-value  targets 
for  insurgents 
determined  to 
destroy  economic 
development. 

Justice  sector 

Fair  and  efficient 
rule  of  law  would 
address  popular 
need,  reduce  crime 
and  violence, 
and  undermine 
insurgents. 

Train  magistrates 
and  staff.  Build  and 
repair  court  facilities. 
Conduct  sessions. 

Distributed  and 
mobile,  with  some 
centralized  training 
and  higher  courts 

Indigenous 
government  with 
foreign  support 

High-value  targets 
for  insurgents 
determined  to 
destroy  government 
legitimacy  based  on 
rule  of  law. 

Hydrocarbon- 

based 

value-added 

enterprise 

Unemployment 
can  discredit 
government  and  aid 
insurgent  recruiting. 

Build  and  repair 
refineries.  Train 
workers  and 
managers.  Build 
connectors  (roads, 
utilities,  pipelines). 

Centralized  and 
decentralized  small 
facilities  and  mobile 

Indigenous 
government  and 
business,  with 
foreign  government 
and  business  support 

Refineries  and 
pipelines  are  high- 
value  targets. 
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CHAPTER  THREE 


Integrated  Analysis,  Integrated  Approach 


Civil-Military  "Integration" 

In  our  concept,  lowering  the  risk  to  civil  COIN  activities  distributed 
throughout  areas  where  violence  persists  requires  that  civil  and  military 
COIN  operations  be  integrated  for  this  purpose.  For  other  purposes, 
civil-military  integration  is  unnecessary:  Coordination  will  do.  Coordi¬ 
nation  can  be  thought  of  as  aligning  separate  activities  with  a  common 
purpose.  Integration  means  uniting  activities  into  a  single,  functioning 
whole.1  While  the  term  integration  is  often  used  rather  loosely,  the  idea 
of  integrating  civil  and  military  operations  cannot  be  taken  lightly,  for 
U.S.  civil  and  military  institutions,  lines  of  authority  (e.g.,  command 
and  control),  and  personnel  are  geared  for  this.  Therefore,  a  strong  and 
clear  case  has  to  be  made. 

A  core  tenet  of  COIN,  given  its  essence  as  a  political  struggle,  is 
that  civil  and  military  efforts  must  be  harmonized.  This  is  belabored 
in  the  literature  and  military  field  manuals  of  COIN,  and  rightly  so. 
In  practice,  it  tends  to  mean  open  communications  and  synchronized 
efforts  between  the  two  sides.  When  it  comes  to  performing  vulnerable 
civil  COIN  where  insurgent  threats  persist,  we  contend  that  civil  and 
security  operations  must  be  conceived  and  carried  out  in  a  genuinely 
unified  fashion.  Specifically,  managing  risk,  allocating  forces  to  civil 
efforts  with  the  greatest  COIN  payoff,  responding  to  fluid  threats,  and 
optimizing  the  employment  of  civil  and  military  resources  demand 
integration,  not  just  at  headquarters  but  on  the  ground. 


1  Definitions  drawn  from  Merriam-Webster  (2003). 
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Given  how  demanding  true  integration  can  be,  we  want  to  be 
precise  about  the  requirement.  When  an  insurgency  has  been  defeated 
in  or  cast  out  of  an  area,  economic  and  political  reconstruction  and 
development  can  proceed  as  they  would  under  post-conflict  condi¬ 
tions;  security  is  routine,  and  operations  do  not  need  to  be  integrated. 
When  insurgents  have  complete  control,  civil  COIN  operations  are 
infeasible  (unless  and  until  the  government  contests  insurgent  control). 
Direct  military  operations  against  insurgents  should  be  coordinated 
but,  obviously,  not  integrated  with  civil  COIN  activities.  Thus,  in  prac¬ 
tice,  integration  (properly  defined)  is  not  always  needed. 

The  conditions  under  which  civil-military  operations  do  need  to 
be  integrated  are  very  specific,  as  depicted  (in  the  shaded  cell)  in  the 
matrix  in  Table  3.1.  While  these  conditions  are  specific,  they  are  also 
profoundly  important,  for  reasons  already  noted:  (a)  conducting  civil 
COIN  in  contested  areas  can  be  helpful,  if  not  essential,  in  defeat¬ 
ing  insurgents  and  gaining  control;  and  (b)  civil  COIN,  done  right, 
is  highly  vulnerable  in  contested  areas.  The  prescriptions  offered  in 
this  study,  including  the  specific  idea  of  integrated  operations,  are  con¬ 
cerned  with  this  case. 

Our  analysis  of  how  to  secure  civil  COIN  in  contested  areas  is 
based  on  (a)  an  assessment  of  the  focus  areas  of  Nangarhar,  Nord-Kivu, 
and  A1  Anbar,  summarized  in  the  preceding  chapter;  (b)  the  best  and 
most  relevant  of  an  abundant  literature  on  COIN;  and  (c)  decades 
of  aggregate  experience  of  the  members  of  the  research  team  as 


Table  3.1 

Military  Coordination  and  Integration  with  Civil  COIN 


Control  of  Territory 

Direct  Military  Operations 
Against  Insurgents 

Securing  Civil  COIN 

Insurgents 

Minimal  coordination 

No  civil  COIN 

Contested 

Coordinated  with  civil 

Integrated  civil-military 

COIN  efforts 

operations 

Government 

Not  applicable 

Routine  security  for  civil 

COIN 
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practitioners  and  researchers  of  COIN.2  The  starting  point  for  consid¬ 
ering  how  to  secure  civil  COIN  in  contested  areas  is  analysis  of  civil 
COIN  itself. 


The  Nature  of  Civil  COIN 

There  are  four  broad  types  of  civil  COIN: 

•  Indigenous  capacity -building:  e.g.,  public-sector  reform  and 
institution-building,  civil-service  training,  infrastructure  refur¬ 
bishment,  human-capital  development,  training  public-service 
providers  (teachers,  doctors) 

•  Public-service  gap-filling  (as  indigenous  capacity  is  being  built): 
e.g.,  public  education,  population  security  functions,  public  health 
services,  justice  and  correction  services,  civil  administration 

•  Fostering  development  to  create  livelihood  opportunities :  e.g.,  job 
training  and  placement  of  ex-combatants,  fostering  direct  invest¬ 
ment  and  marketplaces,  production  areas,  and  distribution  links 

•  Emergency  humanitarian  relief:  e.g.,  supplying  those  in  dire  need 
with  food,  water,  shelter,  sanitation,  and  urgent  medical  care, 
whether  by  international  or  local  agencies. 

The  significance  of  these  types  of  civil  COIN  can  be  understood 
by  considering  the  life  cycle  of  a  typical  insurgency  (if  such  a  thing 
exists)  (Figure  3.1).  Figure  3.1  represents  conceptually  the  effectiveness 
and  legitimacy  of  government,  on  the  vertical  axis,  over  time,  on  the 
horizontal.  (Serious  insurgencies  last  an  average  of  roughly  a  decade.)3 
It  assumes  that  the  strength  of  the  insurgency  is  closely  and  inversely 
related  to  the  effectiveness  and  legitimacy  of  the  government;  thus, 
both  can  be  shown,  notionally,  on  the  vertical  axis. 

At  the  outset,  insurgencies  may  form  when  a  government  fails 
to  provide  adequately  for  the  needs  and  hopes  of  its  population.  In 


2  See  “About  the  Authors”  at  the  end  of  this  volume. 

3  See  Gompert,  Gordon,  et  al.  (2008). 
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Figure  3.1 

Life  Cycle  of  Insurgency 


demand  urgent  succeeds  and  insurgency 

international  response  shrinks 

Time 
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most  cases,  the  combination  of  poor  insurgent  organization,  improved 
government  performance,  and  good  intelligence  and  police  extinguish 
such  “proto-insurgencies”  before  they  take  hold.4  If  not,  they  can  inten¬ 
sify  and  spread,  further  exposing  and  aggravating  government  weak¬ 
nesses.  If  the  government  uses  force  injudiciously  and  indiscriminately 
while  also  failing  to  meet  popular  demands,  its  legitimacy  may  suffer 
in  the  eyes  of  an  abused  and  aggrieved  population,  to  the  benefit  of  the 
insurgents. 

A  point  may  be  reached  at  which  the  insurgency  is  so  strong,  gov¬ 
ernment  so  weak,  violence  so  severe,  and  human  conditions  so  dire  that 
emergency  relief  efforts  may  have  to  be  mounted,  usually  by  foreign 
governments,  international  institutions,  and  NGOs.  At  the  same  time, 
foreign  military  intervention  might  occur.  Despite  intervention,  condi¬ 
tions  may — and  often  do — deteriorate  to  the  point  that  the  insurgents 


4 


Byman  (2007). 
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prevail  over  the  government,  whether  by  military  victory,  government 
collapse,  withdrawal  of  foreign  support,  or  negotiation.5 

If,  instead,  a  government  and  its  international  backers  are  able  to 
stem  insurgent  gains,  the  opportunity  may  exist  for  a  balanced,  and 
ultimately  successful,  civil-military  COIN  campaign.  In  that  event, 
when  security  forces  are  able  to  get  violence  below  the  threshold  above 
which  civil  efforts  cannot  operate  at  acceptable  levels  of  risk,  the  gov¬ 
ernment  can  begin  to  perform  its  duties  capably  throughout  its  terri¬ 
tory,  normally  with  sustained  international  help  and  political  pressure. 
Final  and  lasting  success  comes  when  the  government  achieves  effec¬ 
tiveness  and  legitimacy  that  exceed  the  pre-insurgency  level,  at  which 
time  the  need  for  international  assistance  returns  to  normal. 

From  the  standpoint  of  providing  security,  it  is  important  to  recog¬ 
nize  that  the  relative  significance  of  the  four  broad  types  of  civil  COIN 
just  described  vary  across  this  typical  life  cycle:  Capacity-building  and 
creation  of  livelihood  opportunities  may  be  the  highest  priorities  when 
an  insurgency  is  either  young  and  relatively  weak  or  old  and  relatively 
weak.  These  missions  have  now  assumed  priority  in  A1  Anbar  and  else¬ 
where  in  Iraq  where  the  high-water  mark  of  insurgency  appears  to  have 
passed.  Gap-filling  may  be  a  higher  priority  when  the  indigenous  gov¬ 
ernment  being  challenged  is  so  lacking  in  capacity  and  legitimacy  that 
it  will  take  longer  to  build  these  qualities  than  it  will  for  the  insurgency 
to  succeed.  This  is  the  case  in  much  of  Afghanistan,  where  government 
weakness  and  corruption  persist,  and  of  course  in  Nord-Kivu,  where 
government  barely  functions.  Emergency  humanitarian  relief  may  be 
needed  when  order,  safety,  and  government  functions  collapse  to  the 
point  that  large  numbers  of  people  are  at  extreme  risk  of  death  or  dis¬ 
placement.  As  this  is  being  written,  Nord-Kivu  has  descended  (once 
again)  into  this  condition  in  which  the  sheer  saving  of  lives  takes  prior¬ 
ity  over  other  forms  of  civil  COIN. 

While  the  content  of  civil  COIN  will  shift  over  the  life  span  of  an 
insurgency,  it  is  important  to  keep  in  mind  that  the  ultimate  goal  is  to 
make  indigenous  government  self-sufficiently  effective  and  legitimate 


5  Gompert,  Gordon,  et  al.  (2008)  find  no  positive  correlation  between  the  scale  of  foreign 
military  intervention  and  the  defeat  of  insurgents  (n.b.,  Indo-China,  Algeria,  Afghanistan). 
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throughout  the  territory  for  which  it  is  responsible.  After  all,  the  fail¬ 
ings  of  government  contributed  to  the  motivation  and  opportunity  for 
insurgency  in  the  first  place.  It  cannot  be  emphasized  too  strongly  that 
all  types  of  civil  COIN  should  be  undertaken  with  a  view  toward  the 
need  to  build  indigenous  governmental  effectiveness  and  legitimacy. 
Yet,  capacity-building  takes  time:  The  more  deficient  the  government 
and  the  stronger  the  insurgency,  the  longer  it  takes  to  correct  deficien¬ 
cies,  and  the  more  acute  is  the  risk  to  civil  COIN. 

In  the  meantime,  the  United  States  and  other  international  actors 
cannot  ignore  the  demands  of  the  population  for  basic  services,  espe¬ 
cially  if  the  insurgents  offer  an  alternative  source  of  service.  Although 
the  Taliban  are  not  noted  for  the  quality  of  public  service  they  pro¬ 
vide,  other  groups — Hamas  and  Hizballah,  for  instance — are  often 
able  and  eager  to  fill  the  void  left  by  poor  governance.  Even  the  Tali¬ 
ban  were  initially  supported,  as  they  provided  security  to  a  population 
being  brutalized  by  competing  warlords;  however,  this  changed  after 
the  Taliban  adopted  many  of  the  ways  of  the  warlords  they  deposed. 
Because  unmet  public  demands  can  benefit  the  insurgents,  interna¬ 
tional  partners  and  institutions  must  try  to  meet  them.  Getting  the 
relationship  between  gap-filling  and  capacity-building  right  is  one  of 
the  hardest  and  most  important  challenges  in  COIN  strategy,  gener¬ 
ally  and  in  specific  cases. 

An  important  distinction  exists  with  respect  to  the  types  of  civil 
COIN  that  might  be  undertaken  when  violence  is  at  a  level  that  does 
not  preclude  civil  actions  but  is  high  enough  to  affect  civilian  opera¬ 
tors’  ability  to  function.  In  these  cases,  civil  COIN  efforts  should  be 
targeted  at  undercutting  the  insurgency  or  boosting  the  government. 
For  example,  during  periods  of  conflict,  incomes  tend  to  drop,  while 
long-term  projects  with  no  immediate  payoff  are  subject  to  interdiction 
and  are  of  marginal  use  in  mitigating  the  worst  effects  of  the  existing 
situation.  There  are  myriad  examples  of  large  and  costly  construction 
projects  in  Iraq  that  could  not  be  properly  completed  and  had  marginal 
impact  on  the  situation  despite  a  collective  price  tag  in  the  billions 
of  dollars.6  Military  commanders  and  Iraqi  ministers  came  to  prefer 


6  Author’s  experience  in  Iraq  2004,  2006-2007,  and  Bowen  (2009). 
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labor-intensive  projects  with  near-term  local  benefits  that  would  help 
turn  the  population  against  the  insurgents.7 

The  most  important  phase,  for  purposes  of  this  study,  is  when 
large-scale  COIN  is  under  way  in  response  to  large-scale  insurgency 
(phase  III  in  Figure  3.1).  Taking  a  closer  look,  Figure  3.2  illustrates 
the  desired  relationship  of  capacity-building  and  gap-filling  as  COIN 
proceeds.  The  goal,  again,  is  to  sap  the  insurgency’s  potency — its  moti¬ 
vation  and  opportunities — by  enhancing  government  effectiveness, 
legitimacy,  and  reach  (signified  by  “E,  L,  R”). 

Capacity-building  should,  when  possible,  take  precedence  over 
gap-filling.  The  delivery  of  public  services  by  international  organiza¬ 
tions  may  relieve  demand  and  improve  lives  but  may  also  remind  the 

Figure  3.2 

Closing  the  Capacity  Gap 


7  Author  experiences  as  the  director  of  the  U.S.  Embassy  Baghdad’s  policy,  planning,  and 
analysis  office  in  2006-2007  and  discussions  with  Iraqi  ministers  and  U.S.  general  officers, 
2004,  2006-2007. 


66  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


population  that  its  government  is  not  capable  of  delivering  these  ser¬ 
vices.  As  capacity-building  progresses,  the  need  for  gap-filling  should 
recede,  along  with  the  potency  of  insurgency,  as  the  figure  suggests. 

Capacity-building  should  not  be  confined  to  national  govern¬ 
ment.  In  Nord-Kivu,  Nangarhar,  and  A1  Anbar,  lack  of  effectiveness, 
legitimacy,  and  reach  of  national  government  has  prolonged  foreign 
gap-filling.  Where  the  potential  of  national  government  is  limited  by 
geography,  culture,  demography,  or  other  factors  beyond  the  control  of 
COIN,  capacity-building  must  stress  regional,  provincial,  district,  and 
local  government  capacity-building.  The  importance  of  both  official 
and  unofficial  local  authority  is  evident  in  Afghanistan  today  (and, 
arguably,  should  have  been  evident  to  U.S.  authorities  all  along).  This 
is  noteworthy  because  decentralization  of  governing  authority  implies 
decentralized  civil  COIN  capacity-building,  which,  in  turn,  affects 
how  security  can  be  provided. 

As  the  quality  and  performance  of  government  at  every  level  are 
improved,  although  the  state’s  condition  may  be  far  from  perfect,  or 
perfectly  secure,  the  COIN  campaign  is  on  a  trajectory  to  succeed. 
This  places  a  limit  on  what  should  be  defined  as  civil  COIN  under  fire 
(thus  the  notation  “outside  of  scope”  in  the  figure).  For  example,  in 
Nangarhar  and  Nord-Kivu,  poor  and  non-existent  roads  are  a  manifes¬ 
tation  of  the  inadequacy  of  government  and  work  to  the  advantage  of 
insurgents  (and  criminals).  An  important  civil  COIN  measure,  there¬ 
fore,  is  to  repair  or  build  roads — activity  that  requires  security.  Once 
built  and  repaired,  however,  providing  security  for  all  who  travel  on 
all  roads  is  a  different  matter.  Most  countries  are  not  preoccupied  with 
providing  security  along  their  road  systems  for  the  simple  reason  that 
they  do  not  face  insurgencies.  For  those  that  do  face  insurgencies,  the 
strategy  should  be  to  defeat  them  by  a  combination  of  direct  operations 
and  doing  a  better  job  of  addressing  the  population’s  needs — e.g.,  by 
building  or  repairing  roads  so  that  the  population  will  turn  against  the 
insurgents,  rather  than  by  attempting  to  secure  an  entire  national  road 
system. 

Civil  COIN,  as  already  noted,  should  also  seek  to  expand  oppor¬ 
tunities  for  the  population’s  livelihood.  Comprehensive  government- 
sponsored  job  creation  is  of  dubious  value.  But  targeted  job-training 
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and  placement  services  for  ex-combatants,  reconcilable  insurgents,  and 
contested  communities  stricken  with  poverty  can  be  a  critical  COIN 
measure.8  In  addition,  the  government  and  its  supporters  can  foster  pro¬ 
duction,  trade,  and  employment  by  improving  infrastructure,  the  rule 
of  law,  integrity,  financing  capacity,  distribution,  marketplace  facilities, 
stable  currency,  and  sound  economic  policy.  As  depicted  in  Figure  3.3, 
creating  good  economic  conditions  can  help  lower  the  potential  for 
insurgency  by  increasing  the  population’s  satisfaction  with  and  support 
for  government,  thus  hastening  the  day  when  economic  activity  can  be 
carried  out  without  the  particular  danger  of  insurgency. 

Figure  3.3 

Livelihood:  Production  and  Markets 


8  The  importance  of  job  training  for  ex-combatants  is  evident  in  both  positive  and  negative 
examples.  Failure  to  provide  such  programs  in  2003-2006  left  hundreds  of  thousands  of 
Iraqi  ex-insurgents  and  other  ex-combatants  available  for  continued  violence.  More  recently, 
programs  to  offer  civilian  job  training  and  placement  for  a  significant  fraction  of  Sunni 
“Sons  of  Iraq”  are  essential  for  removing  them  from  fighting. 
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The  Practicalities  of  Civil  COIN 

A  prerequisite  for  reducing  the  vulnerability  of  civil  COIN  is  to  under¬ 
stand  civil  COIN  at  the  practical  level.  As  a  first  step,  the  four  broad 
categories  of  civil  COIN  mentioned  earlier  can  be  broken  down  into 
more-concrete  activities,  such  as  the  following: 

•  emergency  humanitarian  relief 

-  direct  distribution  of  food,  shelter,  and  medicine 

-  care  for  IDPs 

-  restoration  of  essential  services 

•  filling  gaps 

-  public  health:  clinics,  hospitals,  health  professionals,  medi¬ 
cines,  sanitation 

-  primary  education:  schools,  teachers,  books 

-  essential  needs:  water,  sanitation,  power  generation 

-  administration:  records,  regulations,  civil-service  pay 

-  currency:  availability  and  integrity 

-  communications:  wireless 

•  building  capacity 

-  physical  and  human  capacity  for  providing  health  and  educa¬ 
tion  services 

-  justice  system:  courts,  judges,  due  process,  correctional 
facilities 

-  infrastructure:  roads,  ports,  airports,  telecommunications, 
power 

-  institution-building:  laws  and  regulations,  civil-service  reform 

-  accountability:  resource  accounting,  anti-corruption 

-  political  processes:  parties,  districting,  election  laws,  voting 

•  fostering  development 

-  job  training  and  placement:  for  ex-combatants  and  reconcil- 
ables 

-  markets:  physical  marketplaces,  distribution 

-  industry:  artisanship,  manufacturing,  food  processing 

-  banking:  financing  for  individuals  and  enterprises. 
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Of  the  full  range  of  possible  civil  COIN  efforts,  our  cases  high¬ 
lighted  focus  areas  that  would  especially  improve  the  effectiveness, 
legitimacy,  and  reach  of  the  government  in  question  or  undercut  a  par¬ 
ticular  strength  of  the  insurgency:  land  reform  and  arbitration,  primary 
schools,  road  construction  and  repair,  livelihood  alternatives,  enterprise 
centers,  justice  systems,  and  electricity.  From  examining  these  repre¬ 
sentative  focus  areas,  we  describe  civil  COIN  in  practical  terms  that 
lend  themselves  to  security  concepts  and  measures — e.g.,  personnel, 
facilities,  materials,  locations,  links,  and  movements. 

Next,  it  is  important  to  ask  how,  in  general,  civil  COIN  is  most 
effectively  carried  out.  Our  cases  and  other  observations  suggest  that 
civil  COIN  can  best  be  thought  of  as  a  decentralized  and  dynamic  archi¬ 
tecture  for  a  wide  variety  of  civil  COIN  measures  under  a  wide  variety 
of  conditions:  decentralized  insofar  as  the  population  is  decentralized; 
dynamic  because  movement  of  people  and  supplies  is  essential  and 
because  civil  COIN  activities  and  conditions  are  constantly  changing. 

The  idea  of  a  decentralized  network  may  be  compelling  to  those 
steeped  in  civil  COIN,  but  it  complicates  the  provision  of  security. 
Assuming  that  COIN  forces  possess  superior  numbers  and  firepower, 
securing  centralized  activities  is  comparatively  easy.  Securing  a  decen¬ 
tralized  network  is  not — it  requires  far  more  people  and  assets  than  does 
securing  a  few  central  locations.  Yet  centralization,  in  many  aspects  of 
civil  COIN,  can  be  unresponsive  and  self-defeating  in  attempting  to 
bolster  the  effectiveness,  legitimacy,  and  reach  of  government  in  the 
lives  and  in  the  eyes  of  the  population.  Moreover,  good  civil  COIN  is 
anything  but  static.  This  suggests  a  profound  tension — though,  as  we 
will  see,  not  an  irreconcilable  contradiction — between  what  is  easily 
secured  and  what  is  responsive  to  the  population  and  thus  needed  for 
COIN  overall. 

Decentralization  of  civil  COIN  may  also  be  dictated  by  political 
realities.  As  we  have  noted,  national  governments  may  be  less  capable  of 
removing  the  motivations  and  opportunities  for  insurgency  than  multi¬ 
tiered  government.  In  all  three  cases,  national  government  is  perceived 
by  significant  segments  of  the  population  to  be  as  much  a  part  of  the 
problem  as  a  part  of  the  solution.  Often  in  strife-torn  and  tribe-oriented 
countries,  effective  and  legitimate  provincial,  district,  and  local  govern- 
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ment  may  provide  the  best  or  only  way  to  achieve  reach.  Such  con¬ 
siderations  reinforce  the  idea  that  decentralization  is  important  for  all 
aspects  of  civil  COIN  in  many  circumstances:  capacity-building,  gap¬ 
filling,  creating  conditions  conducive  to  economic  development,  and 
emergency  relief,  if  needed. 

This  raises  the  question  of  what  the  appropriate  “unit  of  analysis” 
for  civil  COIN  should  be,  if  not  the  nation.  The  orientation  and  needs 
of  a  population  may  vary  significantly,  not  only  from  one  province  to 
another,  but  within  a  province  from  one  district  to  another  and  even 
one  village  to  another.  Yet,  resources  are,  in  general,  better  managed  at 
higher  levels.  This  is  particularly  so  for  security  resources.  On  balance, 
the  prevailing  political  situation  and  social  structures  in  a  given  area, 
combined  with  the  capabilities  of  the  host-nation  governance  structure 
and  the  intervening  forces  and  civil  organizations,  should  dictate  the 
level  of  focus.  No  general  formula  likely  exists.9 

However,  we  note  that  small  political  and  social  structures  (e.g., 
districts,  villages)  are  likely  not  self-sufficient.  Specialists,  supplies, 
equipment,  market-distribution  systems,  and  power  and  communica¬ 
tion  systems  are  needed  for  virtually  all  local  human  endeavors.  Even 
primary  schools,  inherently  local,  are  usually  not  entirely  self-contained. 
One  way  to  address  this  problem  is  to  expect  inhabitants  to  travel  to 
centers  whenever  they  require  a  level  of  service  not  maintained  locally. 
But  this  reduces  access  and  exposes  people  to  danger — hardly  good 
for  elevating  the  government’s  standing  in  their  eyes.  It  also  illustrates 
a  fundamental  trade-off  in  the  provision  of  civil  COIN — providing  a 
service  requires  either  that  the  service  come  to  the  people  or  that  the 
people  go  to  the  service.  This  will  be  discussed  in  more  detail  later  in 
this  chapter.  In  any  case,  it  follows  that  mobility  is  crucial  in  virtually 
all  aspects  of  civil  COIN. 

In  general,  then,  civil  COIN — the  people,  facilities,  materials, 
locations,  links,  and  movements  associated  with  it — tend  toward  dis- 


9  This  insight  resulted  from  a  workshop  with  Afghan  and  COIN  experts  held  at  RAND 
in  November  2008  after  the  cases,  with  their  provincial  focus,  were  prepared.  This  panel 
thought  that  a  district  focus  was  needed  for  Nangarhar,  due  to  the  heterogeneous  nature  of 
that  province’s  social  structure.  Where  provinces  are  ethnically  homogeneous  and  socially 
more  uniform,  e.g.,  A1  Anbar,  a  provincial  scope  may  work. 
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tributed  patterns  with  substantial  movement.  This  stands  to  reason: 
Given  that  COIN  is  fundamentally  a  struggle  for  the  population’s  alle¬ 
giance,  civil  measures  should,  to  the  extent  possible,  reach  people  near 
where  they  live.  At  the  same  time,  certain  functions  can  or  should 
be  centralized  due  to  their  nature  and  economies  of  scale  (e.g.,  train¬ 
ing  facilities,  hospitals,  ministries).  Because  civil  COIN  is  distributed, 
people  and  materials  move  continually  among  locations.  Like  insur¬ 
gencies  and  COIN  in  general,  civil  COIN  can  be  very  fluid.  Finally, 
because  civil  COIN  has  so  many  aspects,  it  tends  to  be  highly  complex 
within  a  given  country,  province,  or  district.  These  patterns  hold  true 
for  both  gap-filling  and  capacity-building. 


A  Network  Model  for  Securing  Civil  COIN 

If  a  given  territory — say,  a  country,  province,  or  district — can  be  rid 
of  insurgents,  occupied  by  COIN  forces,  and  rendered  peaceful,  civil 
COIN  could  proceed  safely.  However,  as  noted,  civil  COIN  can  be 
most  beneficial  in  territory  that  has  not  been  completely  pacified.  As 
is  evident  in  Afghanistan  and  the  DRC,  gaining  permanent  control  of 
territory  against  determined  and  mobile  insurgents  may  take  years,  if  it 
is  possible  at  all.10  Unlike  military  forces,  insurgencies  are  often  cellular 
in  structure,  their  members  dispersed,  hidden  in  population  centers, 
indistinguishable  from  ordinary  inhabitants,  and  elusive.  Thanks  to 
digital  technology,  they  are  also  increasingly  networked. 

Because  of  advances  in  mobility  and  communications,  insurgents 
have  greater  freedom  of  movement  than  in  the  past.  They  can  move  in 
and  out  of  a  district,  a  province,  and,  in  the  case  of  the  Taliban,  a  coun¬ 
try.  While  this  phenomenon  is  not  new,  modern  technology  makes  it 
easier.  As  a  consequence,  the  control  of  territory  by  COIN  forces  may 
be  both  more  difficult  and  less  useful  than  it  once  was.  In  the  risk  ter- 


10  Even  in  A1  Anbar,  U.S.  military  COIN  operations  have  had  less  to  do  with  defeating  AQI 
than  has  the  tribal  Awakening,  the  switching  sides  of  less  extreme  Sunni  insurgents,  and 
surgical  assaults  by  U.S.  Special  Forces. 
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minology  introduced  earlier,  reducing  the  threat  by  ridding  a  given 
area  of  insurgents  is  more  difficult  than  it  was  in  the  past. 

The  evolving  character  of  insurgent  structures  and  operations  has 
implications  not  only  for  the  problem  of  controlling  territory  but  also 
for  the  problem  of  protecting  civil  COIN.  While  a  government’s  con¬ 
trol  of  all  territory  within  its  borders  is,  by  definition,  the  ultimate 
goal,  it  is  not  the  only  way  to  create  security  for  civil  COIN  along  the 
way.  The  possibility  of  extending  civil  COIN  into  still-contested,  still- 
violent  territory  appears  more  promising  when  one  thinks  in  network 
rather  than  territorial  security  terms. 

As  noted,  it  is  possible  and  helpful  to  think  of  civil  COIN  as 
occurring  in  decentralized  functional  networks,  such  as  health  care, 
education,  or  justice.  This  redefines  the  security  challenge  as  network- 
based,  rather  than  territory-based.  The  problem  of  securing  a  network 
of  activities  is  clearly  different  and  arguably  easier  than  that  of  secur¬ 
ing  the  entire  territory  in  which  a  network  functions.  There  are  two 
reasons  for  this.  First,  today’s  insurgents  are  themselves  more  likely 
to  operate  in  a  changing,  increasingly  networked  fashion,  as  all  three 
cases  confirm.  As  such,  “netwars”  theorists  would  argue  that  a  network 
approach  is  needed  to  counter  their  efforts.11  Second,  network-based 
security  permits,  and  demands,  a  discipline  of  reducing  vulnerability 
of  important  functions  and  those  using  it,  as  opposed  to  reducing  the 
threat  throughout  the  area.  It  lends  itself  to  risk  management — taking 
priorities,  vulnerabilities,  and  consequences  into  account — better  than 
clearing  an  entire  area  of  threats  does. 

This  way  of  thinking  reverses  the  causal  link  between  the  security 
of  a  geographic  space  and  civil  efforts  within  that  space.  To  the  extent 
that  civil  COIN  networks  are  made  secure  enough  to  function,  they 
can  complement  direct  military  COIN  operations  against  insurgents 
in  spreading  security  throughout  a  territory.  As  a  result,  the  popula¬ 
tion  can  benefit  sooner  and  more  permanently  from  both  better  secu- 


11  The  netwars  concept  was  most  rigorously  articulated  by  Arquilla  and  Ronfeldt  (2001). 
The  primary  proponents  of  fourth-generation  warfare  (4GW)  include  William  Lind,  who 
first  pushed  the  idea  in  1989,  and  Thomas  X.  Hammes.  See  Hammes  (2006)  for  a  spirited 
exposition  of  this  theory. 


Integrated  Analysis,  Integrated  Approach  73 


rity  and  better  government,  to  the  disadvantage  of  insurgents.  In  turn, 
civil  COIN  becomes  less  risky  and  can  be  conducted  more  ambitiously, 
with  less  need  for  security  forces,  and  so  on. 

We  do  not  suggest  that  networks  in  insecure  territory  are  easily 
secured,  rather  that  their  vulnerability  can  be  reduced  and  that  the 
payoff  for  COIN  from  doing  so  is  greater  than  that  of  attempting  to 
secure  a  swath  of  territory  against  insurgents  who  are  themselves  net¬ 
worked  and  elusive.  Generally  speaking,  securing  a  network  is  different 
from  securing  territory:  The  latter  depends  on  establishing  a  prepon¬ 
derance  of  force  and  systematically  identifying  and  eliminating  insur¬ 
gent  strongholds  as  well  as  their  “political  infrastructure.”12  While  this 
is  the  end  state  that  must  be  achieved  for  an  insurgency  to  be  defeated, 
it  can  happen  only  with  the  cooperation  of  the  people,  as  they  know 
who  and  where  the  insurgents  are.  The  former  depends  on  the  careful 
disposition  of  forces,  early  warning,  quick  responsiveness,  information 
connectivity,  and  mobility.  It  seeks  to  win  the  people  over  and  so  gen¬ 
erate  the  intelligence  needed  to  identify  and  eliminate  the  insurgents’ 
military  and  political  structures.  Territorial  security  is  static  and  about 
eliminating  threats;  network  security  is  dynamic  and  about  managing 
vulnerability  and  so  reducing  risk.13 

The  challenge  of  securing  civil  COIN,  then,  is  to  determine  how 
best  to  provide  security  for  activities,  things,  and  people  organized  in 
decentralized,  dynamic,  and  complex  networks.  Networks  often  con¬ 
sist  of  central  hubs,  distributed  (local)  nodes,  and  connectors  between 
hubs  and  nodes,  as  well  as  among  nodes.  Securing  civil  COIN  is  thus 
a  matter  of  protecting  the  people,  facilities,  locations,  connectors,  and 
movements  that  exist  on  such  networks. 

Civil  COIN  networks  tend  to  be  hierarchical,  as  opposed  to  flat, 
because  of  the  importance  of  some  central  functions  and  their  relation¬ 
ship  to  decentralized  functions,  as  shown  in  Table  3.2. 


12  See  Galula  (1964  [2006],  pp.  86-89). 

13  Working  to  win  the  population  concurrently  with  defeating  the  insurgents  is,  in  the 
authors’  experiences,  how  most  counterinsurgents  now  think  of  the  problem,  but  not  how 
it  is  presented  in  doctrine.  Conceptualizing  this  task  as  a  decentralized,  dynamic  network 
would,  we  hope,  be  a  step  forward  in  how  COIN  doctrine  is  articulated. 
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Table  3.2 

Civil  COIN  Hubs  and  Nodes 


Sector 

Hubs 

Nodes 

Health 

Hospitals,  medical  training 

Clinics 

Government 

administration 

Provincial 

District  and  municipal 

Education 

Secondary,  teacher 
training 

Primary,  adult 

Justice 

Superior  courts,  prisons 

Lower  courts,  jails 

Finance 

State  and  large  banks 

Branches  and  micro-lenders 

Telecommunications 

Central  switches 

Towers 

Markets 

Wholesale,  international 

Retail,  local 

Enterprise 

Large,  heavy 

Small,  light 

Construction 

Equipment  procurement 

Site  work 

Electricity 

Power  generation 

Users 

Once  again,  centralization  of  civil  COIN  tends  to  make  secu¬ 
rity  easier  but  is  less  responsive  to  the  needs  of  the  population.  For 
example,  centralizing  medical  care  in  hospitals  in  large  cities  makes  it 
difficult  for  many  people  to  access  care.  Moreover,  centralization  may 
require  ordinary  inhabitants  to  move  through  insecure  territory — in 
many  cases,  over  great  distances.  This  may  improve  the  safety  of  civil 
COIN  providers  but  may  also  add  to  the  hardship  and  vulnerability  of 
recipients  required  to  travel  to  a  government-controlled  area. 

Because  civil  COIN  networks  work  only  if  there  is  movement 
between  hubs  and  nodes  and  among  nodes,  connectors  are  critical. 
Roads  and  other  transportation  links  form  most  of  these;  people,  pro¬ 
visions,  and  gear  are  moved  along  them  to  support  local  services.  How¬ 
ever,  the  connectors  in  both  the  communication  and  electricity  sectors 
include  lines,  and,  in  the  communication  network,  the  electromagnetic 
spectrum  can  be  another  type  of  link. 

In  health,  for  example,  general  practitioners  or  nurses  could  be 
present  all  the  time  at  local  clinics,  but  they  would  need  to  be  aug¬ 
mented  by  specialists,  receive  supplies,  and  get  refresher  training  from 
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time  to  time,  requiring  traffic  between  clinics  and  hospitals.  Nowa¬ 
days,  banking  between  hubs  and  nodes  is  normally  done  electronically, 
but,  in  setting  up  banks  during  COIN,  there  is  a  need  to  move  people, 
cash,  and  equipment.  In  court  systems,  it  may  be  important  to  have  a 
facility  in  every  town,  but  judges  may  come  from  afar  because  of  scar¬ 
city  or  the  need  for  impartiality.  Thus,  although  decentralized  services 
and  other  COIN  activities  are  important  because  they  are  responsive 
to  the  population,  they  depend  heavily  on  connectors  and  movements 
along  them. 

In  a  more  complex  version,  national  hubs  would  support  provin¬ 
cial  nodes,  which  would  serve  as  hubs  to  support  district  nodes,  which 
would  serve  as  hubs  to  support  local  nodes.  Depending  on  conditions, 
this  multi-tiered  architecture  might  be  unnecessarily  hierarchical  and 
complex.  If  national  hubs  and,  say,  district  nodes  function  well,  their 
simplicity  would  be  a  virtue  from  the  standpoint  of  security.  Of  course, 
the  ideal  network  shape  would  vary  for  each  sector  of  civil  COIN — 
health,  education,  justice,  enterprise,  finance,  and  so  on — adding  fur¬ 
ther  to  the  difficulty  but  also  the  importance  of  taking  an  integrated 
view  of  how  to  provide  security.  It  would  also  be  unique  to  each  coun¬ 
try  beset  by  insurgency. 

A  simple  conceptual  architecture  for  civil  COIN  is  depicted  in 
Figure  3.4. 


Co-location  to  Reduce  and  Manage  Risk 

The  sheer  complexity  of  civil  COIN  stems  from  the  fact  that  people, 
even  in  areas  of  active  insurgency,  have  multiple  needs:  safety,  shelter, 
water,  food,  sanitation,  schools,  medical  attention,  electricity,  fuel,  ways 
to  get  goods  to  market,  and  so  on.  Beyond  these  necessities,  they  seek 
fulfillment  in  various  ways:  gathering  at  the  ubiquitous  coffee  house, 
attending  weddings  and  funerals,  watching  or  engaging  in  entertain¬ 
ment,  worshipping  at  religious  centers.  It  is  unrealistic  to  expect  most 
of  these  needs  and  wants  to  be  completely  suspended  because  of  height¬ 
ened  danger.  While  civil  COIN  does  not  need  to  satisfy  them  all,  the 
more  it  does,  the  weaker  the  insurgents’  claim  that  the  government 
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Figure  3.4 

Civil  COIN  Architecture 


cannot  provide  for  the  people.  In  sum,  civil  COIN  is  not  only  decen¬ 
tralized  and  dynamic  but  also  extremely  complex. 

In  turn,  the  security  of  civil  COIN  could  be  hopelessly  complex 
if  every  type  of  activity,  at  every  level,  sector  by  sector,  required  its 
own  security.  Visualize  a  network  in  which  nodes  near  the  periphery 
have  multiple  smaller  nodes  connected  to  them,  much  like  the  fingers 
of  a  hand.  The  hand  may  be  a  village,  and  the  fingers  the  various  ser¬ 
vices  that  are  needed  in  the  village — e.g.,  justice,  health,  education,  job 
training.  Each  of  these  services  might  be  offered  in  a  different  location, 
and  each  peripheral  node  might  need  security. 

To  simplify  the  security  challenge,  various  civil  COIN  activities 
could  be  co-located.  A  building  with  classrooms  for  children  could  also 
hold  evening  classes  for  ex-insurgents  in  need  of  job  skills.  That  school 
building  could  have  a  health  clinic  as  an  annex.  The  same  building  or 
compound  could  also  be  used  for  court  cases  and  municipal  offices  and 
could  serve  as  a  voting  station.  Markets  could  be  organized  in  the  same 
areas  where  production  facilities  are  built.  Equipment  for  infrastruc¬ 
ture  repair  could  be  maintained  nearby,  possibly  providing  employ- 
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ment  opportunities  for  ex-combatants  emerging  from  job  training.  All 
such  activities  could  be  organized  in  one  location. 

From  the  standpoint  of  achieving  the  objectives  of  civil  COIN, 
such  “one-stop  shopping”  may  not  be  a  compelling  idea.  There  may 
be  efficiencies  and  economies  of  scale  in  relying  on  common  infra¬ 
structure,  but  there  may  also  be  disadvantages  insofar  as  some  or  all 
of  the  co-located  activities  are  not  ideally  located.  Some  activities — 
e.g.,  health  clinics  and  production  facilities,  markets  and  courts — do 
not  fit  together  naturally.  From  the  standpoint  of  security,  however, 
co-location  can  be  helpful,  if  not  critical,  operationally  and  economi¬ 
cally.  If  not  done,  the  some  activities  might  not  be  secured  at  all.  Fur¬ 
thermore,  the  amount  and  character  of  security  capabilities  required 
to  secure  a  compound  might  not  change  appreciably  with  the  number 
or  nature  of  activities  within  if  the  size  of  the  compound  does  not 
change.  The  difficulty  of  protecting  a  convoy  does  not,  in  most  cases, 
increase  as  a  function  of  the  types  of  passengers  and  goods  being 
transported.  Co-location  can  ease  the  problem  of  securing  the  decen¬ 
tralized  and  mobile  elements  that  are  needed  for  civil  COIN  to  be 
responsive  and  effective. 

Co-location  does  not  mean  that  all  civil  COIN  activities  neces¬ 
sarily  occur  in  one  place — some  may  not  be  relevant,  and  some  might 
have  special  justification  for  being  separate,  despite  the  security  draw¬ 
backs.  However,  the  integration  of  civil  COIN  and  security  requires 
compromise  on  both  sides.  Just  as  decentralization  and  mobility  are 
not  simple  from  a  security  standpoint  but  must  be  addressed,  co- 
location  is  not  simple  on  the  civil  side.  From  a  civil  perspective, 
co-location  can  create  centers  of  activity — many  of  which  can  be 
mutually  beneficial.  It  can  also  compensate  for  inadequate  infrastruc¬ 
ture  or  capacity.  On  the  other  hand,  co-location  can  drive  all  the 
opportunities  to  one  area.  This  can  result  in  non-ideal  migration  and, 
in  extreme  cases,  even  a  breakdown  in  family  structures. 

Consider  the  case,  noted  earlier,  when  civil  COIN  is  not  limited 
to  government  capacity-building  and  gap-filling  but  also  extends  to 
creating  conditions  conducive  to  commerce,  enterprise,  and  employ¬ 
ment.  Where  possible,  co-location  of  such  economic  activities  as  mar¬ 
kets,  exchanges,  and  production  facilities  with  government  services 
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and  capacity-building  should  be  considered  not  only  in  functional  but 
also  in  security  terms.  For  example,  job  training  for  adults  could  be  co¬ 
located  with  lower  schools,  and  the  co-location  of  production  activity 
would  afford  job  opportunities  and  on-the-job  training. 

The  specific  architecture  for  civil  COIN  will  vary  not  only  accord¬ 
ing  to  sector  but  also  according  to  country,  province,  and  district.  For 
example,  health  clinics  could  be  at  one  network  level  in  one  province 
and  a  different  one  in  the  adjacent  province,  with  the  result  that  health 
clinics  and  schools  might  match  up  differently  in  different  situations. 
Some  sectors  are  more  flexible  than  others.  The  effectiveness  of  pri¬ 
mary  education  drops  off  sharply  if  children  must  travel  far  to  attend 
classes  or  if  classes  do  not  meet  regularly,  making  central  and  mobile 
delivery  of  this  service  problematic.  On  the  other  hand,  the  effect  on 
legitimacy  and  effectiveness  of  the  government  might  be  significantly 
enhanced  in  areas  that  have  had  no  access  to  health  care  if  a  medical 
team  traveled  to  local  villages  twice  a  month.  Furthermore,  for  many 
jobs,  training  could  be  decentralized,  centralized,  or  mobile.  Similarly, 
the  nature  and  amount  of  movement — a  critical  factor  in  security — 
will  be  driven  in  large  part  by  what  civil  COIN  activities  are  required 
to  establish  effectiveness,  legitimacy,  and  reach  and  what  implementa¬ 
tion  approaches  are  adopted. 

By  adding  co-location  as  a  key  feature  of  the  architecture,  it  is 
possible  to  bring  civil  COIN  closer  to  the  people,  reduce  the  danger 
to  them  of  having  to  travel  great  distance,  and  simplify  the  problem  of 
security  for  civil  COIN.  While  this  architecture  may  not  be  ideal  from 
either  a  security  or  civil  COIN  point  of  view,  it  strikes  a  good  balance 
between  civil  COIN  and  security  needs.  In  any  case,  it  is  the  most 
promising  way  to  do  civil  COIN  in  otherwise  insecure  territory. 

The  potential  value  of  co-location  in  facilitating  security — thus, 
of  getting  more  security  for  the  same  level  of  capabilities — underscores 
the  need  to  get  “buy-in”  to  ICONOPS  not  only  by  the  military  estab¬ 
lishment  but  also  the  civil  COIN  establishment,  i.e.,  the  diplomatic 
and  development  services.  As  part  of  a  new  civil-military  compact, 
even  as  the  military  accepts  civil  COIN  security  as  one  of  its  primary 
COIN  missions,  the  civil  side  must  be  willing  to  modify  how  it  oper¬ 
ates  to  make  this  inherently  difficult  mission  easier  to  do. 
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Integrating  Security  and  Civil  COIN  Operations 

The  idea  of  decentralized,  dynamic  networks  with  co-located  nodes 
is  the  starting  point  for  examining  ICONOPS  and  security  require¬ 
ments.  As  Figure  3.5  shows,  such  networks  require  four  basic  security 
elements: 

•  embedded  security  at  fixed  locations  (hubs  and  nodes),  adjusted  for 
their  importance  and  the  risk  to  them 

•  movement  security  for  all  who  must  move  through  the  network 

•  quick-reaction  forces  ( QRFs)  to  reinforce  locations  and  movements 
when  threats  arise  with  limited  warning 

•  information  sensing ,  sharing ,  and  collaboration  for  monitoring, 
managing,  and  lowering  risk. 

Embedded  security  and  movement  security — think  of  these  as 
static  capabilities — are  essential  but  inadequate  in  unsecured  territory, 
given  the  dynamic  nature  and  uncertain  circumstances  of  civil  COIN 
(e.g.,  the  coming  and  going  of  threats).  Because  civil  COIN  networks 
operate  in  insecure  territory,  risk  is  inescapable.  Zero  risk  implies  no 
active  insurgency,  in  which  case  the  payoff  of  civil  COIN  to  combat 
insurgency  would  be  diminished  (though  worth  doing  anyway).  Risk  is 
likely  to  be  greater  at  the  network’s  periphery  and  in  movements  than  in 
the  center,  which  is  most  easily  secured.  Assessment  of  risk  in  planning 
and  active  management  of  risk  in  execution  are  central  to  ICONOPS 
and  should  be  stressed  in  the  training  and  other  preparation  of  both 
the  civilians  and  military  personnel  involved.  In  addition,  information 
sensing,  information  sharing,  and  high-performance/high-readiness 
QRFs  are  indispensable  in  managing  and  reducing  risk.14  For  example, 
if  the  threat  to  a  fixed  location  or  movement  exceeds  the  assumptions 
that  informed  the  allocation  of  static  security  forces,  this  information 


14  One  of  the  most  striking  recent  examples  of  a  QRF  in  managing  and  reducing  risk  is  the 
compact  and  highly  capable  air-mobile  unit  of  the  UN  Mission  in  Liberia  (UNMIL),  which 
allows  much  larger  but  lightly  armed  and  dispersed  peacekeeping  forces  to  provide  routine 
security  while  potential  adversaries  know  that  QRFs  could  pounce  with  little  warning. 
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Figure  3.5 

Inclusion  of  Security  in  Civil  COIN  Architecture 


should  be  sensed  and  shared  rapidly  so  that  a  decision  can  be  made 
about  whether  QRFs  are  needed. 

The  shape  of  this  architecture  in  any  given  place,  time,  and  cam¬ 
paign  is  important  and  depends  on  circumstances,  including  the  insur¬ 
gent  threat  and  the  population’s  needs.  All  else  being  equal,  the  more 
decentralized  and  the  greater  the  number  of  nodes,  the  more  responsive 
civil  COIN  is  likely  to  be.  However,  there  is  a  trade-off  with  security 
(as  shown  in  Figure  3.6).  The  optimal  point  is  a  matter  of  strategic 
judgment  that  should  be  based  on  what  is  best  for  the  COIN  campaign 
as  a  whole. 

In  considering  security  measures  and  capabilities  more  specifically 
(as  the  next  chapter  does),  the  objective  should  be  to  move  the  curve  in 
Figure  3.6  to  the  right — that  is,  to  permit  more,  and  more  responsive, 
civil  COIN  without  increasing  risk.  The  more  distributed  yet  less  vul¬ 
nerable  civil  COIN  is,  the  greater  the  contribution  to  COIN  as  a  whole. 
The  need  to  conduct  civil  COIN  such  that  risk  can  be  lowered  without 
sacrificing  service  to  and  access  for  the  people — or  service  and  access 
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Figure  3.6 

Trade-Off  Between  Civil  COIN  Distribution  and  Security 


can  be  increased  without  raising  risk — underlines  the  importance  of 
integrated  civil-military  planning  and  operations. 

As  important  as  the  shape  of  a  civil  COIN  network  is  the  allo¬ 
cation  throughout  it  of  security  resources,  especially  military  forces. 
Military  commanders,  in  concert  with  civil  COIN  decision-makers, 
must  take  into  account  the  several  ways  in  which  insurgents  can  be 
weakened  and  security  improved: 

•  Military  forces  contribute  directly  to  security  by  operating  against 
insurgents. 

•  Civil  COIN  contributes  to  security  by  improving  government 
and  thus  reducing  motivation  and  opportunity  for  insurgency. 

•  Military  forces  can  train  indigenous  forces  to  take  on  increasingly 
challenging  security  tasks. 

•  Military  forces  can  also  contribute  to  security  by  allowing  civil 
COIN  to  be  carried  out  despite  insurgent  threats. 
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Decision-makers  must  evaluate,  at  the  margin,  whether  military 
forces  make  a  greater  contribution  by  operating  directly  against  insur¬ 
gents  or  by  allowing  civil  COIN  to  be  carried  out.  Similarly,  forces 
should  be  allocated  among  civil  COIN  focus  areas  in  a  way  that  can 
do  the  most  good  for  COIN  overall  (using  as  the  ultimate  criterion 
their  contributions  to  government  effectiveness,  legitimacy,  and  reach). 
Obviously,  the  answers  will  vary  from  situation  to  situation.  Neverthe¬ 
less,  integrated  operational  thinking  of  this  sort  is  clearly  advantageous 
and  is  made  possible  by  ICONOPS. 

In  this  regard,  the  importance  of  information  in  ICONOPS  is 
clear.  Information  can  do  the  following: 

•  Improve  the  level  of  civil  responsiveness,  e.g.,  by  aiding  the  move¬ 
ment  of  people  or  materials  to  meet  changing  needs. 

•  Improve  coordination  between  the  civil  and  military  sides. 

•  Ensure  instantaneous  awareness  everywhere  in  the  network  about 
changes  in  threat  anywhere  in  the  network. 

•  Enable  QRFs  to  get  to  the  right  place  at  the  right  time. 

•  Permit  the  managing  of  risk — a  product  of  threat,  vulnerability, 
and  consequence — throughout  the  network. 

Measures  to  secure  civil  COIN  do  not  obviate  the  need  to  pro¬ 
tect  a  population  itself  from  insurgent  threats.  People  lacking  confi¬ 
dence  that  their  government  and  its  international  allies  will  safeguard 
them  are  unlikely  to  be  won  over  by  civil  COIN.  They  are  likely  to  be 
less  concerned  about  the  availability  of  a  local  school  if  their  children 
cannot  even  leave  home  without  being  in  mortal  danger.  Thus,  the  secu¬ 
rity  of  local  nodes  must  include  a  reasonable  degree  of  protection  for 
the  people  who  must  travel  to  and  enter  the  nodes.  In  this  respect,  civil 
COIN  security  and  population  security  become  overlapping  missions. 
In  a  dangerous  district,  people  take  risks  by  venturing  out  when  in  need 
of  essential  services;  therefore,  securing  their  access  to  those  services  is  a 
way  of  improving  their  safety.  By  the  same  reasoning,  there  is  no  point 
in  postponing  civil  COIN  until  population  security  is  ensured,  since 
ensuring  population  security  must  include  permitting  people  to  seek 
essential  services  without  being  killed.  Furthermore,  providing  popula- 
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tion  security  becomes  much  easier  once  the  population  has  the  oppor¬ 
tunity,  and  is  willing,  to  provide  information  about  the  insurgents. 
This  requires  contact  with  the  population,  which  is  enhanced  by  civil 
COIN.15  In  any  case,  the  safety  of  those  served  by  civil  COIN  nodes 
must  be  addressed  in  organizing  local  security.  For  example,  security 
outside  entry  gates  of  district-level,  co-located  civil  COIN  activities 
would  contribute  to  the  protection  of  the  persons  needing  access  as 
well  as  to  the  activities  themselves — a  demanding  task,  but  necessary 
to  earn  the  population’s  allegiance  and  cooperation. 


Current  Efforts  to  Integrate  and  Secure  Civil  COIN 

It  is  clear  by  this  point  that  integration  of  civilian  and  military  COIN 
is  essential  for  securing  civil  COIN.  Such  integration  is  a  tall  order  but 
not  impossible.  Since  2004,  U.S.  military  and  civilian  operators  in  Iraq 
and  Afghanistan  have  succeeded  at  coordinating  U.S.  efforts  in  some 
places.16  Successes  have  often  been  the  result  of  a  military  command — 
most  often,  a  brigade  combat  team  (BCT) — providing  the  area,  facili¬ 
ties,  transport,  security,  and  other  assets  needed  to  make  something 
work.  In  Iraq,  close  cooperation  between  military  and  civilian  leaders 
has  been  essential.17  In  effect,  the  BCT  is  the  platform  for  this,  due  to 
its  resources  and  available  staff. 

Compared  with  U.S.  internal  coordination,  coordination  with 
indigenous  actors  is  a  more  daunting  challenge,  but  even  more  impor¬ 
tant.  Here,  differences  in  goals,  language,  culture,  modes  of  operation, 
and  resources  make  things  more  challenging.  However,  where  it  works 
well,  there  is  frequent  communication  and  cooperation.  We  cannot 


15  This  is  a  common  theme  in  the  COIN  literature.  See,  for  example,  Galula  (1964  [2006], 

pp.  81-86). 

16  Though,  as  noted  above,  the  provincial  reconstruction  team  (PRT)-BCT  example  that 
follows  does  not  extend  to  securing  the  focus-area  efforts,  but  rather  only  the  PRT  efforts — a 
subset  of  the  former. 

17  This  excellent  civilian-military  coordination  has  been  epitomized  and  no  doubt  inspired 
by  the  well-reported  close  relationship  between  Ambassador  Ryan  Crocker  and  General 
David  Petraeus. 
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expect  effective  foreign-local  collaboration  in  securing  and  conducting 
civil  COIN  if  local  authorities  are  routinely  excluded  from  operating 
information  networks.18  Existing  U.S.  COIN  communication  systems 
and  practices  do  not  provide  easily  for  sharing  information  with  local 
partners  and  would  handicap  effort  to  improve  civil  COIN  security. 
In  particular,  local  nationals  are  generally  not  permitted  access  to  U.S. 
government  and  military  communication  networks.  Other  networks 
are  needed  to  make  this  happen. 

Insofar  as  the  challenge  of  managing  risk  to  civil  COIN  is  already 
being  specifically  addressed — e.g.,  the  reinforcement  of  PRTs  with  rifle 
companies  in  Afghanistan — both  the  effort  and  its  results  are  incre¬ 
mental.  Though  worthwhile,  PRTs  are  essentially  secure  platforms  that 
enable  foreign  civilians  and  soldiers  to  deliver  aid  to  provincial  gov¬ 
ernments  and  economies.  However,  when  security  is  poor,  PRTs  are 
restricted  in  where  they  can  operate.  Moreover,  in  Afghanistan,  they 
are  comprised  mainly  of  soldiers,  reflecting  both  the  scarcity  of  civil¬ 
ians  and  the  reluctance  to  place  civilians  in  danger.  Most  important, 
they  do  not,  and  are  not  designed  to,  provide  security  for  the  full  set 
of  activities,  people,  and  assets  that  civil  COIN  entails — the  facilities, 
ongoing  services,  indigenous  structures  and  personnel,  and  govern¬ 
ment  administration  that  must  be  involved,  increasingly,  if  civil  COIN 
is  to  work.  The  extent  to  which  PRTs  have  been  able  to  deliver  modest 
results  despite  the  threat  of  violence  should  be  taken  as  evidence  that 
a  more  ambitious  strategy  to  manage  risk  for  civil  COIN  by  using 
security  assets  to  reduce  vulnerability  would  deliver  more  substantial 
results.  PRTs  are  thus  a  first  step,  but  only  that,  toward  securing  civil 
COIN  under  fire. 

In  addition,  military  officers  and  civilian  officials  have  begun  to 
collaborate  on  non-kinetic  targeting ,  in  which,  together,  they  decide  on 
objectives,  similar  to  the  way  the  military  services  jointly  do  kinetic 


18  RAND  research  indicates  that  the  local  population,  local  forces,  and  local  authorities 
comprise  the  largest  single  source  of  useful  information  in  COIN  operations,  which  under¬ 
scores  the  need  for  inclusive  and  open  networks.  See  Libicki  et  al.  (2008). 
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targeting.19  This  innovation  should  help  civilian  and  military  personnel 
think  about  COIN  in  a  more  unified  way.  Obstacles  arise  when  U.S. 
government  decision-makers  try  to  bring  contractors,  international 
organizations,  NGOs,  and  indigenous  authorities  into  this  process,  but 
any  serious  attempt  to  protect  civil  COIN  will  present  similar  obsta¬ 
cles.  Of  course,  agreeing  on  objectives  does  not  necessitate  the  sort  of 
integrated  operations  needed  to  secure  civil  COIN  under  fire. 

Overall,  civil-military  collaboration  in  COIN  to  date  is  encour¬ 
aging  but  insufficient.  Although  individuals  on  both  sides  of  COIN 
understand  this  and  appear  to  be  prepared  to  move  further,  integration 
of  the  sort  required  to  permit  civil  COIN  under  fire  will  take  major 
institutional  commitments  and  purposeful  efforts  on  the  part  of  both 
the  armed  forces  and  relevant  civilian  agencies. 

Military  commanders  increasingly  see  the  importance  of  con¬ 
ducting  civil  COIN  despite  insurgent  violence.  Yet,  the  military  estab¬ 
lishment  has  not  adopted  the  security  of  civil  COIN  as  a  mission.20 
When  called  on  to  protect  civil  activities,  commanders  will  salute  and 
do  what  they  can.  But  such  efforts  are  collateral  to  established  military 
missions,  such  as  fighting  insurgents  and  enabling  indigenous  secu¬ 
rity  forces  to  do  so.  In  the  military,  institutionally,  missions  are  what 
give  rise  to  operating  concepts,  capability  requirements,  assignment 
of  forces,  training,  and  personnel  incentives.  Security  of  civil  COIN 
beyond  PRTs  has  not  been  made  an  explicit  mission.21  Unless  and  until 
it  has  been,  it  will  be  addressed  ad  hoc  using  assets,  doctrines,  and 
preparations  based  on  other  missions. 


19  Non-kinetic  targeting  meetings  are  held  in  Iraq  and  Afghanistan  (author  experience  in 
Iraq  and  panel  member  input  from  November  2008  validation  workshop). 

20  The  Army-Marine  COIN  field  manual  (FM  3-24,  2006),  for  all  its  virtues,  does  not 
define  security  of  civil  COIN  as  a  military  mission,  much  less  a  key  one. 

21  Interviews  with  senior  U.S.  commanders  in  Afghanistan  and  Iraq,  2008.  We  recognize 
that  DoD  (2005)  made  stability,  security,  transition,  and  reconstruction  missions  co-equal 
with  offensive  and  defensive  missions,  but  our  experiences  implementing  COIN  in  Iraq  and 
discussions  with  COIN  researchers  and  practitioners  since  2005  indicate  that  this  is  not 
yet  institutionalized  at  a  practical  level  in  the  tactical  commands  that  must  implement  this 
policy. 
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As  important  as  it  is  for  the  military  establishment  to  take  respon¬ 
sibility  for  civil  COIN  under  fire,  the  institutional  barriers  on  the  civil¬ 
ian  side  are,  if  anything,  higher.  Civil  agencies  and  staff  naturally  want 
to  work  under  secure  conditions.  While  it  would  not  be  accurate  or  fair 
to  suggest  that  civilians  are  unwilling  to  work  in  dangerous  circum¬ 
stances,  many  organizations  and  governments  are  averse  to  exposing 
their  civilians  to  being  killed,  injured,  or  taken  hostage.22  Civil  agen¬ 
cies  must  be  convinced  that,  although  danger  exists,  it  can  be  reduced 
to  the  point  that  the  risks  to  their  work  and  people  are  outweighed  by 
the  benefits.  They  are  more  likely  to  be  convinced  of  this  if  they  see 
that  the  military  explicitly  recognizes  that  security  for  civil  COIN  is  a 
primary  mission. 

A  more  basic  challenge  still  is  to  get  relevant  civil  agencies  and 
officials  to  see  their  particular  missions — political  reform,  economic 
development,  emergency  relief,  institution-building,  and  the  like — in 
a  larger  COIN  perspective.  They  learn  to  understand  and  manage  risk 
not  only  to  their  people  and  facilities  but  also  to  the  overarching  goal 
of  turning  the  population  against  insurgents  and  in  favor  of  govern¬ 
ment.  Their  acceptance  of  principles  of  risk  management  is  imperative 
if  measures  to  secure  civil  COIN  are  to  be  integrated  at  the  operat¬ 
ing  level.  In  turn,  though  not  within  the  U.S.  government’s  control, 
indigenous  authorities  must  make  success  against  the  common  enemy 
a  more  important  motivating  factor  than  personal  or  factional  aspira¬ 
tions.  It  is  unreasonable  to  expect  U.S.  military  and  civilian  institu¬ 
tions  and  individuals  to  be  more  devoted  than  their  local  counterparts 
to  the  effectiveness,  legitimacy,  and  reach  of  local  government. 


Conclusion 

Successful  civil  COIN  depends  as  much  on  the  safety  of  the  persons 
using  public  services  as  on  those  furnishing  those  services  or  creating 
the  capacity  to  furnish  them.  People  who  lack  confidence  that  their 


22  For  instance,  the  World  Bank  has  been  reluctant  to  put  personnel  on  the  ground  in  Iraq. 
Early  on,  it  took  a  decision  by  its  Board  of  Governors  to  put  a  single  individual  there. 
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government  and  its  foreign  allies  can  protect  them  are  less  likely  to  be 
won  over  by  reconstruction  and  development.  Parents  will  be  unim¬ 
pressed  by  the  opening  of  a  local  school  if  their  children  cannot  leave 
home  without  being  in  danger.  At  the  same  time,  because  civil  COIN 
offers  a  preview  of  a  future  brighter  than  the  present — and  brighter 
than  the  future  the  insurgents  have  to  offer — it  should  not  be  post¬ 
poned  until  a  population’s  security  is  ensured.  Moreover,  it  need  not 
be  postponed:  The  challenge  of  providing  inhabitants  with  safe  access 
to  local  schools,  clinics,  district  offices,  and  marketplaces  overlaps  with 
that  of  improving  the  security  of  those  inhabitants. 

Informed  by  the  study’s  three  cases,  this  chapter  suggests  that  civil 
COIN  can  elevate  the  performance  and  standing  of  government,  earn 
the  support  and  cooperation  of  the  population,  isolate  and  undercut 
insurgents,  reduce  violence,  and,  eventually,  end  insurgency.  It  follows 
that  efforts  to  fill  gaps  in  basic  services,  to  build  government  capac¬ 
ity,  and  to  create  livelihood  opportunities  can  be  important  in  terri¬ 
tory  that  is  not  entirely  cleared  of  insurgents.  While  this  poses  serious 
security  concerns,  they  can  be  surmounted  if  civil  COIN  and  security 
measures  are  integrated  operationally. 

Key  concepts  for  such  integration  are  as  follows: 

•  risk  management  by  a  combination  of  setting  civil  COIN  priori¬ 
ties  and  reducing  their  risk  by  reducing  their  vulnerability 

•  hierarchical,  decentralized  network  architecture 

•  co-location  of  diverse  civil  COIN  activities  where  possible 

•  security  of  fixed  sites  and  of  movements 

•  ability  to  move  people  and  material  through  the  network 

•  ability  to  respond  to  risk  across  the  network  using,  in  particular, 
early  warning,  information,  and  QRFs 

•  information  sensing  and  sharing  to  enhance  and  unify  civil  COIN 
and  security  measures 

•  allocation  of  forces  among  security  missions  and  among  civil 
COIN  activities  based  on  the  greatest  benefit  to  overall  COIN 


success. 
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The  success  of  these  concepts  depends  on  institutional  changes  of  the 
sort  just  described,  as  well  as  on  enhanced  security  capabilities — the 
subject  of  the  next  chapter. 


CHAPTER  FOUR 


Security  Requirements 


Having  suggested  an  integrated  approach  to  civil  COIN  under  fire, 
we  turn  to  an  analysis  of  the  implications  for  security  requirements. 
The  following  discussion  assumes  that  U.S.  forces  are  assisting  the  host 
nation.  But  this  assumption  is  not  necessary  for  the  validity  of  the 
approach:  A  country  battling  insurgency  without  outside  assistance 
could  apply  these  same  methods,  albeit  with  greater  difficulty  because 
their  security  forces  would  presumably  be  less  capable  than  U.S.  forces 
(especially  for  QRF). 

Again,  this  study  indicates  that  postponing  civil  COIN  until  an 
area  is  under  full  control  is  generally  sub-optimal  in  winning  public 
support  and  defeating  insurgents.  People  in  Nangarhar  may  tolerate  or 
support  the  Taliban  not  only  because  they  are  afraid  but  also  because 
they  have  little  confidence  in  the  Afghan  government.  Unless  con¬ 
fidence  is  bolstered,  COIN  consists  essentially  of  trying  to  find  and 
defeat  Taliban  fighters,  who  benefit  from  the  population’s  low  opinion 
of  the  government.  This  has  not  gone  well  in  those  parts  of  Afghani¬ 
stan  where  the  Taliban  has  local  roots.  Similar  situations  existed  in  A1 
Anbar  prior  to  mid-2007  and  continue  in  Nord-Kivu. 

Securing  an  area  requires  a  combination  of  force  presence,  espe¬ 
cially  where  the  population  lives,  and  offensive  operations  to  clear  out 
those  parts  of  the  territory  where  insurgents  operate.  Where  the  popu¬ 
lation  is  widely  dispersed — in  towns,  villages,  farmlands — force  pres- 


89 


90  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


ence  can  be  especially  demanding.  The  same  goes  for  urban  areas  where 
insurgents  are  hidden  and  hard  to  reach.1 

Regardless  of  whether  these  traditional  COIN  security  missions 
are  carried  out  by  military  forces  or  internal  security  forces  (e.g.,  police) 
or  by  U.S.  or  indigenous  forces,  a  staged  approach  implies  (a)  large 
COIN  forces  combating  insurgents  for  the  control  of  territory,  (b)  a 
relatively  low  priority  on  providing  security  for  civil  measures  as  long 
as  fighting  persists,  and  (c)  a  disjointed  approach  to  security  and  civil 
COIN,  which  may  simply  be  postponed  until  the  territory  in  question 
is  safe.  Our  approach  is  different  in  that  it  would  treat  security  of  civil 
COIN  under  fire  as  a  primary  mission  for  security  forces  and  inte¬ 
grate  civil  COIN  and  security  operations.  This  approach  would  lead  to 
somewhat  different  requirements  for  forces. 

Until  now,  we  have  stressed  the  differences  between  sequential  and 
integrated  civil-military  CONOPS;  the  discussion  that  follows  shows 
that  the  capabilities  required  for  the  latter  do  not  differ  fundamentally 
from  those  required  for  the  former,  though  planning  and  the  way  in 
which  leaders  think  about  the  mission  will.  For  example,  what  it  takes 
to  secure  a  fixed  location  of  a  given  size  and  vulnerability  is  more  or 
less  the  same  whether  that  site  is  part  of  a  secured  territory  or  a  secured 
network.  This  is  true  as  well  for  protecting  a  convoy  or  for  conduct¬ 
ing  rapid  reinforcement.  What  is  different  is  how  the  forces  needed  for 
these  tasks  are  organized,  prioritized,  and  integrated  with  civil  COIN. 
Thus,  while  the  execution  of  security  tasks  associated  with  civil  COIN 
may  be  familiar,  planning  and  preparing  for  them  may  not  be. 

Take  the  securing  of  a  building.  In  an  integrated  approach,  the 
building  is  a  node  in  which  several  critical  civil  activities  may  be  co¬ 
located,  which  may  increase  the  importance  of  the  building  and  there¬ 
fore  the  threat  to  it.  Depending  on  when  and  how  many  people  have 
to  come  and  go  to  and  from  the  node,  security  of  their  passage  must  be 
provided,  perhaps  by  securing  an  outer  perimeter.  The  danger  of  infil¬ 
tration  has  to  be  countered  by  some  sort  of  check-point.  The  impor- 


1  The  details  of  the  requirements  are  unique  to  each  location,  but  some  general  guidelines 
exist.  See  Galula  (1964  [2006])  for  discussions  of  techniques  and  how  they  differ  with  the 
unique  circumstances  of  a  given  territory. 
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tance  of  and  threat  to  the  node  may  vary  depending  on  whether  the 
civil  activities  are  increased  or  reduced,  periodically  or  depending  on 
need.  A  judgment  is  made  about  how  much  risk  to  accept  at  that  node 
and  under  what  conditions.  Risk  can  be  managed  by  a  combination  of 
static  forces,  sensing,  information-sharing,  and  QRFs.  At  the  tactical 
level,  such  security  tasks  are  not  fundamentally  different  from  what 
forces  may  be  called  on  to  do  in  more-traditional  operations,  though 
the  presence  of  more  civilians  will  change  some  calculations.  But  with 
ICONOPS,  they  may  have  higher  priority,  be  organized  differently, 
and  be  linked  more  tightly  to  the  civil  COIN. 

In  thinking  about  how  to  secure  civil  COIN  networks,  one  must 
keep  in  mind  that  this  is  but  one  of  the  several  security  missions  that 
must  be  undertaken  in  a  successful  COIN.  Such  missions  include  seek¬ 
ing  out  and  capturing  or  killing  insurgents,  training  indigenous  secu¬ 
rity  forces,  securing  military  installations  and  lines  of  communication, 
and  providing  security  in  those  areas  already  held  by  the  government — 
all  of  which  place  demands  on  security  forces. 

In  juggling  security  priorities,  the  ultimate  measure  of  success, 
as  we  have  stressed  from  the  outset,  is  how  best  to  contribute  to  the 
improved  effectiveness,  legitimacy,  and  reach  of  the  government. 
Securing  land  reform  and  land  arbitration  activities  might  contribute 
more  than  trying  to  wipe  out  insurgents,  especially  if  insurgents  enjoy 
popular  support  because  of  injustices  with  respect  to  land  ownership. 
However,  there  will  be  other  claims  on  security  assets.  Figure  4.1  shows 
these  relationships  by  simplifying  the  claims  on  security  forces  to  three 
major  categories — improving  governance,  training  indigenous  forces, 
and  killing  or  capturing  insurgents. 

Security  assets  should  be  planned,  allocated,  and  adjusted  to 
maximize  the  chances  of  prevailing  over  insurgents.  Security  assets  to 
permit  civil  COIN  under  hre  can  contribute  to  the  ultimate  goal  by 
improving  government  (and  popular  support  for  it)  and  by  weakening 
support  for  insurgents  (and  making  them  easier  to  defeat  militarily). 
Whether  the  left-hand  path  is  a  better  use  of  security  assets  than  the 
center  or  right-hand  path  depends  on  prevailing  circumstances  (e.g., 
the  quality  of  government,  the  ferocity  of  insurgency,  the  highest  civil 
priorities,  and  conditions  on  the  ground).  The  point  being  made  here 
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is  that  security  for  civil  COIN  may  warrant  diversion  of  security  forces 
from  other  missions,  including  direct  operations  against  insurgents. 

Figure  4.1 

Security  Missions  in  COIN 


If  a  similar  analysis  is  done  for  various  civil  focus  areas  in  a  given 
COIN  campaign — e.g.,  schools  versus  courts  versus  enterprise  zones — 
optimization  in  allocation  of  security  assets  can  be  further  rehned.  If 
well  articulated,  it  is  a  straightforward  resource-allocation  problem, 
though  one  that  is  dynamic  and  sensitive  to  changes  in  conditions. 
Approaching  it  this  way  causes  COIN  leaders  to  look  at  the  problem 
holistically.  Further,  an  integrated  approach  permits  optimization 
because  it  recognizes  explicitly  that  civil  COIN  contributes  to  security. 
Consider  the  following  illustration  from  Nord-Kivu.  The  earlier  focus- 
area  analysis  suggests  that  fair,  consistent  land  arbitration  would  help 
settle  grievances,  earn  popular  support  for  governing  authorities,  and 
thus  deprive  insurgents  of  that  support.  Insofar  as  insurgents  depend 
on  popular  sympathy  or  acquiescence,  this  civil  measure  would  make  it 
harder  for  insurgents  to  operate.  Therefore,  any  security  forces  employed 
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to  safeguard  land  arbitration  processes  could  contribute  importantly, 
albeit  indirectly,  to  security.  A  judgment  would  have  to  be  made  as  to 
whether  that  contribution  would  be  more  or  less  than  if  the  same  secu¬ 
rity  forces  were  used  to  track  down  and  do  combat  with  insurgents  or 
train  indigenous  forces. 

In  any  case,  it  is  crucial  in  developing  and  applying  ICONOPS 
to  be  explicit  about  the  scarcity  of  forces  and  other  security  assets.  In 
the  face  of  danger,  scarcity  of  security  capabilities  implies  risk;  accord¬ 
ingly,  recognizing  and  dealing  rationally  with  scarcity  is  essential  to 
managing  risk.  If  there  were  enough  forces  available  to  secure  all  civil 
COIN  efforts,  the  ability  of  the  government  and  its  foreign  supporters 
to  establish  effectiveness,  legitimacy,  and  reach  in  the  midst  of  insur¬ 
gency  would  be  limited  only  by  their  commitment  to  civil  COIN  itself. 
In  that  case,  civil  COIN  would  be  nothing  more  or  less  than  normal 
development  and  reconstruction  work — important,  to  be  sure,  but  out¬ 
side  our  scope  of  finding  ways  to  conduct  civil  COIN  in  places,  times, 
and  ways  that  can  help  defeat  insurgency. 


Modes  of  Providing  Security 

Civil  COIN  options  were  categorized  earlier  as  central  (hubs),  decen¬ 
tralized  (nodes),  or  mobile  (links  and  movements).2  Furthermore,  this 
discussion  also  included  consideration  of  what  entity  would  best  pro¬ 
vide  the  service  to  help  establish  the  effectiveness,  legitimacy,  and  reach 
of  governance.  Each  of  these  modes  will  have  general  security  profiles 
that  would  be  adapted  to  the  specific  situation.  Before  addressing  these, 
it  is  useful  to  present  the  general  security  approaches  most  useful  for 
securing  civil  COIN. 

There  are  three  principal  modes  for  providing  security  and  one 
facilitating  function.  These  are  security  located  at  a  node  in  the  provi¬ 
sion  network  {embedded  security),  security  that  traverses  the  connectors 
in  the  network  to  protect  movements  or  the  delivery  of  people  or  goods 


2  Remote-distance  provision  of  services  is  also  a  possibility  when  information  infrastruc¬ 
ture  and  expertise  permit. 
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{mobile  security),  and  QRFs  that  respond  to  immediate  needs  anywhere 
in  the  network.  The  facilitating  function  is  information — its  availabil¬ 
ity  and  the  counterinsurgents’  ability  to  access,  process,  and  act  on  it. 
What  capabilities  are  needed  to  perform  these  functions  will  be  an 
important  consideration.  For  example,  the  number  of  people,  skills, 
situational  awareness,  and  weaponry  needed  to  protect  a  head  of  state 
will  differ  from  those  needed  to  protect  a  market  or  a  school.  While 
determining  the  specific  characteristics  needed  by  the  security  element 
for  a  specific  situation  is  the  responsibility  of  security  professionals  on 
the  ground  in  that  conflict  area,  we  address  them  in  this  section  at  a 
level  of  detail  appropriate  for  developing  ICONOPS. 

Embedded  Security 

Embedded  security  is  that  which  is  resident  at  a  node.  It  would  be 
called  for  at  all  nodes  in  a  network  that  are  at  risk,  subject  to  force 
availability  constraints  and  priorities.  The  type  and  amount  of  security 
provided  will  depend  on  where,  and  to  what  extent,  leaders  are  willing 
to  tolerate  risk.  Requirements  will  differ  depending  on  a  node’s  size 
and  character.  For  example,  the  force  required  to  secure  a  Jalalabad 
industrial  park,  which  would  pose  a  threat  to  the  poppy  industry  in 
the  province  and  so  might  be  at  considerable  risk,  would  likely  be  large 
and  possess  capabilities  tailored  for  that  task.  Flowever,  the  security 
required  to  protect  a  small  Nangarhar  village’s  school  would  be  small 
and  likely  have  limited  capabilities  due  to  limited  risk.  Furthermore, 
the  industrial  park  security  might  be  provided  by  the  park  manage¬ 
ment  as  one  of  the  services  contracted  for  by  the  businesses  operating 
there,  whereas  a  village  school’s  security  would  be  a  public  responsibil¬ 
ity,  though  one  that  might  be  provided  under  local  auspices. 

Although  each  threatened  node  could  have  embedded  secu¬ 
rity,  this  concept  is  particularly  important  for  the  decentralized  local 
nodes  discussed  in  Chapter  Three,  emphasizing  integration  of  analysis, 
approach,  and  operation.  Each  of  these  nodes  is  at  the  periphery  of  the 
network,  represents  government  efforts  to  extend  its  reach,  provides 
services  to  contested  territory,  and  is  presumably  at  risk.  The  ability 
to  maintain  these  nodes  is  important  not  only  for  service  provision 
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but,  more  importantly,  for  establishing  the  government’s  effectiveness, 
legitimacy,  and  reach,  which  is  the  defining  goal  of  COIN. 

Although  these  nodes  are  at  the  periphery  of  the  network  and 
so  the  most  exposed  (implying  the  need  for  robust  security),  they  are 
also,  in  some  ways,  the  most  expendable.  By  this,  we  do  not  mean  to 
suggest  indifference  about  the  safety  of  the  persons  engaged  at  this  or 
that  outlying  civil  COIN  site.  Rather,  the  issue  is  one  of  consequence 
for  COIN,  an  aspect  of  risk  management.  The  appropriate  question 
is  whether,  for  a  given  level  of  threat  and  scarce  security  capabilities, 
the  loss  of  one  node  would  be  of  greater  consequence  than  the  loss  of 
another  one.  A  single  village  school  is  less  important  to  the  goal  of 
COIN  than  the  provincial  education  system  that  provides  the  teach¬ 
ers,  books,  and  materials  that  make  all  schools  in  the  district  viable; 
the  local  clinic  is  less  important  than  the  hospital  from  which  come 
trained  staff,  equipment,  and  medicines  that  make  all  clinics  function. 
At  the  extreme,  if  a  node  is  vulnerable  and  of  comparatively  little  con¬ 
sequence,  perhaps  the  best  choice  is  to  forgo  it  instead  of  trying  to 
maintain  it  under  high  risk. 

Three  considerations  regarding  embedded  security  at  the  periph¬ 
ery  are  noteworthy.  First,  peripheral  civil  COIN  nodes  may  be  both 
remote  and  numerous,  adding  substantially  to  the  requirements 
placed  on  security  forces.  If  scarce  regular  forces  are  used,  they  will 
be  stretched  thin  as  civil  COIN  proceeds  and  nodes  are  added,  thus 
increasing  risk  across  the  network.  Second,  guarding  a  relatively  small 
facility  does  not  require  special  skills  or  technologies.  (Larger  facili¬ 
ties  present  a  different  challenge,  as  noted  later  in  this  chapter.)  If  this 
is  true,  then  the  guard  force  does  not  need  a  wide  range  of  skills  and 
need  not  consist  of  regular  combat  forces.  It  needs  only  to  be  able  to 
conduct  stationary  guard  duty  and  call  for  help  when  needed.  Third, 
the  functioning  of  the  local  node  is  especially  important  to  the  local 
population.  (If  not,  a  strong  argument  exists  for  not  creating  it.)  This 
implies  a  local  willingness  to  augment  security. 
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Given  these  considerations,  an  appealing  option  for  securing 
those  peripheral  nodes  that  require  only  a  minimally  skilled  force  is 
to  raise  local  security  (or  “auxiliary”)  forces  to  do  this  wherever  possi¬ 
ble.3  Not  only  would  this  not  increase  risk  throughout  the  network,  ir 
would  provide  local  employment  and  cause  a  portion  of  the  population 
to  publicly  throw  its  lot  in  with  the  COIN  forces,  a  key  goal  in  general 
COIN  theory.4  It  may  also  be  the  only  way  to  create  the  forces  needed 
to  extend  the  government’s  reach. 

Not  all  embedded  security  tasks  can  be  given  to  local  auxiliary 
forces.  Many  nodes  are  larger  and  more  complex  than  those  discussed 
here.  For  example,  securing  an  airport  or  a  large  industrial  complex 
might  require  embedded,  mobile,  and  quick-reaction  security  forces 
operating  under  on-site  command,  and  all  within  the  node  itself.  Other 
nodes,  e.g.,  a  governor’s  office,  are  of  such  high  value  and  at  such  risk 
that  they  should  have  very  capable  government  security  forces  protect¬ 
ing  them. 

This  analysis  of  the  special  challenge  of  security  for  numerous, 
possibly  remote  decentralized  nodes  underscores  the  potential  utility  of 
co-location  of  civil  COIN  functions  in  defensible  local  centers.  While 
the  threat  is  likely  to  climb  as  such  centers  are  formed,  co-location 
addresses  the  most  serious  problem  of  security  at  the  network’s  edge: 
the  scarcity  of  forces,  particularly  able  and  reliable  forces.  If  it  took  fewer 
locations  to  provide  the  same  volume  of  civil  COIN  output — thus  the 
same  contribution  to  the  government’s  effectiveness,  legitimacy,  and 
reach — it  would  be  possible  to  have  correspondingly  greater  security 
for  the  same  numbers  and  quality  of  embedded  security  forces.  This 
is  why  civil  COIN  co-location  is  so  important — important  enough  to 
urge  civil  authorities  to  consider  it  seriously  despite  its  drawbacks. 

One  common  characteristic  of  all  embedded  security  in  the  situa¬ 
tions  envisioned  by  this  study  is  the  need  to  be  able  to  call  for  help  from 
a  QRF  should  a  threat  beyond  the  embedded  security  force’s  capacity 
manifest  itself.  The  requirement  to  be  able  to  summon  help  from  a 


3  Care  must  be  taken  when  raising  such  forces,  as  doing  so  will  empower  some  local  or  higher- 
level  leaders.  The  political  implications  of  how  this  is  done  are  important  considerations. 

See,  e.g.,  Galula  (1964  [2006],  pp.  81-82). 
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QRF  implies  a  rudimentary  information  system  that  is  reliable.  This 
same  information  system  provides  the  ability  for  the  embedded  secu¬ 
rity  force  to  request  supplies  and  receive  information  about  changes  in 
the  local  threat  situation,  as  well  as  any  other  information  needed  for 
its  mission.  It  could  also  provide  needed  functionality  to  the  civil  ele¬ 
ment  at  any  given  node.  Information,  and  the  need  for  broad  connec¬ 
tivity,  is  discussed  at  greater  length  later  in  this  chapter. 

In  sum,  risk  is  greatest  and  the  assets  needed  to  manage  risk  most 
scarce  at  the  local  level.  Yet  the  local  level  is  critical — it  is,  after  all, 
where  civil  COIN  meets  the  population.  The  solution  must  include 
substantial  but  not  necessarily  high-performance  embedded  local  secu¬ 
rity  forces,  co-location  of  civil  COIN  activities,  QRFs  (see  the  section 
on  QRFs  later  in  this  chapter),  and  exploitation  of  information  (see 
the  section  on  information  sensing  and  sharing  later  in  this  chapter). 
In  the  end,  there  will  be  risk — potentially,  significant  risk.  Weighing 
this  risk  against  the  benefits  of  operating  civil  COIN  “amongst  the 
people”  is  a  central  strategic  issue  that  must  be  faced  by  civilian  and 
military  decision-makers  together,  taking  into  account  the  ICONOPS 
suggested  here. 

Mobile  Security 

Mobile  security  is  called  for  whenever  people  or  goods  involved  in  civil 
COIN  must  be  moved  through  potentially  hostile  areas.  We  discuss 
ground  mobile  security,  followed  by  air  mobile  security.  While  require¬ 
ments  for  movement  security  are  well  known,  some  additional  consid¬ 
erations  are  important  for  relating  them  to  ICONOPS. 

With  regard  to  ground  mobile  security,  there  are  two  general  cir¬ 
cumstances  in  which  it  is  needed.  The  first  is  when  the  population’s 
needs  must  be  met  by  mobile  civil  COIN  providers,  perhaps  at  the 
farthest  reach  of  government  effectiveness,  where  local  centers  may  not 
yet  be  possible.  Risk  may  be  higher  in  these  conditions  than  when 
mobility  is  needed  to  support  fixed  local  centers.  This  case  implies  that 
the  mobile  security  forces  should  have  whatever  capabilities  are  needed 
for  the  anticipated  threat.  It  puts  an  increased  premium  on  command, 
control,  communication,  computing,  intelligence,  surveillance,  and 
reconnaissance  (C4ISR)  systems,  as  threat  awareness  and  the  ability  to 
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communicate  are  of  heightened  importance.  As  noted  in  the  embed¬ 
ded-security  discussion,  the  ability  to  call  on  a  responsive  QRF  would 
be  important.  The  mobile  security  force  would  also  need  to  stay  with 
the  service  deliverers  until  their  mission  was  completed. 

The  second  case  is  that  of  securing  movements  of  goods  and 
people  to  nodes  that  are  themselves  protected.  In  that  case,  there  may 
be  no  need  for  the  security  element  to  stay  at  the  delivery  location  once 
its  cargo  is  delivered.  As  such,  this  detachment  would  need  to  worry 
only  about  security  en  route.5 

Transport  in  some  cases  might  be  by  rotary-  or  fixed-wing  air¬ 
craft.  In  such  cases,  mobile  security  forces  and  the  forces  required  on 
the  ground  to  secure  the  service  delivery  node  would  likely  differ.  An 
example  would  be  for  the  aviation  unit  to  provide  security  en  route  via 
guns  mounted  in  the  transport  helicopters  and,  in  some  cases,  escort 
attack  helicopters.  However,  the  helicopters  would  almost  certainly  not 
remain  on  site  while  the  service  was  being  delivered,  as  they  are  high- 
value  items  that  typically  are  continuously  tasked  to  fly  missions.  A 
separate  ground  security  force  would  have  to  accompany  the  service 
deliverers  and  remain  with  them  until  transported  back  to  their  home 
station. 

In  addition  to  equipment  needed  for  secure  movements,  the  skills 
required  for  a  mobile  security  force  are  different  from  and  greater  than 
those  needed  for  an  embedded  security  force  at  a  small  node.  These 
include  the  ability  to  do  route  and  convoy  planning,  to  handle  trans¬ 
port  difficulties  (e.g.,  mechanical  failures  or  weather),  to  anticipate  and 
respond  to  ambushes,  and  to  keep  in  constant  communication  with 
the  headquarters  and  the  QRF.  Reliance  on  timely  information  sensing 
and  sharing  would  be  at  least  as  great  as  that  at  fixed  civil  COIN  loca¬ 
tions.  Typically,  this  force  would  require  professional  soldiers  or  spe¬ 
cial  police,  though  local  forces  could  provide  mobile  security  in  some 
circumstances. 


5  There  are  special  cases  in  which  additional  security  would  be  required  because  of  the 
people  or  materials  being  delivered.  These  are  not  explicitly  addressed  here. 
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Quick-Reaction  Forces 

From  the  point  of  view  of  kinetic  force,  the  key  to  managing  the  risks 
inherent  in  a  distributed  and  dynamic  civil  COIN  network  in  hos¬ 
tile  territory  is  the  QRF — assuming,  as  one  must,  that  security  forces 
are  too  scarce  to  eliminate  risk  at  every  point  and  along  every  link 
in  the  network.  Indeed,  without  high-performance  QRFs  (and  asso¬ 
ciated  information  systems),  ICONOPS  would  not  be  effective,  and 
civil  COIN  could  be  prohibitively  risky  as  long  as  insurgent  violence 
persists. 

QRFs  are  centrally  located  forces  with  very  good  communications 
and  mobility  that  respond  to  threats  anywhere  within  a  designated  area. 
There  could  be  more  than  one  echelon  of  QRF  provided  in  different 
circumstances.  For  example,  a  large  node,  such  as  an  industrial  park, 
might  have  several  stationary  guard  posts  and  an  internal  QRF  that 
reacts  to  threats  at  any  point  in  the  complex,  supported  by  the  regional 
security  force’s  QRF  on  request.  Minimum  response  times  are  often 
set  for  the  QRF  from  time  of  notification  to  arrival  at  any  point  in  its 
area  of  responsibility.  Depending  on  the  situation,  the  QRF  might  be 
transported  by  ground,  but  often  QRFs  are  moved  by  helicopter  (this 
permits  one  force  to  cover  a  larger  area).  Troop  and  hardware  quality 
are  important  for  this  mission,  as  limited  planning  and  threat  analysis 
can  be  done  prior  to  a  mission.  Capabilities  must  overmatch  what  the 
threat  is  likely  to  field.  QRFs  may  need  to  respond  to  multiple  missions 
at  one  time,  which  implies  the  need  for  a  robust  headquarters  operation 
and  command,  control,  computing,  communication,  and  intelligence 
(C4I)  capability  and  more  than  one  reaction  team. 

Given  their  role  in  making  ICONOPS  viable,  QRFs  must  be  able 
to  thoroughly  defeat  insurgent  forces  in  any  engagement.  Insurgents 
must  know  that  they  could  be  struck  by  a  QRF  whenever  they  mount 
serious  assaults  on  civil  COIN.  Thus,  the  fear  of  a  QRF  could  add 
deterrence  to  our  model  for  civil  COIN  in  territory  where  insurgents 
are  still  active.  Accordingly,  the  skills  and  systems  demanded  for  QRFs 
are  the  highest  of  the  three  categories  of  security-force  missions.  These 
should  be  the  best-equipped  and  best-trained  forces  supporting  the 
civil  COIN  effort.  They  must  also  be  kept  at  a  high  level  of  readiness, 
since  they  might  have  to  respond  suddenly  to  threats  anywhere  in  the 


100  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


network.  The  requirement  for  a  QRF  depends  on  the  level  of  threat, 
the  vulnerability  of  nodes  and  links,  and  the  allocation  of  scare  security 
forces  throughout  the  network.  This  calculus  can  lead  to  a  substantial 
demand  for  QRFs,  especially  in  expansive  territories  in  which  popu¬ 
lation  centers  are  distributed.  However,  QRFs  need  not  be  dedicated 
solely  to  the  civil  COIN  mission.  Rather,  they  would  likely  support  all 
COIN  missions  in  the  area  of  operations. 

Information  Sensing  and  Sharing 

Information  is  a  key  enabler  of  networked  security  forces  and  the  con¬ 
nective  tissue  between  those  forces  and  civil  COIN  providers.  Robust 
information  available  to  all  who  need  it  permits  both  the  civil  COIN 
deliverers  to  understand  what  is  needed  to  improve  the  effectiveness, 
legitimacy,  and  reach  of  the  government  and  counterinsurgent  leaders 
to  understand  and  manage  risk.6  This  implies  that  information  systems 
should  be  designed  to  allow  security  to  be  provided  by  a  smaller  force 
than  would  be  needed  with  less  information,  or  for  more  security — 
thus,  more  effective  civil  COIN — to  be  provided  by  the  same  force.  For 
example,  security-force  leaders  will  be  engaged  in  a  constant  struggle  to 
provide  the  best  possible  security  to  the  most  civil  COIN  efforts  pos¬ 
sible.  If  good  information  is  available  on  the  threat  to  a  node,  includ¬ 
ing  early  warning  of  an  impending  attack,  and  connectivity  between 
a  node  and  the  QRF  is  available  and  robust,  then  that  node  can  make 
do  with  a  smaller  security  presence  and  rely  more  heavily  on  the  QRF 
than  it  could  if  such  information  were  not  available. 

Information  is  needed  on  several  aspects  of  civil  COIN  in  hostile 
territory:  first,  on  the  threat,  which  is  likely  to  be  fluid  and  opaque; 
second,  on  the  population’s  needs,  which  may  also  be  fluid  (e.g., 
sudden  sickness,  natural  disasters,  displacement,  and,  of  course,  the 
effects  of  fighting);  and  third,  the  security  forces  of  the  government 
and  its  foreign  supporters.  This  implies  multiple  sources  and  means  of 
information — human  intelligence,  technical  sensors,  contact  with  the 
population,  and  connectivity  of  all  involved  in  civil  COIN  and  associ¬ 
ated  security  measures.  Throughout  a  distributed  system,  every  civil 
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Information  as  used  here  indicates  both  content  and  availability. 
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COIN  service  node  should  also  be  a  civil  COIN  information  node. 
While  relevant  information  will  travel  along  several  paths,  there  will 
and  should  be  a  high  degree  of  overlap.  The  information  systems  that 
support  ICONOPS  should  be  adequate  to  incorporate  and  integrate 
seemingly  disparate  but,  in  fact,  interdependent  information. 

Note  that  communication  links  should  exist  not  only  between 
security  forces  but  also  between  security  forces  and  civil  COIN  provid¬ 
ers  and  between  the  node  and  the  people  of  the  village  or  the  surround¬ 
ing  area,  as  this  is  a  way  in  which  early  warning  could  be  achieved. 
Furthermore,  this  communication  might  be  between  local,  indigenous 
security  forces  and  international  forces  that  would  typically  have  differ¬ 
ent  communication  equipment  and  might  speak  different  languages. 

Communication  media  across  the  entire  spectrum  of  options 
should  be  considered,  ranging  from  mobile  military  or  police  radios  to 
telephone  (land-line,  cell,  satellite),  to  Internet-based  systems.  Commu¬ 
nication  must  also  exist  between  civilian  COIN  providers  and  security 
forces  and  between  indigenous  and  U.S.  security  forces.  These  com¬ 
patibility  issues  often  plague  multi-national  and  civil-military  efforts, 
despite  the  fact  that  they  have  relatively  simple  technical  and  proce¬ 
dural  solutions.  These  solutions  include  providing  appropriate  tech¬ 
nical  means  to  those  who  need  them  (e.g.,  cell  or  satellite  phones  to 
remote  outpost,  with  extra  batteries  or  power  generation  to  keep  them 
charged,  BlackBerry  -type  equipment,  radios  that  operate  on  a  useful 
frequency,  computers  and  connectivity  that  give  security  forces  and 
civilians  access  to  appropriate  networks);  organizational  solutions,  such 
as  civil-military  operation  centers  in  which  civilian  and  military,  U.S., 
and  host-nation  operators  are  represented  and  connected  to  their  oper¬ 
ating  elements;  and  procedural  considerations,  such  as  permitting  all 
who  need  it  access  to  operational  networks  or  creating  networks  for  this 
purpose.  Creating  networks  would  likely  require  supplying  the  equip¬ 
ment  as  well  as  creating  and  managing  the  secure  Web  sites  necessary 
to  ensure  that  everyone  who  needs  access  has  it  and  those  who  should 
not  have  access  do  not.  This  management  task  would  likely  fall,  at  least 
initially,  to  the  U.S.  military. 

As  noted,  providing  security  with  scarce  forces  for  vulnerable 
activities  in  hostile  territory  requires  a  mix  of  large  and  small,  advanced 
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and  basic  forces.  Some  aspects  of  ICONOPS  (e.g.,  embedded  security 
at  decentralized  local  nodes)  demand  quantity  more  than  quality;  other 
aspects  (e.g.,  high-readiness  QRF)  demand  quality  more  than  quantity. 
The  relationship  between  the  various  types  of  forces  with  regard  to 
scale  and  sophistication  is  depicted  in  Figure  4.2. 

Figure  4.2 

Typical  Force  Type  and  Capabilities 
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Note  that,  under  an  assumption  that  there  will  be  more  periph¬ 
eral  than  central  nodes,  we  infer  that  the  number  of  security  personnel 
needed  for  a  robust  local  or  distributed  security  force  would  be  greater 
than  for  other  security  modes.  Furthermore,  using  local  forces  would 
be  the  most  cost-efficient  and  feasible  approach  to  fielding  such  forces, 
as  they  would  not  require  as  much  training  as  would  professional  mili¬ 
tary  or  police  forces,  and  would  have  a  stake  in  providing  this  security, 
as  the  node  would  service  their  home  areas. 

All  else  being  equal,  this  suggests  that  demand  for  foreign  (e.g., 
U.S.)  forces  for  civil  COIN  security  could  be  small  in  numbers  and 
large  in  quality — light  but  high-leverage.  This  is  in  line  with  a  broader 
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COIN  strategy  that  looks  to  U.S.  forces  to  organize,  train,  equip, 
advise,  enable,  and  make  up  for  capability  gaps  of  indigenous  forces. 
The  significance  of  this  division  of  labor  is  that  providing  better  secu¬ 
rity  for  civil  COIN  would  not  necessarily  increase  the  requirement  for 
U.S.  or  other  foreign  troops  in  contested  countries. 

Non-Lethal  Capabilities 

Recall  that  the  reason  civil  COIN  tends  to  conform  to  a  distributed 
architecture  is  that  it  generally  needs  to  “reach  out  and  touch”  the 
population.  As  already  noted,  this  means  lots  of  nodes,  often  at  a  dis¬ 
tance  from  centers  and  security-force  bases,  which  adds  to  the  security 
challenge.  To  some  extent,  this  can  be  mitigated  by  the  co-location  of 
civil  activities  (e.g.,  clinics,  schools,  courts,  job-training  sites).  But  co- 
location  also  adds  to  the  difficulty  of  securing  civil  COIN  insofar  as  it 
requires  the  coming  and  going  of  all  sorts  of  people  at  all  times  for  all 
sorts  of  reasons.  These  people  may  be  exposed  to  danger,  or  they  may  be 
dangerous.  Moreover,  it  may  be  difficult  to  identify  among  the  people 
entering  or  gathering  around  civil  centers  which  ones  are  insurgents  or 
terrorists.  This  presents  a  problem  that  is  not  unique  to  securing  civil 
COIN  but  is  a  problem  nevertheless.  Specifically,  it  highlights  the  need 
for  a  capability  to  incapacitate  individuals  with  less-than-lethal  force, 
and  so  lessen  collateral  damage  to  innocent  people  and  their  property. 
Not  only  would  this  improve  the  effectiveness,  legitimacy,  and  reach  of 
the  government,  it  would  also  provide  for  the  capability  to  fight  more 
ethically. 

In  parallel  research  at  RAND,  new  concepts  are  being  developed 
for  the  use  of  scalable-effect  weapons  that  can  affect  the  behavior  of 
potentially  dangerous  persons  without  killing  or  even  harming  them.7 
These  concepts  have  added  urgency  in  light  of  the  new  strategy  of 
insurgents  and  other  extremists  (e.g.,  Hamas  in  Gaza,  Hizballah  in 
southern  Lebanon,  and  jihadists  in  Fallujah,  Iraq)  to  hide  among  the 
population  and  provoke  attack  in  hopes  of  causing  the  enemy  to  kill 
civilians.  Among  the  technologies  that  deserve  increased  interest  are 
high-power  directed  sound  and  light,  including  lasers.  Further  research 
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should  explore  whether  and  how  such  capabilities  could  bolster  secu¬ 
rity  of  civil  COIN,  which  often  takes  place  amid  dense  populations. 


Investments 

Although  the  sorts  of  capabilities  required  for  ICONOPS  are  simi¬ 
lar  to  those  needed  for  traditional  COIN  operations,  they  may  need 
some  tailoring  and  therefore  special  development.  Investment  in  new 
capabilities  may  be  needed  to  make  this  happen.  These  fall  into  three 
general  categories — investments  in  U.S.  capabilities,  investments  in 
host-nation  capabilities,  and  investments  in  population  capabilities.  In 
addition,  training  of  U.S.  and  local  civilian  and  military  personnel,  a 
form  of  investment,  is  crucial  for  ICONOPS.  While  we  cannot,  in  the 
scope  of  this  monograph,  touch  on  all  needed  investments,  we  illustrate 
in  this  section  some  critical  items  and  suggest  a  gap  analysis  approach. 

U.S.  forces  are  not  necessarily  organized  in  a  way  that  permits 
them  to  be  deployed  for  ICONOPS,  or  policy  restrictions  hinder  their 
use  (e.g.,  restrictions  on  training  police  in  section  660  of  the  Foreign 
Assistance  Act,  Pub.  L.  No.  87-195).  Recent  experiences  in  Afghani¬ 
stan  and  Iraq  have  provided  significant  experience  in  this  field.  Flex¬ 
ible,  non-doctrinal  organizations  are  regularly  used  to  conduct  mis¬ 
sions.  For  example,  initial  efforts  at  inter-operability  between  Iraqi 
police  and  coalition  forces  resulted  in  a  near  total  failure  to  commu¬ 
nicate,  but  these  problems  have  been  largely  overcome  through  joint 
operation  centers,  cell  phones,  and  fielding  some  compatible  commu¬ 
nication  equipment.8  This  experience  should  prove  quite  helpful  in  pro¬ 
viding  security  in  the  future.  However,  there  are  procedural  challenges 
to  U.S.  forces’  ability  to  operate  in  the  required  manner.  For  example, 
the  importance  of  information  was  discussed  earlier  in  this  chapter,  but 
U.S.  forces’  ability  to  provide  access  to  military  networks  or  create  net¬ 
works  that  all  can  access  is  a  potential  sticking  point.  U.S.  Department 
of  Defense  (DoD)  policy  precludes  foreign  militaries  and  civilians  from 
accessing  U.S.  military  networks,  so  to  get  all  on  one  operational  net- 
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work  would  require  either  exceptions  to  policy  or  the  establishment  of 
new  networks.9  Both  of  these  potential  solutions  are  well  within  the 
capabilities  of  the  U.S.  military. 

Investments  in  host-nation  capabilities  will  almost  certainly  be 
much  greater.  Recall  that  one  goal  of  any  COIN  effort  should  be  to 
increase  host-nation  capabilities,  thus  minimizing  the  direct  support 
required  of  the  intervening  power,  and  so  improving  the  effectiveness, 
legitimacy,  and  reach  of  the  host  nation.  While  we  do  not  address  the 
technical  aspects  of  building  host  government  or  military  capabilities, 
as  such,  it  is  all  but  certain  that  they  will  have  shortfalls  in  several  areas. 
Here,  we  concentrate  on  security-force  investments  of  the  kind  that 
would  permit  embedded,  mobile,  and  QRF  operations,  facilitated  by 
information.  We  address  two  characteristics  of  these  investments:  size 
and  technical  difficulty. 

Embedded  security  forces  will  not  require  sophisticated  training  or 
equipment,  but  there  may  be  a  need  for  a  lot  of  them.10  These  will  need 
to  be  built  from  scratch  as  early  as  possible  in  the  COIN  effort.  They 
constitute  a  potentially  large  but  technically  simple  investment.  These 
are  likely  to  be  local  forces  for  the  reasons  discussed  earlier.  In  addition 
to  providing  local  security,  they  also  fill  the  role  of  a  potentially  large 
constituency  clearly  on  the  side  of  the  counterinsurgents. 

Mobile  security  forces  will  need  to  come,  for  the  most  part,  from 
the  ranks  of  professional  military  or  police,  at  least  initially.* 11  They 
will  need  transportation,  intelligence,  communication,  and  weapon 
systems  commensurate  with  their  responsibilities,  as  well  as  the  skills 
needed  to  fight  through  enemy  attacks  up  to  and  including  prepared 
ambushes.  This  force  will  likely  require  fewer  and  more  highly  skilled 
personnel  than  embedded  security.  Technical  investments  will  also  be 
larger.  Appropriate  vehicles  (e.g.,  trucks,  light  armored  vehicles),  weap¬ 
ons  (at  least  small  arms  and  crew-served  weapons),  and  communica¬ 
tion  systems  (e.g.,  military  radios  compatible  with  those  of  the  interna¬ 
tional  as  well  as  local  security  forces)  will  be  needed  to  outfit  the  units 


9  Libicki  et  al.  (2008);  see  also  Kramer,  Wentz,  and  Starr  (2007). 

10  The  focus  here  is  on  the  forces  in  the  small  nodes  at  the  periphery  of  the  network. 

11  The  focus  here  is  on  ground  mobile  security  forces  only. 
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assigned  these  tasks.  Transport  capabilities  required  to  protect  civil 
COIN  movements  may  differ  from  those  required  for  purely  military 
transport.  Additionally,  facilities  (e.g.,  barracks,  ranges,  maintenance 
facilities)  needed  to  maintain  them  would  also  be  required.  These  forces 
could  initially  be  provided  by  the  United  States  but  should  eventually 
be  provided  by  the  host  nation. 

The  QRF  will  need  to  be  professional  soldiers  or  paramilitary 
forces  (e.g.,  gendarmerie),  prepared  to  come  to  the  rescue  of  others  in 
almost  any  circumstance  within  their  area  of  operation.  They  will  need 
the  best  available  weapons,  communications,  and  mobility  assets.  Heli¬ 
copter  transportation  would  be  preferable  in  many  cases.  These  could 
be  either  indigenous  or  U.S.  forces,  though  it  is  likely  that  this  func¬ 
tion  would  initially  be  provided  by  the  United  States.  The  investment 
here  would  be  for  a  relatively  small  number  of  technically  sophisticated 
forces  and  the  facilities  needed  to  maintain  them. 

The  dependence  of  both  the  insurgency  and  government  on  the 
population  for  information  is  an  increasingly  salient  theme  in  COIN 
theory.  This  information  takes  the  form  not  only  of  information  from 
informants,  but  also  demographic  information,  census  data,  and  eco¬ 
nomic  data,  and  the  like,  all  of  which  help  both  the  civil  COIN  and 
security-force  elements  of  the  COIN  effort  plan  and  execute  their  pro¬ 
grams  and  operations.  To  permit  the  population  to  help  the  COIN 
forces,  investments  may  be  required.12  Two  examples  are  illustrative: 
The  communication  network  in  a  major  city  in  Iraq,  such  as  Fallujah, 
or  a  provincial  capital  city,  such  as  Ramadi,  will  provide  reasonable 
cell  phone,  telephone,  radio,  television,  and  perhaps  even  Internet  con¬ 
nectivity  for  the  needed  information  to  be  acquired  and  disseminated. 
For  example,  BlackBerry  service  is  currently  available  in  Ramadi.13 
Improvements  could  be  made  in  some  areas,  such  as  distributing  com¬ 
munication  devices  (e.g.,  cell  phones,  computers,  BlackBerry  devices) 
to  key  individuals  in  the  community  but  may  not  be  necessary.  Nord- 
Kivu,  on  the  other  hand,  as  well  as  remote  areas  of  Afghanistan,  is 
almost  totally  devoid  of  any  communication  infrastructure.  The  cre- 


12  For  a  thorough  discussion  of  these  topics  and  related  topics,  see  Libicki  et  al.  (2008). 

13  Author’s  visit  to  Ramadi  in  August  2008. 
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ation  of  cell  phone  networks  and  the  distribution  of  communication 
equipment,  ranging  from  cell  phones  to  computers,  to  key  people  in 
these  areas  could  permit  access  to  a  greatly  expanded  base  of  informa¬ 
tion.  It  would  also  contribute  to  the  efficiency  of  embedded  security 
forces  operating  in  these  areas,  as  well  as  to  economic  activity.  Finally, 
information  devices  in  the  hands  of  trusted  members  of  the  local  popu¬ 
lation  can  serve  as  early  warning  devices  as  well. 

Training  is  an  important  form  of  investment,  as  is  the  develop¬ 
ment  of  technology  and  procurement  of  equipment.  Although  there  is 
some  similarity  at  the  level  of  basic  tasks  between  securing  civil  COIN 
and  other  military  missions,  the  missions  themselves,  concepts  of  oper¬ 
ation,  and  doctrine  differ.  For  example,  units  that  are  to  provide  convoy 
security  for  civil  COIN  personnel  must  be  trained  differently  from 
those  that  are  securing  military  convoys,  given  how  differently  those 
being  protected  will  react  if  attacked.  Dispatching  a  QRF  to  prevent 
an  industrial  park  from  being  over-run  demands  different  skills  and 
preparation  from  those  required  to  dispatch  a  QRF  to  reinforce  a  mili¬ 
tary  unit  in  trouble.  More  generally,  improving  security  by  reducing 
vulnerability  requires  a  different  way  of  thinking  from  that  required  to 
improve  security  by  destroying  the  threat. 

In  this  regard,  it  cannot  be  excluded  that  the  development  and 
adoption  of  ICONOPS  will  lead  to  a  questioning  of  the  adequacy  of 
existing  organizational  structures.  U.S.  ground  forces  are  organized  for 
combat,  though  their  structures  have  proven  to  be  both  flexible  and 
adaptable.  If  it  becomes  clear  that  specialized  forces  in  tailored  units 
are  needed  to  provide  security  for  civil  COIN — and  not  to  be  drawn 
off  to  other  missions — this  may  indicate  at  least  a  refinement  in  the 
way  U.S.  ground  forces  are  organized. 


Summary 

ICONOPS  to  manage  and  lower  the  risk  to  civil  COIN  in  hostile  ter¬ 
ritory  demand  a  set  of  capabilities  that,  while  not  fundamentally  dif¬ 
ferent  from  what  regular  forces  need  for  COIN  anyway,  do  merit  their 
own  definition  of  requirements.  Table  4.1  summarizes  these. 


Table  4.1 

Summary  of  Required  Security  Capabilities 


Security  Type 

Types  of  Capabilities 

Quantity 

Qualities 

Local/Foreign 

Fixed-site  security 

Guards 

Police 

Lightly  armed  military 
forces,  where  warranted 

Large  numbers  due  to 
numerous,  remote, 
vulnerable  nodes 

Good  quality  for  basic 
tasks 

Local,  with  few  foreign 
trainers,  advisers,  enablers 

Movement  security 

Land  and  air  mobile 
accompanying  forces 

Dependent  on  frequency 
and  distance  of 
movements  through 
hostile  territory 

Very  good  skills  and 
equipment 

Local,  with  foreign 
trainers,  advisers, 
enablers;  possibly  foreign 
transport 

QRF 

Air  and  fast  land  mobile 
high-performance 
combat  units  with  some 
strike  capabilities 

Compact  units;  number 
of  units  depends  on 
geographic  expanses, 
number  of  nodes  and 
links,  threat 

Excellent  in  skill, 
equipment,  and 
readiness 

Foreign  until  local  forces 
are  ready 

Information 

Integrated  COIN  networks 
open  to  civil,  military, 
intelligence,  local 
security  forces,  local  civil 
authorities,  population 
representatives 

Infrastructure  and  devices 
should  facilitate  wide 
access  and  use 

Standard  for  Internet 
protocol  (IP)  networks 

Foreign  by  design  and 
operation;  local  and 
foreign  users 

Scalable-effect 

Technologies  to  affect 

Should  be  affordable 

Usable  by  regular  guards. 

Foreign,  with  an  effort  to 

(non-lethal)  systems 

behavior  and  control 
situations  without 
violent  or  lethal  force 
(e.g.,  directed  sound  and 
light) 

and  usable  at  numerous 
vulnerable  local  nodes 
and  links 

police,  and  military 
forces 

transfer  capabilities  to 
local  forces 
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CHAPTER  FIVE 

Conclusions 


This  study  has  identified  several  complementary  ways  in  which  to 
enhance  the  effectiveness  of  civil  COIN  under  fire: 

•  standards  and  methods  for  prioritizing  civil  COIN  measures  and 
for  determining  the  allocations  of  (scarce)  security  forces  among 
them  and  between  civil  COIN  and  other  COIN  security  missions 
(e.g.,  direct  operations  against  insurgents) 

•  a  risk-management  model  that  transcends  old  notions  of  territo¬ 
rial  control  by  addressing  the  vulnerability  of  civil  COIN  func¬ 
tions  throughout  a  distributed,  dynamic  architecture 

•  ICONOPS  for  military  and  civilian  leaders  to  employ  during 
COIN  campaigns,  to  unify  efforts,  reduce  vulnerabilities,  allocate 
forces,  deal  with  uncertainty,  and  respond  to  unforeseen  threats 

•  derived  from  these  concepts,  requirements  for  improved  capa¬ 
bilities  to  secure  civil  COIN  and  for  investments  to  create  these 
capabilities. 

These  enhancements  are  based  on  a  network  model  for  securing 
civil  COIN  that  is  informed  by  examination  of  specific  high-priority 
focus  areas  in  A1  Anbar,  Nord-Kivu,  and  Nangarhar,  as  well  as  other 
observations.  The  model  was  critiqued,  validated,  and  further  refined 
through  closer  examination  of  the  Nangarhar  case  by  experts  on 
Afghanistan  and  experienced  practitioners  and  leading  analysts  of 
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COIN.1  To  be  clear,  the  model  has  not  been  applied  in  any  case  ana¬ 
lytically,  much  less  actually.  However,  treating  civil  COIN  in  contested 
areas  as  a  distributed,  dynamic  network  to  be  secured  in  order  to  win 
over  the  population  more  quickly  has,  in  theory,  important  advantages 
over  an  approach  that  relies  on  first  securing  a  territory.  Therefore, 
while  careful  to  note  the  limits  of  the  research  and  analysis,  we  are  not 
bashful  about  our  findings  and  their  implications. 


Summary  of  Key  Findings 

Because  civil  COIN  responds  to  people’s  needs,  showing  them  that 
their  government  offers  a  better  future  than  do  the  insurgents,  it  can  be 
beneficial  strategically  to  conduct  it  even  when  and  where  threats  per¬ 
sist,  as  opposed  to  waiting  until  violence  subsides.  This  would  permit 
civil  COIN  to  take  place  not  necessarily  where  it  is  safest  but  where 
it  can  contribute  most  to  enhancing  the  effectiveness,  legitimacy,  and 
reach  of  government  and  thus  defeating  insurgency. 

Priorities  among  civil  COIN  measures  should  be  based  mainly 
on  two  factors:  (a)  which  ones  would  contribute  most  to  improving  the 
government’s  effectiveness,  legitimacy,  and  reach,  and  thus  to  turning 
the  population  against  insurgents  and  (b)  the  security  effort  required  to 
reduce  the  vulnerability  of  such  measures,  weighed  against  the  opportu¬ 
nity  costs  of  forces.  These  choices  are  shaped  by  ICONOPS  developed 
and  employed  by  force  commanders  and  civilian  leaders  in  concert. 

The  problem  of  conducting  civil  COIN  despite  insurgent  threats 
does  not  reflect  on  the  courage  of  civilians,  foreign  or  indigenous,  which 
is  often  praiseworthy.  Rather,  the  problem  is  that  institutions  and  gov¬ 
ernments  charged  with  civil  COIN  often  choose  not  to  send  civilians 
into  danger.  Moreover,  even  with  courageous  civilians  involved,  insur¬ 
gent  attacks  can  hinder  their  effectiveness. 

Because  it  must  be  distributed  to  succeed,  reflecting  the  need  to 
reach  the  population,  civil  COIN  is  inherently  vulnerable  and,  where 


1  This  closer  examination  of  Nangarhar  culminated  in  a  two-day  workshop  involving  some 
the  worlds  leading  observers  of  COIN  in  Afghanistan  (November  6—7,  2008). 
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threats  exist,  risky.  It  therefore  presents  significant  and  varied  security 
demands,  especially  if  insurgents  target  these  efforts  in  order  to  defeat 
the  government’s  attempt  to  win  over  the  population.  These  demands 
subsume  but  far  exceed  the  protection  of  foreign  personnel  in  PRTs. 
The  PRT  is  only  one  vehicle  for  civil  COIN  and  does  not  encompass 
the  facilities,  ongoing  services,  indigenous  structures  and  personnel, 
and  government  administration  that  must  be  involved — and  eventu¬ 
ally  take  the  lead — if  civil  COIN  is  to  work.  All  activities  and  assets, 
indigenous  and  international,  that  contribute  to  the  types  of  civil 
COIN  described  in  this  monograph,  and  thus  to  COIN  success,  could 
benefit  from  enhanced  security.  This  must  include  the  safety  not  only 
of  those  providing  civil  services  but  also  of  the  inhabitants  who  rely  on 
the  services. 

We  find  that,  for  a  given  level  of  security  resources,  securing  civil 
COIN  as  a  whole  would  more  easily  and  quickly  be  achieved  by  shift¬ 
ing  from  the  theory  of  staging  military  and  civil  operations  to  one 
of  managing  and  lowering  risk  to  civil  functions  and  operations.  The 
fact  that  U.S.  military  and  civilian  authorities,  in  practice,  are  moving 
beyond  the  purely  sequential  doctrine  underscores  the  need  to  fash¬ 
ion  a  new  concept.  The  nature  of  insurgent  threats,  of  COIN  security 
capabilities,  and  of  civil  COIN  itself  points  toward  this  as  a  promising 
way  of  thinking. 

Given  that  the  purpose  of  civil  COIN  is  to  reach  and  serve  popu¬ 
lations  with  a  variety  of  pressing  needs  throughout  a  given  territory, 
it  tends  toward  a  pattern  of  a  complex,  distributed,  and  dynamic  net¬ 
work.  Therefore,  enhancing  civil  COIN  security  depends  on  securing 
such  a  pattern.  This  is  a  different  problem  from  and,  in  some  respects, 
less  difficult  problem  than  securing  geographic  areas. 

People  have  needs  that  cannot  always  wait  for  security  forces  to 
vanquish  insurgents.  At  the  same  time,  measures  to  secure  civil  COIN 
do  not  obviate  the  need  to  protect  a  population  itself  from  insurgent 
threats.  People  lacking  confidence  that  their  government  and  its  inter¬ 
national  allies  will  safeguard  them  are  unlikely  to  be  won  over  by  civil 
COIN.  They  are  likely  to  be  less  concerned  about  the  availability  of  a 
local  school  if  their  children  cannot  even  leave  home  without  being  in 
grave  danger.  Population  security  and  enhancing  the  security  of  civil 
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COIN  are  complementary  in  that  (a)  the  former  must  include  security 
for  people  going  about  essential  activities  and  (b)  the  latter  must  pro¬ 
vide  for  security  of  people  utilizing  essential  services. 

Securing  and  improving  the  effectiveness  of  civil  COIN  requires 
a  series  of  planning  and  practical  steps: 

1.  Determine  civil  COIN  priorities  (in  our  parlance,  “focus 
areas  ). 

2.  Understand  the  patterns  and  practicalities  of  these  focus  areas 
and  the  trade-offs  among  improving  effectiveness,  legitimacy, 
and  reach  and  security  requirements. 

3.  Take  security  measures  that  address  these  patterns  and 
practicalities. 

4.  Co-locate  civil  COIN  activities,  if  consistent  in  their  objectives, 
in  order  to  reduce  complexity  and  facilitate  security. 

5.  Allocate  appropriate  security  capabilities  from  those  available. 

6.  Plan  and  conduct  integrated  civil-security  operations. 

7.  Provide  accessible  integrated  COIN  information  networks. 

8.  Improve  security  capabilities  needed  for  civil  COIN  activities. 

Taking  these  in  order,  civil  COIN  priorities  depend  on  the  his¬ 
tory  and  culture  of  the  country  in  question;  the  aims,  phase,  strength, 
and  threat  of  insurgency;  the  most  serious  deficiencies  in  the  effective¬ 
ness,  legitimacy,  and  reach  of  indigenous  government;  and  the  public 
services  and  corresponding  civil  COIN  efforts  that  cannot  or  should 
not  be  postponed  until  territory  is  secure.  Examples  of  high-priority 
civil  COIN  are  delivering  urgent  relief  supplies;  building  justice  sys¬ 
tems  (e.g.,  judges,  courts,  corrections  facilities);  providing  job  training 
for  ex-combatants;  creating  economic  opportunities  (e.g.,  enterprise 
areas);  offering  accessible  lower  education  and  health  care;  and  improv¬ 
ing  infrastructure. 

Such  undertakings  tend  toward  a  pattern  of  complex,  distributed, 
dynamic  networks  consisting  of  the  following: 
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•  nodes:  e.g.,  primary  schools,  clinics,  training  sites,  production 
spaces,  administrative  offices,  lower  courts,  and  marketplaces  dis¬ 
tributed  throughout  and  at  the  periphery  of  the  network 

•  hubs:  e.g.,  universities,  hospitals,  transportation  hubs,  ministries, 
and  higher  courts  at  national  or  provincial  centers 

•  links  and  movements:  e.g.,  personnel  augmentation,  refreshing  of 
supplies,  response  to  unforeseen  needs,  and  special  services. 

The  relative  significance  of  and  relationships  among  hubs,  nodes, 
and  movements  will  vary  depending  on  the  specific  civil  COIN  activ¬ 
ities  being  pursued  (some  being  more  conducive  than  others  to  de¬ 
centralization),  the  stage  of  insurgency  and  COIN,  and  the  threat.  The 
threat  includes  not  only  organized  insurgency  but  also  the  episodic 
terrorism,  lawlessness,  gang  violence,  and  sectarian  violence  that  often 
co-exist  with  insurgency. 

Most  civil  COIN  endeavors  can  be  viewed  and  expressed  in  terms 
to  which  security  planners  and  operators  can  readily  relate:  people, 
buildings,  materials,  areas,  connectors,  movements.  Security  forces  are 
concerned  far  more  with  the  characteristics  than  with  the  purposes  of 
what  they  are  asked  to  protect.  Creating  a  vocabulary  that  is  common 
across  civil  COIN  and  between  civil  COIN  and  security  is  critical  to 
integration.  Thus,  we  offer  a  language  of  ICONOPS:  nodes,  hubs,  co- 
location,  links,  movements,  embedded  forces,  mobile  security,  QRF, 
shared  information  networks,  risk  management,  and  force  allocation. 

Done  right,  civil  COIN  is  not  easy  to  secure.  The  complex,  dis¬ 
tributed,  dynamic  pattern  of  civil  COIN  makes  protection  harder  than 
would  centralized,  static  civil  activity.  One  way  to  facilitate  security  is 
to  lessen  complexity  by  co-locating  civil  activities  in  local  nodes,  e.g., 
schools,  clinics,  courts,  production  in  the  same  complex.  (Co-location 
will  occur  naturally  at  central  hubs.)  Co-location  may  have  other 
advantages,  e.g.,  of  efficiency,  economy,  and  ease  of  access.  Though  it 
could  also  degrade  the  effectiveness  of  specific  civil  COIN  measures, 
civilian  authorities  are  urged  to  think  creatively  about  how  to  co-locate 
for  better  security,  better  civil  COIN,  and  better  COIN  overall.  Of 
course,  while  co-location  may  reduce  the  complexity  of  local  security,  it 
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may  also  make  for  more- attractive  targets  because  of  the  concentration 
of  civilian  services  and  assets. 

Facilitated  by  co-location,  securing  civil  COIN  requires  protec¬ 
tion  of  hubs,  local  nodes,  and  movements.  Generally  speaking,  only 
protection  of  central  hubs — e.g.,  concentrated  activities  at  the  national 
and  provincial  levels — is  currently  adequate.  Enhancements  are  thus 
most  needed  in  local  security  and  movement  security. 

Local  security  is  the  most  demanding,  even  daunting,  require¬ 
ment,  owing  to  the  sheer  numbers  and  geographic  spread  of  local 
nodes,  as  well  as  the  fact  that  this  is  where  the  population  is  directly 
served  and  may  be  at  greatest  risk.  Because  it  may  involve  large  num¬ 
bers  of  relatively  unsophisticated  forces,  local  security  may  be  provided 
mainly  by  indigenous,  probably  local,  security  forces  (police,  guards, 
private  firms),  supported  by  adequate  justice  systems  to  convince  the 
population  that  local  security  forces  are  governed  and  backed  by  the 
rule  of  law.  In  fact,  given  the  aim  of  convincing  the  people  of  their  gov¬ 
ernment’s  effectiveness,  legitimacy,  and  reach,  local  security,  like  local 
civil  COIN  itself,  is  best  provided  by  local  forces. 

The  security  of  local  nodes  must  include  a  reasonable  degree  of 
protection  for  the  people  who  must  travel  to  and  enter  the  nodes.  In 
this  respect,  civil  COIN  security  and  population  security  become  over¬ 
lapping  missions.  In  a  dangerous  district,  people  take  risks  by  ventur¬ 
ing  out  when  in  need  of  essential  services;  therefore,  securing  their 
access  to  those  services  is  a  way  of  improving  their  safety.  By  the  same 
reasoning,  there  is  no  point  in  postponing  civil  COIN  until  population 
security  is  ensured,  since  ensuring  population  security  must  include 
permitting  people  to  seek  essential  services  without  being  killed.  In  any 
case,  the  safety  of  those  served  by  civil  COIN  nodes  must  be  addressed 
in  organizing  local  security. 

Movement  security  may  be  provided  by  fast,  motorized  forces.  The 
complexity  of  movements  can  be  reduced,  and  the  security  of  move¬ 
ments  enhanced,  by  close  coordination  of  travel  and  supplies  across 
all  civil  COIN  activities — the  same  principle  as  co-location,  but  on 
the  move.  For  example,  re-supplies  from  a  hub  could  be  transported 
together  for  all  the  activities  in  a  given  node.  The  need  to  coordinate 
and  secure  such  movement  underscores  the  need  for  integrated  infor- 
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mation  networks.  Depending  on  the  difficulty,  risk,  and  capabilities  of 
indigenous  security  forces,  international  forces  may  have  to  provide  for 
movement  security  for  some  time. 

Whether  local  and  movement  security  is  provided  by  indigenous 
or  international  forces,  it  is  essential  for  the  population  to  see  that  they 
are  acting  on  behalf  of  their  own  government,  the  legitimacy  of  which 
is  key  to  defeating  insurgency.  As  a  general  rule,  as  principal  respon¬ 
sibility  for  civil  COIN  itself  shifts  from  international  to  indigenous 
agencies — as  capacity-building  succeeds — so  should  principal  respon¬ 
sibility  for  securing  civil  COIN. 

Critical  to  managing  risk  to  distributed  and  dynamic  civil  activi¬ 
ties  in  insecure  territory  is  a  combination  of  the  effective  information 
networking  and  QRFs  to  cope  with  unexpected  threats  that  exceed 
normal  local  capabilities: 

•  Information  requires  sensing,  sharing  among  civil  and  military, 
indigenous  and  international  authorities,  and  integrated  com¬ 
mand  and  control.  Among  the  most  important  functions  are  the 
coordination  of  civil  COIN  movements,  coordination  of  civil  and 
security  operations,  and  calling  in  quick  reinforcement. 

•  QRF  capabilities  are  most  likely  to  be  furnished  by  foreign  forces, 
at  least  initially,  in  that  they  have  greater  skills  and  capabilities 
(e.g.,  advanced  training,  air  mobility,  and  command  and  con¬ 
trol).  The  key  to  effective  QRF  is,  in  turn,  good  information 
networking. 

In  addition  to  population  security  and  securing  civil  COIN,  secu¬ 
rity  forces  have  the  mission  of  defeating  insurgent  forces  and,  in  the 
case  of  international  forces,  developing  indigenous  forces.  Although 
priorities  among  these  several  missions  will  vary  over  time  and  geogra¬ 
phy,  they  cannot,  in  general,  be  sequenced.  Accordingly,  apportioning 
security  assets  among  missions,  including  the  protection  of  civil  COIN, 
is  a  crucial  task  to  be  performed  by  force  commanders  in  concert  with 
civilian  authorities.  Allocation  of  security  assets  by  commanders  should 
be  based  on  where  those  assets  can  make  the  greatest  contribution  to 
successful  COIN  and  on  the  competing  demands  for  forces. 
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Security  capabilities  in  need  of  development  and  investment  are 
as  follows: 

•  local  sensing  systems 

•  integrated  information  networks 

•  QRF 

•  training,  including  joint  training,  of  U.S.  military  and  civil¬ 
ian  individuals  and  organizations  in  risk  management  and 
ICONOPS 

•  training  for  indigenous  security  forces  in  providing  protection  for 
civil  COIN,  especially  at  the  local  level. 

The  dependence  of  civil  COIN  on  security  and  the  need  to  enhance 
certain  capabilities  for  that  purpose  argue  that  the  U.S.  military  and 
local  security  forces  explicitly  designate  civil  COIN  security  as  one  of 
their  principal  COIN  missions — along  with  the  other  three  principal 
missions  mentioned — as  opposed  to  a  collateral  duty.  By  elevating  the 
importance  of  securing  civil  COIN,  and  of  course  acting  accordingly, 
security  forces  can  go  a  long  way  toward  convincing  institutions  and 
governments  involved  in  civil  COIN  to  allow  their  people  into  danger¬ 
ous  areas.  In  turn,  the  willingness  of  institutions  and  governments  to 
pursue  civil  COIN  despite  risks  would  go  a  long  way  to  complement 
the  efforts  of  COIN  forces. 

Lastly,  management  of  operations  involving  civil  reconstruction 
and  attendant  security  must  include  local  and  internal  civilian  and 
security-force  decision-makers,  with  the  leadership  dependent  on  con¬ 
ditions  in  a  given  nation,  province,  or  district.  Although  the  capabili¬ 
ties  and  specialties  of  foreign  forces  may  be  necessary,  it  is  critical  that 
foreign  actors  be  seen  as  supporting  the  indigenous  government.  In 
general,  and  all  else  being  equal,  the  following  should  occur: 

•  Local  lead  should  be  stressed  when  and  where  insurgency  is  in 
its  early  or  declining  stages;  international  lead  may  be  preferred 
when  insurgency  overwhelms  local  capabilities. 
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•  Civilian  lead  should  be  stressed  when  and  where  security  is  rela¬ 
tively  good;  security-force  lead  should  be  stressed  where  security 
is  poor. 


Recommendations 

These  findings  lend  themselves  to  general  principles,  further  analysis, 
and  experimentation. 

General  Principles 

We  recommend  that  the  U.S.  government  and  others  concerned  with 
COIN  consider  the  following  principles: 

•  It  is  important  to  conduct  civil  COIN  where  the  population  lives, 
despite  the  persistence  of  violence. 

•  Civil  COIN  priorities  should  be  based  on  what  contributes  most 
to  the  effectiveness,  legitimacy,  and  reach  of  the  indigenous  gov¬ 
ernment  and  thus  on  the  weakening  of  insurgency  and  reduction 
of  violence. 

•  Population  security  and  civil  COIN  security  should  be  pursued  in 
conjunction  with  one  another. 

•  Civilian  and  military  leaders  should  direct  their  planners  and  oper¬ 
ators  to  develop  ICONOPS  to  manage  and  lower  risk  throughout 
the  nodes,  hubs,  and  links  of  civil  COIN  networks. 

•  Civil  COIN  security  should  explicitly  be  made  one  of  the  princi¬ 
pal  missions  of  COIN  security  forces. 

•  Civil  authorities  should  recognize  the  contribution  of  civil  COIN 
to  reducing  insurgent  strength  and  violence  and  should  pursue 
ways  to  enable  it  to  proceed  despite  danger. 

•  Co-locating  civil  COIN  activities  could  be  very  helpful  for  secu¬ 
rity  and  should  be  explored  flexibly  by  civil  agencies. 

•  Allocating  security  resources  among  missions  should  be  done 
by  civilian  and  military  leaders  together  and  should  be  based  on 
where  the  greatest  benefit  to  COIN  as  a  whole  lies. 
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•  Capabilities  crucial  to  ICONOPS  but  currently  inadequate  should 
be  enhanced  or  developed. 

•  Information  must  be  openly  shared  among  the  civil  and  military, 
indigenous  and  international  agencies  responsible  for  secure  civil 
COIN. 

•  Securing  civil  COIN,  like  civil  COIN  itself,  should  be  and  be 
seen  as  the  responsibility  of  local  government  and  forces,  espe¬ 
cially  at  points  where  the  people  are  being  directly  served. 

Further  Analysis 

Because  this  study  was  only  an  initial  inquiry,  there  is  a  need  for  addi¬ 
tional  research  and  analysis  of  the  following  topics  at  least: 

•  priorities,  patterns,  and  practicalities  of  civil  COIN 

•  feasibility  and  options  for  co-locating  civil  COIN  activities 

•  options  and  requirements  for  local  security,  movement  security, 
and  QRFs 

•  information  requirements,  architecture,  and  infrastructure 

•  the  adequacy  of  U.S.  civilian  and  military  institutions — doctrine, 
organizations,  training,  leader  development  and  education,  and 
personnel  policies — for  ICONOPS. 

We  have  not  applied  or  specified  ICONOPS  in  detail.  It  is  impor¬ 
tant  to  work  through  analytically  how  these  concepts  and  correspond¬ 
ing  capabilities  would  apply  in  an  actual  or  hypothetical  country,  prov¬ 
ince,  or  district. 

Application  and  Experimentation 

Beyond  that,  it  could  be  valuable  to  identify  districts  in  Iraq  or  Afghani¬ 
stan  where  ICONOPS  may  be  tried  by  U.S.  and  local  civil  and  military 
authorities.  Such  experiments  could  follow  the  disciplined  process  of 
identifying  civil  COIN  priorities;  establishing  a  common  civil-military, 
practical-operational  vocabulary;  planning  security  for  local  nodes, 
central  hubs,  and  movements;  creating  an  integrated  information  net¬ 
work;  organizing  concerted  civil-military  decision-making;  and  iden¬ 
tifying  gaps  in  capabilities  and  procedures.  Robust  after- action  reports 
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and  documentation  would  be  essential  to  further  our  understanding 
of  COIN. 

It  would  also  be  useful  to  conduct  exercises  back  home  to  include 
defense  and  development  establishments  (e.g.,  DoD,  State,  USAID, 
UN,  World  Bank,  international  partners,  and  local  partners). 


Concluding  Thoughts 

Whatever  happens  in  Iraq  and  Afghanistan,  the  United  States  and  its 
partners  will  likely  face  fierce  and  resourceful  insurgencies  for  the  fore¬ 
seeable  future.  The  U.S.  military  has  made  significant  strides  in  adapt¬ 
ing  to  the  needs  of  COIN  in  the  past  several  years.  U.S.  civilian  agen¬ 
cies  are  placing  their  employees  in  PRTs  and  other  hazardous  places 
that  are  out  of  their  institutional  “comfort  zones”  so  that  they  can  work 
on  critical  diplomatic  and  development  issues  important  to  COIN 
efforts  in  Iraq  and  Afghanistan.  As  this  is  being  written,  it  appears 
that  the  corner  has  been  turned  in  ending  the  Sunni  insurgency  in  A1 
Anbar  through  a  combination  of  defeating  the  most  extremist  elements 
and  co-opting  the  rest — at  least  for  now.  However,  there  is  no  room 
for  complacency.  It  has  taken  five  years  to  secure  Iraq,  the  Taliban  are 
resurgent  in  Afghanistan,  and  other  insurgent  challenges  loom.2  The 
U.S.  military  and  civilian  counterparts  are  still  in  the  foothills  of  meet¬ 
ing  the  larger  challenge. 

One  of  the  most  important  steps  in  improving  COIN  would  be  to 
find  ways  to  enable  civil  COIN  to  proceed  more  securely  during  active 
insurgencies.  We  do  not  claim  that  this  study’s  findings  are  the  final 
word  on  this  challenge — far  from  it.  Rather,  we  hope  that  they  will 
spur  greater  thought  and  attention  to  the  need  for  a  more  integrated, 
balanced,  and  effective  way  of  defeating  insurgency. 


2  Gompert,  Gordon,  et  al.  (2008)  identify  a  number  of  important  countries  where  insur¬ 
gencies  based  on  Islamist  extremism  could  occur. 


About  the  Authors 


David  C.  Gompert,  a  senior  fellow  at  the  RAND  Corporation,  has  three 
decades  of  experience  in  national  security  policymaking,  private  indus¬ 
try,  and  research.  At  RAND,  he  has  directed  the  National  Defense 
Research  Institute  and  RAND  Europe.  He  was  special  assistant  to 
President  George  H.  W.  Bush  and,  at  the  State  Department,  deputy  to 
the  undersecretary  of  state  for  political  affairs,  deputy  assistant  secre¬ 
tary  for  European  affairs,  deputy  director  for  political-military  affairs, 
and  special  assistant  to  the  secretary  of  state.  His  research  fields  include 
national  defense  strategy,  information  technology,  and  policies  in 
Europe,  the  Middle  East,  Africa,  and  East  Asia.  He  has  taught  at  the 
National  Defense  University  and  the  U.S.  Naval  Academy. 

Terrence  K.  Kelly  is  a  senior  researcher  with  the  RAND  Corpora¬ 
tion,  where  his  primary  research  areas  are  national  and  homeland  secu¬ 
rity  policy.  From  February  2006  to  April  2007,  he  served  as  the  direc¬ 
tor  of  the  Joint  Strategic  Planning  and  Assessment  Office  for  the  U.S. 
Mission  in  Baghdad.  In  2004,  he  was  the  director  for  militia  transition 
and  reintegration  programs  for  the  Coalition  Provisional  Authority  in 
Iraq.  He  served  as  the  senior  national  security  officer  in  the  White 
House  Office  of  Science  and  Technology  Policy,  held  many  Army  field 
and  staff  positions,  was  a  White  House  fellow,  and  served  as  the  chief 
of  staff  of  the  National  Critical  Infrastructure  Assurance  Office.  He 
is  currently  an  adjunct  professor  of  security  policy  and  management 
at  Carnegie  Mellon  University’s  Heinz  College  of  Public  Policy  and 
Management,  and  he  has  held  faculty  positions  in  West  Point’s  System 


121 


122  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


Engineering  Department  and  the  Mathematical  Sciences  Department 
(visiting)  at  Rensselaer  Polytechnic  Institute. 

Brooke  Stearns  Lawson  is  a  doctoral  fellow  at  the  Pardee  RAND 
Graduate  School  in  Santa  Monica,  California.  Her  current  research 
focuses  on  the  intersection  of  development  and  security,  including  civil 
counterinsurgency.  Brooke  was  a  Rotary  World  Peace  scholar  at  the 
Institut  d’Etudes  Politiques  (Sciences  Po),  where  she  earned  a  master’s 
degree  in  international  relations  with  an  emphasis  on  development  in 
conflict- affected  countries.  Prior  to  coming  to  RAND,  Brooke  worked 
for  seven  years  in  international  development,  relief,  and  reconstruc¬ 
tion  in  Africa,  Asia,  and  the  United  States  with  such  organizations  as 
USAID’s  Africa  Bureau  Information  Center,  Grameen  Bank  and  its 
replication  microfmance  organizations,  and  Relief  International. 

Michelle  Parker  is  a  USAID  foreign  service  officer  on  sabbatical  at 
the  RAND  Corporation  on  a  Council  on  Foreign  Relations  fellowship. 
She  served  for  two  and  one-half  years  in  Afghanistan  with  USAID  as 
a  development  adviser  to  the  commanding  general  of  NATO’s  Interna¬ 
tional  Security  Assistance  Force  (2006)  and  as  a  held  program  officer 
in  the  Jalalabad  PRT  (2004-2006).  She  has  worked  on  the  develop¬ 
ment-in-conflict  nexus  in  Iraq,  Nepal,  Ukraine,  China,  and  the  United 
States.  She  has  a  BA  in  international  relations  from  Georgia  State  Uni¬ 
versity  and  an  MS  in  conflict  analysis  and  resolution  from  the  Institute 
for  Conflict  Analysis  and  Resolution  at  George  Mason  University. 

LTC  Kimberly  Colloton  was  commissioned  into  the  Army  17  years 
ago  as  an  engineer  officer,  through  the  Reserve  Officer  Training  Corps 
program  at  Rensselaer  Polytechnic  Institute  in  Troy,  New  York.  She 
has  served  two  tours  during  the  current  conflict  in  Iraq.  In  2003,  as 
a  forward  engineer  support  team  leader,  she  led  a  team  overseeing  the 
cleanup  and  reconstruction  of  police  stations  and  numerous  govern¬ 
ment-owned  facilities  in  Baghdad.  In  2006,  she  served  as  the  executive 
officer  and,  later,  operations  officer  for  an  engineer  battalion  in  Balad, 
Iraq,  repairing  main  supply  routes,  inspecting  and  repairing  military 
bridging,  and  improving  base  infrastructure  throughout  the  country. 


About  the  Authors  123 


She  is  currently  serving  a  two-year  tour  as  a  U.S.  Army  Corps  of  Engi¬ 
neers  district  commander  in  Albuquerque,  New  Mexico,  overseeing 
both  military  construction  and  civil  works  projects. 


Bibliography 


Afghanistan  Investment  Support  Agency,  “Mazar-E-Sharif,”  undated  (a)  Web 

page.  As  of  October  16,  2008: 

http://www.aisa.org.af/mazar.html 

- ,  “Ningarhar,”  undated  (b)  Web  page.  As  of  October  16,  2008: 

http://www.aisa.org.af/ningarhar.html 

Ahmed,  Farook,  Sons  of  Iraq  and  Awakening  Forces,  Washington,  D.C.:  Institute 
for  the  Study  of  War,  backgrounder  23,  February  21,  2008.  As  of  October  16, 
2008: 

http://www.understandingwar.org/liles/reports/Backgrounder%2023%20 

Sons%20of%20Iraq%20and%20Awakening%20Forces.pdf 

AI — see  Amnesty  International. 

Al-Azzuni,  As’ad,  “Iraqi  Official  Discusses  Improved  Security  in  Al-Anbar, 
Al-Fallujah,”  AL-Arab  al-Yawm,  January  14,  2008. 

Amnesty  International,  Democratic  Republic  of  Congo:  Nortb-Kivu:  Civilians 
Pay  the  Price  for  Political  and  Military  Rivalry ,  London:  Amnesty  International, 
International  Secretariat,  September  28,  2005.  As  of  April  3,  2009: 
http://www.amnesty.org/en/library/info/AFR62/013/2005 

Arquilla,  John,  and  David  Ronfeldt,  eds.,  Networks  and  Netwars:  The  Future 
of  Terror,  Crime,  and  Militancy,  Santa  Monica,  Calif.:  RAND  Corporation, 
MR-1382-OSD,  2001.  As  of  March  3,  2009: 
http://www.rand.org/pubs/monograph_reports/MR1382/ 

Asprey,  Robert  B.,  War  in  the  Shadows:  Guerrillas  in  History,  New  York: 

W.  Morrow,  1975,  1994. 

Baker,  James  Addison,  Lee  Hamilton,  and  Lawrence  S.  Eagleburger,  The  Iraq 
Study  Group  Report,  New  York:  Vintage  Books,  2006. 

Bavier,  Joe,  “Punish  Buyers  of  Rebel  Congo  Ore,  U.N.  Panel  Says,”  AlertNet, 
Reuters,  February  29,  2008.  As  of  December  8,  2008: 
http://www.alertnet.org/thenews/newsdesk/L2976967.htm 


125 


126  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


Bowen,  Stuart  W.,  Special  Inspector  General  for  Iraq  Reconstruction,  testimony 
before  U.S.  Senate  Committee  on  Appropriations,  March  11,  2008.  As  of 
March  2,  2009: 

http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cghdbnameM10_senate_ 

hearings&docid=f:43280.pdf 

- ,  Hard  Lessons:  The  Iraq  Reconstruction  Experience,  Washington,  D.C.: 

Special  Inspector  General,  Iraq  Reconstruction,  February  2,  2009.  As  of 
February  26,  2009: 

http://purl.access.gpo.gov/GPO/LPS108462 

Byman,  Daniel,  Understanding  Proto-Insurgencies:  RAND  Counterinsurgency 
Study — Paper  3,  Santa  Monica,  Calif.:  RAND  Corporation,  OP-178-OSD,  2007. 
As  of  October  16,  2008: 

http://www.rand.org/pubs/occasional_papers/OP178/ 

Chiarelli,  MG  Peter,  and  MAJ  Patrick  R.  Michaelis,  “Winning  the  Peace:  The 
Requirement  for  Full-Spectrum  Operations,”  Military  Review,  July-August  2005, 
pp.  4-17.  As  of  February  26,  2009: 

http://www.au.af.mil/au/awc/awcgate/milreview/chiarelli.pdf 

Cooper,  Anderson,  “The  Killing  Fields:  Africa’s  Misery,  the  World’s  Shame,” 
Anderson  Cooper  360,  aired  October  8,  2006.  As  of  October  15,  2008: 
http://transcripts.cnn.com/TRANSCRIPTS/06l0/08/cp.02.html 

DAI — see  Development  Alternatives,  Inc. 

De  Merode,  Emmanuel,  “Our  Position  on  Engaging  with  the  Rebels,”  Gorilla.  CD: 
The  Official  Website  ofVirunga  National  Park,  DR  Congo,  March  9,  2008.  As  of 
February  27,  2009: 

http://gorilla.cd/2008/03/09/our-position-on-engaging-with-the-rebels/ 

Development  Alternatives,  Inc.,  AINP,  Part  B:  Lessons  Learned  on  the  Afghanistan 
Immediate  Needs  Program  Nangarhar  Province,  January  2005— January  2006, 
Bethesda,  Md.:  United  States  Agency  for  International  Development,  February  31 
[sic],  2006. 

DoD — see  U.S.  Department  of  Defense. 

FM  3-24 — see  U.S.  Department  of  the  Army  (2006). 

Freedom  House,  “Map  of  Freedom  in  the  World:  Congo,  Democratic  Republic  of, 
(Kinshasa),”  2007  ed.  As  of  March  25,  2008: 

http://www.freedomhouse.org/template.cfm?page=363&year=2007&country= 

7308 

Fund  for  Peace,  “Afghanistan  Country  Profile,”  c.  2007.  As  of  October  15,  2008: 

http://www.fundforpeace.org/web/index.php?option=com_content&task=view&id 

=253&Itemid=40 


Bibliography  127 


- ,  “Failed  States  Index,”  c.  2008.  As  of  December  8,  2008: 

http://www.fundforpeace.org/web/index.php?option=com_content&task=view&id 

=99&Itemid=323 

Galula,  David,  Counterinsurgency  Warfare:  Theory  and  Practice,  Westport,  Conn.: 
Praeger  Security  International,  1964,  2006. 

Gompert,  David  C.,  John  Gordon  IV,  Adam  Grissom,  David  R.  Frelinger, 

Seth  G.  Jones,  Martin  C.  Libicki,  Edward  O’Connell,  Brooke  Stearns  Lawson, 
and  Robert  E.  Hunter,  War  by  Other  Means — Building  Complete  and  Balanced 
Capabilities  for  Counterinsurgency:  RAND  Counterinsurgency  Study — Final 
Report,  Santa  Monica,  Calif.:  RAND  Corporation,  MG-595/2-OSD,  2008.  As  of 
October  13,  2008: 

http://www.rand.org/pubs/  monographs  /MG595.2/ 

Gompert,  David  C.,  Stuart  E.  Johnson,  Martin  C.  Libicki,  David  R.  Frelinger, 
John  Gordon  IV,  Raymond  Smith,  and  Camille  A.  Sawak,  Underkill:  Scalable 
Capabilities  for  Military  Operations  Amid  Populations,  Santa  Monica,  Calif.: 

RAND  Corporation,  MG-848-OSD,  2009.  As  of  April  10,  2009: 
http://www.rand.org/pubs/monographs/MG848/ 

Gordon,  Michael  R.,  “In  Baghdad,  Justice  Behind  the  Barricades,”  New  York 
Times,  July  30,  2007,  p.  Al.  As  of  March  3,  2009: 

http://www.nytimes.com/2007/07/30/world/middleeast/30military.html 

Hammes,  Thomas  X.,  The  Sling  and  the  Stone:  On  War  in  the  21st  Century,  St. 

Paul,  Minn.:  Zenith,  2006. 

Hosmer,  Stephen  T.,  and  S.  O.  Crane,  Counterinsurgency:  A  Symposium, 

April  16—20,  1962,  Santa  Monica,  Calif.:  RAND  Corporation,  R-412-1-ARPA/ 
RC,  1962,  2006.  As  of  February  26,  2009: 
http://www.rand.org/pubs/reports/R4l2-l/ 

Hunter,  Robert  E.,  Edward  Gnehm,  and  George  Joulwan,  Integrating  Instruments 
of  Power  and  Influence:  Lessons  Learned  and  Best  Practices,  Santa  Monica,  Calif.: 
RAND  Corporation,  CF-251-NDF/KAF/RF/SRF,  2008.  As  of  December  8, 

2008: 

http://www.rand.org/pubs/conf_proceedings/CF251/ 

ICG — see  International  Crisis  Group. 

Integrated  Regional  Information  Networks,  “Democratic  Republic  of  Congo 
(DRC)  Humanitarian  Country  Profile,”  last  updated  February  2007.  As  of  May  2, 
2008: 

http://www.irinnews.org/country.aspx?CountryCode=CD&RegionCode=GL 

International  Crisis  Group,  Escaping  the  Conflict  Trap:  Promoting  Good  Governance 
in  the  Congo,  Nairobi  and  Brussels,  Africa  Report  114,  July  20,  2006.  As  of 
February  27,  2009: 

http://www.crisisgroup.org/library/documents/africa/central_africa/ll4_escaping_ 
the_conflict_trap _ congo.pdf 


128  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


- ,  Congo:  Bringing  Peace  to  North  Kivu ,  Africa  Report  133,  October  31, 

2007.  As  of  November  21,  2008: 

http://www.crisisgroup.org/library/documents/africa/central_africa/133_ 

Congo _ bringing_peace_to_north_kivu.pdf 

IRIN — see  Integrated  Regional  Information  Networks. 

Kalyvas,  Stathis  N.,  The  Logic  of  Violence  in  Civil  War,  Cambridge  and  New  York: 
Cambridge  University  Press,  2006. 

Kagan,  Kimberly,  Marisa  Cochrane,  Eric  Hamilton,  Farook  Ahmed,  Andrea  So, 
and  Wesley  Morgan,  Iraq  Situation  Report,  Washington,  D.C.:  Institute  for  the 
Study  of  War:  Military  Analysis  and  Education  for  Civilian  Leaders,  February  7, 

2008.  As  of  December  8,  2008: 

http://www.understandingwar.org/Iiles/reports/Iraq%20Situation%20Report.pdf 

Kaufmann,  Daniel,  Aart  Kraay,  and  Massimo  Mastruzzi,  Governance  Matters  VII: 
Aggregate  and  Individual  Governance  Indicators,  1996—2007,  Washington,  D.C.: 
World  Bank,  World  Bank  Institute,  Global  Programs  Division,  and  Development 
Research  Group,  Macroeconomics  and  Growth  Team,  Policy  Research  Working 
Paper  4654,  June  2008.  As  of  December  8,  2008: 

http://www-wds.worldbank.org/external/default/WDSContentServer/IW3P/IB/ 

2008/06/24/000158349_20080624ll3458/Rendered/PDF/wps4654.pdf 

Komer,  Robert  W.,  The  Malayan  Emergency  in  Retrospect:  Organization  of  a 
Successful  Counterinsurgency  Effort,  Santa  Monica,  Calif.:  R-957-ARPA,  1972.  As 
of  February  26,  2009: 
http://www.rand.org/pubs/reports/R957/ 

Kramer,  Franklin  D.,  Larry  Wentz,  and  Stuart  Starr,  “1-Power:  The  Information 
Revolution  and  Stability  Operations,”  Defense  Horizons,  No.  55,  February  2007. 
As  of  March  3,  2009: 

http://www.ndu.edu/ctnsp/defense_horizons/DH%2055.pdf 

Lampert,  Allison,  “Taliban  Has  ‘Recruiting  Problem’,”  National  Post  (Canada), 
December  31,  2007,  p.  A16. 

Libicki,  Martin  C.,  David  C.  Gompert,  David  R.  Frelinger,  and  Raymond  Smith, 
Byting  Back — Regaining  Information  Superiority  Against  21st-  Century  Insurgents: 
RAND  Counterinsurgency  Study — Volume  1,  Santa  Monica,  Calif.:  RAND 
Corporation,  MG-595/1-OSD,  2008.  As  of  October  13,  2008: 
http://www.rand.org/pubs/monographs/MG595-l/ 

“Locals  to  Stage  Protest  after  Coalition  Troops  Killed  an  Afghan  in  East,”  Afghan 
Islamic  Press,  April  21,  2007. 

Long,  Austin,  “The  Anbar  Awakening,”  Survival,  Vol.  50,  No.  2,  March— April 
2008,  pp.  67-94. 


Bibliography  129 


McCaffrey,  Barry  R.,  After  Action  Report — General  Barry  R  McCaffrey  USA  (Ret): 
Visit  Iraq  and  Kuwait  5— 11  December 2007,  West  Point,  N.Y.:  U.S.  Military 
Academy,  December  18,  2007.  As  of  March  3,  2009: 
http://www.afa.org/EdOp/edop_12-27-07.pdf 

Merriam-Webster,  Merriam-Webster’s  Collegiate  Dictionary,  11th  ed.,  Springfield, 
Mass.,  2003. 

Orr,  Robert  C.,  ed.  Winning  the  Peace:  An  American  Strategy  for  Post-Conflict 
Reconstruction,  Washington,  D.C.:  Center  for  Strategic  and  International  Studies, 
2004. 

Paley,  Amit  R.,  “Shift  in  Tactics  Aims  to  Revive  Struggling  Insurgency:  Al-Qaeda 
in  Iraq  Hopes  a  Softer  Approach  Will  Win  Back  Anbar  Sunnis,”  Washington  Post, 
February  8  2008,  p.  A13.  As  of  March  2,  2009: 
http://www.washingtonpost.com/wp-dyn/content/story/2008/02/08/ 
ST2008020801213.html?sid=ST2008020801213 

Perry,  Tony,  “Energy;  Fixing  Iraq,  and  a  Refinery;  Helping  Restore  a  1930’s  Oil 
Facility  Will  Take  Focal  Planning  and  Teamwork,”  Los  Angeles  Times,  March  10, 
2008. 

Project  on  National  Security  Reform,  Center  for  the  Study  of  the  Presidency, 
Project  on  National  Security  Reform:  Preliminary  Findings,  Washington,  D.C., 
2008.  As  of  February  26,  2009: 

http://www.pnsr.org/data/images/pnsr%20preliminary%20findings%20july%20 

2008.pdf 

Public  Faw  87-195,  Foreign  Assistance  Act  of  1961,  September  4,  1961. 

Rosenau,  William,  Subversion  and  Insurgency:  RAND  Counterinsurgency  Study — 
Paper 2,  Santa  Monica,  Calif.:  RAND  Corporation,  OP-172-OSD,  2007.  As  of 
March  3,  2009: 

http://www.rand.org/pubs/occasional_papers/OP172/ 

Rubin,  Trudy,  “A  Powerful  Awakening  Shakes  Up  Iraqi  Politics,”  Philadelphia 
Inquirer,  December  12,  2007,  p.  A23. 

“Security  Fears  Prompt  Aid  Agencies  to  Suspend  Work  in  East  Afghan  District,” 
Afghan  Islamic  Press,  September  30,  2006. 

Special  Inspector  General  for  Iraq  Reconstruction,  Quarterly  Report  to  the  United 
States  Congress,  Arlington,  Va.,  October  2008.  As  of  December  8,  2008 
http://www.sigir.mil/reports/quarterlyreports/Oct08/pdf/Report_-_ 
October_2008.pdf 

“Taliban  Claim  Responsibility  for  Killing  Senior  Officials  in  Afghan  District,” 
Afghan  Islamic  Press,  October  9,  2006. 

Thompson,  Robert  Grainger  Ker,  Defeating  Communist  Insurgency:  The  Lessons  of 
Malaya  and  Vietnam,  New  York:  F.  A.  Praeger,  1966. 


130  Reconstruction  Under  Fire:  Unifying  Civil  and  Military  Counterinsurgency 


Ullman,  Richard  D.,  “Strong  States  and  Weak  States,”  Foreign  Policy  Association, 
undated. 

UNICEF — see  United  Nations  Children’s  Fund. 

United  Nations  Children’s  Fund,  “DR  Congo:  First  Emergency  Supplies  Airlifted 
into  Goma:  Critical  to  Curbing  Cholera  and  Respiratory  Infections,”  Relief  Web, 
November  9,  2008.  As  of  December  8,  2008: 

http://www.reliefweb.int/rw/rwb.nsf/db900sid/RMOI-7F8Q24POpenDocument 

United  Nations  Mission  in  DR  Congo,  “Mandate,”  undated.  As  of  April  3,  2009: 
http://www.un.org/Depts/dpko/missions/monuc/mandate.html 

United  Nations  Cartographic  Section,  “Iraq,”  map  3835,  Rev.  4,  January  2004a. 

As  of  March  2,  2009: 

http://www.un.org/Depts/Cartographic/map/profile/iraq.pdf 

- ,  “Afghanistan,”  map  3958.1,  Rev.  1,  January  2004b.  As  of  March  2,  2009: 

http://www.un.org/Depts/Cartographic/map/profile/afghanis-reg.pdf 

- ,  “Democratic  Republic  of  the  Congo,”  map  4007,  Rev.  8,  January  2004c. 

As  of  December  8,  2008: 

http://www.un.org/Depts/Cartographic/map/profile/drcongo.pdf 

United  Nations  Office  on  Drugs  and  Crime,  Summary  Findings  of  Opium  Trends 
in  Afghanistan,  2005,  September  12,  2005.  As  of  December  8,  2008: 
http://www.unodc.org/pdf/afghanistan_2005/ 
annex_opium-afghanistan-2005-09-09.pdf 

United  Nations  System  in  Afghanistan,  Common  Country  Assessment  for  the  Islamic 
Republic  of  Afghanistan,  Kabul,  October  2004.  As  of  December  8,  2008: 
http://www.unama-afg.org/docs/_UN-Docs/_planning&dev/ 
October%202004-CCA%20Afghanistan.pdf 

U.S.  Agency  for  International  Development,  Afghanistan  Immediate  Needs 
Program,  Nangarhar:  Fourth  Quarter  Report,  October  2005— January  2006, 
Bethesda,  Md.:  U.S.  Agency  for  International  Development,  in  conjunction  with 
Development  Alternatives,  Inc.,  and  the  government  of  Afghanistan,  February  15, 
2006.  As  of  December  8,  2008: 
http://pdf.usaid.gov/pdf_docs/PDACFI905.pdf 

- ,  DR  Congo:  Situation  Report  #1  (FY 2008),  Washington,  D.C., 

February  19,  2008.  As  of  February  27,  2009: 

http://www.reliefweb.int/rw/rwb.nsf/db900sid/ASIN-7BYRR810penDocument 

U.S.  Department  of  the  Army,  Military  Police  Operations,  Washington,  D.C.: 
Headquarters,  U.S.  Department  of  the  Army,  FM  3-19.1,  March  22,  2001.  As  of 
March  3,  2009: 

http://purl.access.gpo.gov/GPO/FPS5l440 


Bibliography  131 


U.S.  Department  of  the  Army,  Counterinsurgency,  Washington,  D.C.: 
Headquarters,  Department  of  the  Army,  FM  3-24/FMI  3-07.22/MCWP  3-33.5, 
December  2006.  As  of  February  26,  2009: 
http://purl.access.gpo.gov/GPO/LPS79762 

U.S.  Department  of  Defense,  Military  Support  for  Stability,  Security,  Transition, 
and  Reconstruction  (SSTR)  Operations,  directive  3000.05,  November  28,  2005. 
As  of  March  3,  2009: 

http://www.dtic.mil/whs/directives/corres/pdf/300005p.pdf 

U.S.  Joint  Chiefs  of  Staff,  Joint  Doctrine  Division,  Department  of  Defense 
Dictionary  of  Military  and  Associated  Terms,  Washington,  D.C.,  JP  1-02,  April  12, 
2001,  as  amended  through  October  17,  2008.  As  of  February  26,  2009: 
http://purl.access.gpo.gov/GPO/LPSl4l06 

U.S.  Senate  Committee  on  Appropriations,  Examining  the  Effectiveness  of  U.S. 
Efforts  to  Combat  Waste,  Fraud,  Abuse,  and  Corruption  in  Iraq:  Hearing  Before  the 
Committee  on  Appropriations,  United  States  Senate,  One  Hundred  Tenth  Congress, 
Second  Session:  Special  Hearings,  March  11,  2008,  Washington,  DC,  July  23,  2008, 
Washington,  DC,  Washington,  D.C.:  U.S.  Government  Printing  Office,  Senate 
hearing  110-673,  2009.  As  of  March  2,  2009: 

http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgiPdbnameM10_senate_ 

hearings&docid=f:43280.pdf 

USAID — see  U.S.  Agency  for  International  Development. 

USJCS — see  U.S.  Joint  Chiefs  of  Staff. 

Vlassenroot,  Koen,  and  Chris  Huggins,  “Land,  Migration  and  Conflict  in  Eastern 
DRC,”  in  From  the  Ground  Up:  Land  Rights,  Conflict  and  Peace  in  Sub-Saharan 
Africa,  Christopher  Huggins  and  Jenny  Clover,  eds.,  Pretoria:  Institute  for  Security 
Studies,  2005,  pp.  115-194. 

Walsh,  Declan,  “Hamburger  Hill:  Frontline  Base  in  a  Sea  of  Poppies  British 
Soldiers  Dare  Not  Clear,”  Guardian,  April  29,  2008.  As  of  October  15,  2008: 
http://www.guardian.co.uk/world/2008/apr/29/afghanistan.drugstrade 

Willis,  Henry  H.,  Andrew  R.  Morral,  Terrence  K.  Kelly,  Jamison  Jo  Medby, 
Estimating  Terrorism  Risk,  Santa  Monica,  Calif.:  RAND  Corporation, 
MG-388-RC,  2005.  As  of  February  26,  2009: 
http://www.rand.org/pubs/monographs/MG388/ 

World  Bank,  “Country  Data  Report  for  Afghanistan,  1996-2007,”  Governance 
Matters  2008:  Worldwide  Governance  Indicators,  1996—2007,  2008a.  As  of 
December  8,  2008: 

http://info.worldbank.org/governance/wgi/pdf/c3.pdf 

- ,  “Country  Data  Report  for  Congo,  Dem.  Rep.,  1996-2007,”  Governance 

Matters  2008:  Worldwide  Governance  Indicators,  1996—2007,  2008b.  As  of 
December  8,  2008: 

http://info.worldbank.org/governance/wgi/pdf/c248.pdf 


